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Abstract.

We construct the first folding scheme that simultaneously achieves six desirable properties: plausible
post-quantum security, pay-per-bit commitment costs, field-native arithmetic (the sum-check and norm checks
run purely over a small field), support for general (non-SIMD) constraint systems, small-field support (e.g.,
Goldilocks), and low recursion overheads. No existing scheme satisfies all six: group-based schemes (e.g.,
HyperNova) lack post-quantum security and are tied to large elliptic-curve fields; lattice-based schemes (e.g.,
LatticeFold) require expensive ring arithmetic, lose pay-per-bit costs, and impose SIMD constraints; and
hash-based schemes (e.g., Arc) incur large verifier circuits.

We present two lattice-based folding schemes for CCS—an NP-complete relation generalizing R1CS,
Plonkish, and ATR——called Neo and SuperNeo. Neo satisfies five of the six properties but requires SIMD
constraint systems; SuperNeo removes this restriction and satisfies all six. SuperNeo also natively supports
CCS relations over arbitrary extension fields of the field underlying the Ajtai commitment, without relying on
an NTT embedding. Both run a single invocation of the sum-check protocol over a small field extension and
achieve pay-per-bit costs via new folding-friendly instantiations of Ajtai commitments under the Module-SIS
assumption. At the core of our constructions are two new norm-preserving embeddings of field vectors into
ring vectors that respect an evaluation homomorphism required for folding. We also introduce interactive
reductions, a framework that generalizes reductions of knowledge and enables modular security proofs for
composed lattice-based protocols.
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1 Introduction

A folding scheme [58] is a cryptographic primitive that reduces the task of checking that two instance-witness
pairs are in some NP relation to the task of checking that a single instance-witness pair is in the same relation.
As an example, for a circuit C' and two public inputs (i.e., instances) x1 and xs, a folding scheme reduces the
task of checking that there exist witnesses w; and wq such that C'(wq,z1) = 1 and C(ws, z2) = 1 to the task of
checking that there exists a single witness w for a specific public input z such that C'(w,z) = 1. Furthermore,
the verifier’s work in a folding scheme is limited to roughly taking the weighted sum of the commitments to
the underlying witnesses. By using a folding scheme in a recursive manner, one can continually fold many
instance-witness pairs into a single instance-witness pair, providing powerful recursive succinct argument
primitives such as incrementally verifiable computation (IVC) [83] and proof-carrying data (PCD) [13].

Importance of folding schemes: prover efficiency and efficient recursion. A modern approach to
construct SNARKs [48,67] is to combine a polynomial interactive oracle proof (PIOP) [23,30,79] with a
polynomial commitment scheme (PCS) [47]. However, this yields a “monolithic” SNARK whose prover must
prove a fixed-sized computation at once. To scale to larger computations, one typically breaks the computation
into smaller pieces and uses SNARK recursion (a la IVC or PCD) to produce a succinct argument [11]. Folding
schemes provide a more direct and efficient alternative: they allow recursion to operate at the “statement”
level (i.e., prior to producing a PIOP or a PCS evaluation argument), yielding two concrete benefits. First,
recursion overheads are far lower: with Nova [58], folding a proof takes only 10,000 R1CS constraints,
whereas traditional SNARK recursion takes millions [29, 31]. Second, the prover incurs far less work by
avoiding a full PIOP and PCS evaluation argument: in monolithic SNARKS such as Marlin [30], the prover
performs at least 20x higher work over simply committing to a witness, whereas with state-of-the-art folding
schemes [20,35,56,57], the prover’s work is dominated by the cost to commit to a witness. This results in at
least an order of magnitude speedup over monolithic SNARKSs, and up to two orders of magnitude when the
witness contains values from a small subset of the entire field.!

A motivating application: post-quantum signature aggregation. Ethereum’s consensus layer relies
on BLS signatures [18], which offer efficient aggregation: a single pairing check suffices for hundreds of
thousands of validator attestations. However, BLS signatures are not post-quantum secure. Ethereum’s
planned transition to a post-quantum scheme (e.g., the hash-based XMSS [45]) reintroduces the scalability
challenge, since such schemes lack the algebraic structure of BLS and their signatures are large and expensive
to verify individually. A natural solution is to use recursive SNARKS to aggregate these signatures [34] in a
distributed manner (a la proof-carrying data). Folding schemes are well suited here: each signature can be
folded into the aggregate proof, yielding significantly lower latency and prover cost at each recursive step
than traditional SNARK recursion—a critical advantage when up to a million signatures must be aggregated
within time-sensitive slots of a consensus protocol.

Realizing this approach requires a folding scheme that is both efficient and plausibly post-quantum secure.
More broadly, what properties should a practical folding scheme satisfy?

1.1 Six desiderata for a practical folding scheme

State-of-the-art folding schemes [20,35,54-58] have converged on an efficient “recipe”: the prover commits to a
witness with a linearly homomorphic scheme (Pedersen or KZG) and employs sum-check-type techniques [63].
For instance, the prover in HyperNova [56] performs a single multi-scalar multiplication (MSM) to commit to
its witness, with costs that scale with the bit-width of witness values (“pay-per-bit”). However, these schemes
are not post-quantum secure and are tied to ~256-bit elliptic-curve fields. Below, we distill six properties
that a practical folding scheme should satisfy.

! If the witness contains “small” field elements (e.g., from the set {0,1,...,2% — 1}), state-of-the-art folding schemes
perform more than two orders of magnitude less work than a monolithic SNARK prover such as Marlin [30]. Proof
systems such as Spartan and variants [79,80] incur lower overheads than Marlin, but they must still produce a
PIOP and PCS evaluation argument.



PQ: Post-quantum security. The scheme should be plausibly secure against quantum adversaries. Group-
based folding schemes [20,35,56-58] rely on the hardness of the discrete logarithm problem, which Shor’s
algorithm [81] can efficiently solve on a quantum computer.

PB: Pay-per-bit commitment costs. The cost to commit to a witness should scale with the bit-width
of the witness values: for example, committing to a vector of b-bit values should be roughly log |F|/b times
cheaper than committing to values that span the full field F. Group-based schemes achieve this via Pedersen
or KZG commitments. LatticeFold, however, relies on the NTT embedding to map field vectors into ring
vectors. Because the NTT is not a norm-preserving map, the resulting ring vectors have arbitrary norm
regardless of the bit-width of the original witness elements. Since the Ajtai commitment scheme requires
decomposing these arbitrary-norm ring elements for binding, the commitment cost is the same whether the
original values are 1-bit or 64-bit. Hash-based schemes (e.g., Arc [24]) also lack this property, since their
commitment costs are determined by the code rate and security parameter, not by witness bit-widths.

FN: Field-native arithmetic. Besides committing to the witness, the prover’s and the verifier’s work—in
particular, the norm check and the sum-check protocol—should operate natively over a prime field (or extension
field), without performing expensive polynomial ring arithmetic. Group-based and hash-based schemes satisfy
this property. LatticeFold [14], however, runs the sum-check protocol over a cyclotomic polynomial ring
rather than over a prime field (or extension field); ring operations are 10-100x more expensive than field
operations.?

CS: General constraint systems. The scheme should support general NP-complete constraint systems
such as CCS [80] over a single witness vector, without requiring the constraint system to be “data parallel”
(SIMD). Group-based and hash-based schemes satisfy this. LatticeFold, by contrast, packs a batch of
independent constraints defined over a small prime field into a single constraint over a cyclotomic polynomial
ring [14, Remark 4.1], imposing a SIMD requirement. Lova [37] avoids this issue but at the cost of only
supporting the subset sum relation, not CCS.

SF: Small-field support. The scheme should work natively over small prime fields, including popular
SNARK-friendly fields such as Goldilocks.? By “small” we mean fields whose modulus ¢ fits within a machine
register—for example, M61 (g = 26! — 1) or Goldilocks (¢ = 254 — 232 + 1). Small-field support is important
for two reasons: such fields offer arithmetic that is an order of magnitude faster than 256-bit arithmetic,
and SNARK-friendly fields enable efficient proof compression using existing SNARKs (e.g., Spartan with
a FRI-based polynomial commitment scheme). Group-based schemes are tied to the scalar fields of elliptic
curves, which are ~256 bits for security. LatticeFold’s cyclotomic rings of the form X9 4 1 (with d a power
of 2) cause popular fields like Goldilocks to fully split the ring, ruining security [14, §3.3]; furthermore,
supporting small fields requires a non-trivial NTT factor degree my77 | d, introducing a 7yt x multiplicative
overhead in the protocols due to the need for myrr-parallel repetition [14, §3.3, §5].

LR: Low recursion overheads. The recursive verifier circuit should be small enough that the per-step
prover cost of IVC remains practical. Group-based schemes achieve this: Nova’s and NeutronNova’s verifier
circuits are constant-sized: /10,000 R1CS constraints. Hash-based schemes suffer from large verifier circuits;
for example, Arc [24] requires 2-\/log(1/p) Merkle tree openings, translating to /21,600,000 R1CS constraints
at A=128 and p=1/2 with Poseidon [44]. Prior to this, Biinz et al. [25] provide a different hash-based scheme
with even worse verifier circuit overheads [24, Table 1], and only provides “bounded depth” IVC. Lova also
incurs extreme overheads, reporting a prover time of ~3,000seconds for a subset sum instance of length
219 [37, Table 2], compared to 500 ms for Nova on an R1CS instance of the same size. More broadly, folding
schemes that rely on ring sum-check techniques—such as LatticeFold [14] and SALSAA [60]—inherit high
recursion overheads because the recursive verifier must hash ring elements rather than field elements. For

2 Benchmarks report that a polynomial ring multiplication costs ~213ns [68], whereas a field multiplication with
M61 costs a fraction of a nanosecond.

3 Another desirable property, not captured in Figure 1, is native support for CCS over an arbitrary extension field of
the commitment field. The commitment scheme should not fix the choice of relation field (for example, through the
NTT splitting of its cyclotomic ring). One of our constructions achieves this property.



PQ PB FN CS SF LR

Group-based

HyperNova, [56] X v 4 v X v

NeutronNova [57] X 4 v v X v
Hash-based

Arc [24] v X v v v X
Lattice-based

LatticeFold [14] v X X X X X

Lova [37] v X v X v X

Neo (this work) v v v Xt v v

LatticeFold+ [16] v X X X X X

SALSAA [60] v X X X v X

SuperNeo (this work) v v v v v v

fNeo requires a SIMD constraint system (CS) and is subsumed by SuperNeo, which removes this requirement. The
table lists schemes in the order they appeared; we present Neo and SuperNeo separately because Neo was
independently preprinted and several subsequent works build on it, so separating the two simplifies attributing
techniques to the correct scheme. The subsequent work Cyclo [42] is equivalent to Neo and as such is omitted in the
table; see Section 1.3.

Fig. 1: Comparison of folding schemes against the six desiderata. v/ = satisfied, X = not satisfied. See Section 1.1
for definitions.

example, a single ring element in LatticeFold occupies 64 x 64 bits = 4,096 bits, compared to 256 bits for a
256-bit field element in HyperNova, resulting in 16x more data for the verifier circuit to hash. Achieving
constant verifier circuit size like Nova or NeutronNova in the lattice setting is difficult and remains an
open problem. Our goal is to achieve logarithmic recursion overhead (with similar constants) analogous to
HyperNova.

Research question. Can we build a folding scheme that satisfies all siz desiderata—in particular, one that
18 post-quantum secure, works natively over small prime fields, and matches the efficiency of state-of-the-art
group-based schemes?

Figure 1 summarizes the landscape. No existing folding scheme satisfies all six desiderata. Group-based
schemes meet PB, FN, CS, and LR but fail PQ and SF. Hash-based schemes achieve PQ but sacrifice PB
and LR. LatticeFold, LatticeFold+, and SALSAA each achieve PQ but fail PB, FN, CS, and LR; LatticeFold
and LatticeFold+ additionally fail SF. Neo satisfies PQ, PB, FN, SF, and LR, but requires SIMD constraint
systems (CS). SuperNeo is the first scheme to satisfy all six.

1.2 Our work: Neo and SuperNeo

We present Neo, which satisfies five of the six desiderata, and SuperNeo, which removes Neo’s requirement
for SIMD constraint systems and is the first folding scheme to satisfy all six (Figure 1). SuperNeo also
natively supports CCS relations over an arbitrary extension field L of the field F underlying the Ajtai
commitment, without tying L to the NTT splitting of the cyclotomic ring. The relation and sum-check
challenge fields may differ and are embedded into a common ambient field A. Our constructions are lattice
analogs of HyperNova [56]: the prover commits to a CCS [80] witness using a lattice-based commitment
scheme with pay-per-bit costs, runs a single invocation of the sum-check protocol over an extension of
a small prime field*, and achieves plausible post-quantum security under a standard structured lattice
assumption (Module-SIS). Both schemes also provide multi-folding, which folds multiple CCS instances at
once, amortizing the decomposition costs required to manage lattice norm growth. By applying standard

4 When using a 64-bit field, a degree-2 extension is sufficient for 128 bits of security.



compilers from folding schemes to IVC [56,58] and PCD [86], we obtain a plausibly post-quantum IVC/PCD
scheme. Since our constructions natively support SNARK-friendly fields like Goldilocks, they enable efficient
proof compression using Spartan [79,80] with a FRI-based polynomial commitment scheme [10]—without
requiring any non-native arithmetic or field emulation.

The key technical challenge is embedding field vectors (CCS witnesses) into the ring vectors that Ajtai com-
mitments operate over, while preserving the algebraic structure—norm bounds, evaluation homomorphisms—
that a sum-check-based folding scheme like HyperNova requires. We introduce two new norm-preserving
embeddings (the Neo and SuperNeo embeddings) that resolve this challenge, and a new security framework
(interactive reductions) that enables modular proofs of knowledge soundness for lattice-based protocols.
We detail the problems with prior approaches and our solutions in the following sections.

1.2.1 Challenges and prior solutions

Achieving desiderata PB, FN, CS, and LR for a lattice-based folding scheme requires solving a common
problem: how to embed field vectors into the ring vectors that Ajtai commitments [2] operate over. Any
such embedding must support protocols that check both the norm of the committed ring vectors and CCS
constraints on the underlying field vectors. Below, we describe the Ajtai commitment scheme and the
challenges that prior solutions leave open. In the introduction and technical overview, we first restrict to
CCS relations over the base field F := [F, and let K := Fg be the sum-check challenge field, chosen such that
1/ |K| = negl(\). We later lift this restriction to support CCS relations over extension fields.

Ajtai Commitment Scheme [2,76] (Informal) °

e Setup(1®, n € N) - A € Rf™", where A is a random matrix over the polynomial ring Rr := F[X]/(¢(X))
with modulus ¢(X) being a cyclotomic polynomial of degree d.

e Commit(A, z € Rf) — ¢, where z is an arbitrary ring vector message and ¢ := A - z € Rf is a binding
commitment to z if the norm [|z|| < b is small enough.

Problem 1: Inefficient constraint checking & lack of algebraically friendly embeddings Prior
work on lattice-based folding schemes [15] relied on the Number Theoretic Transform (NTT) [5,62, 76, 78] to
embed field vectors into ring vectors. The Number Theoretic Transform is a ring isomorphism between the
ring R and a product space of extension fields ﬂ::T/NTTNTTT, so each ring operation naturally simulates a Single
Instruction, Multiple Data (SIMD) [40,41] operation over the underlying (d/7n7T)-tuple of field elements.

For - € {+, x},

NTT
(a‘lv T ’a’d/TNTT) € H:SZNTTNTTT - a € Ry
iNTT
'(bl""’bd/TNTT)J( J{'b
NTT
(al by, ad/ryrr bd/TNTT) € ﬂ:da/NTI"\fI'TT <— a-beRp
iNTT
Hence, given field vectors z(1) ... z(d/™rT) ¢ F define z; := iNTT(zZ-(l),...,zgd/TNTT)) € R for every
i € [n]. This yields the ring vector z := (z1,...,2,) € Rf. By adapting a technique from [19], prior work

LatticeFold [15, Sec 3.3] showed how to express the norm constraint on a ring vector z as Hadamard product

. b—1 4 . . . . . .
constraints [[,—(2; —a) = 0 (with a viewed as a constant ring element) over related ring vectors 21,. .., Z7y¢

whose underlying embedded field vectors are the coefficient vectors of the committed ring vector z. Since
the NTT transformation is a ring isomorphism, they also showed that field constraints (like CCS) over the
embedded field vectors could be checked as ring constraints over the committed ring vector z itself. To
check both the Hadamard and CCS constraints on these ring vectors, LatticeFold relies on the celebrated
sum-check protocol [63] over the ring to reduce checking these constraints to checking random multilinear

5 To streamline our exposition, we directly discuss the more efficient variant of Ajtai commitments based on Module
Short-Integer-Solution (M-SIS), because they serve as the basis of most lattice-based proof systems [12,15,16, 19,70,
76).



evaluations of the ring vectors themselves. The main downside of this approach is that the prover and verifier
have to execute the sum-check protocol over the ring itself rather than just the underlying field for which
the original CCS constraints are defined over. As such both parties must perform ring operations, which are
significantly more expensive than field operations as they must either directly compute or simulate (via NTT)
the degree-d polynomial arithmetic. Furthermore, the NTT transformation itself (required for these checks)
adds a significant overhead to the prover runtime; as such, lattice-based proof systems attempt to minimize
the number of NTT transformations required [12,70].

Achieving FN (field-native arithmetic) and LR (low recursion overheads) requires checking the norm and
CCS constraints by only performing a sum-check over the field, avoiding all ring operations during the
sum-check protocol. Moreover, since our goal is to construct a folding scheme, the embedding must respect
an evaluation homomorphism so that the resulting field multilinear polynomial evaluations can be folded
together.

Problem 2: Lack of packing efficiency & Pay-per-bit cost & SIMD Lattice-based proof systems
targeting field constraints (such as CCS) must rely on some embedding of field vectors into ring vectors to
be able to commit to these field vectors with Ajtai commitments. Hence, packing efficiency (the density of
field elements embedded into ring vectors) is a crucial metric for the efficiency of these proof systems. In
particular, the highest packing efficiency possible (information-theoretically) for a ring vector of length n
is d - n field elements. Unfortunately, the most algebraically friendly embedding, the NTT transform, has
only a packing efficiency of (d/7ntT) - n field elements for a ring vector z of length n. For secure small-field
parameterizations [15], 7nytT may exceed the minimum extension degree required for sum-check soundness.
Over a 64-bit field with d = 64, degree 2 provides approximately 128-bit sum-check soundness (Definition 11)
but yields a trivial low-norm invertibility bound (Theorem 4). Degree 4 keeps this bound non-trivial, allowing
for non-trivial challenge sets (Definition 6). Moreover, regardless of the norm of the original field vectors, the
NTT embedding results in a ring vector z which has arbitrary norm. Hence, to utilize the Ajtai commitment
scheme, the vector z € Rf must be expanded into a larger ring vector z’ € R%Fog”(lﬂ)'n; this further reduces
the packing efficiency by a factor of log,(|F|), regardless of the original norm of the embedded vectors.
Furthermore, when using the NTT embedding, the cost to commitment to these field elements does not scale
with their bit size; Pedersen-style commitments [47,73,85] for field vectors have this pay-per-bit cost. Finally,
the NTT embedding requires that d/mytT separate field vectors be embedded into a single ring vector to
reach its peak packing efficiency; however, this inherently requires that the underlying proof system to use a
SIMD constraint system (such as CCS over multiple field vectors simultaneously). SIMD constraint systems
are not well-suited for applications where the constraints cannot be neatly split into independent, smaller
systems. In particular, the ideal constraint system would be over a single field vector of length d - n; rather
than d/7ntT independent constraint systems over the d/my7T separate field vectors of length n (since the
prior can immediately simulate the later, and use a larger constraint system).

Achieving PB (pay-per-bit) and CS (general constraints) thus requires an algebraically friendly embedding
with optimal packing efficiency of d - n field elements for a ring vector of length n, with a pay-per-bit
commitment cost, and without the requirement for a SIMD constraint system.

Problem 3: Complex security proofs lacking modular analysis In the literature of lattice-based
proof systems [12,15,16,26,33,43,65], there are often protocols IT which have a particular form and whose
security proofs are complex and non-modular. In particular, the prover and verifier take in as input some
commitments to witnesses along with some property that needs to be checked on the underlying committed
witnesses (such as norm or CCS constraints). We identify that these protocols II can be broken down into two
stages Iproperty and Ilpecial. The first stage Iproperty is often some sound testing protocol (such as sum-check or
random projections) run on the underlying committed witnesses, which produce additional algebraic claims
(such as multilinear evaluations or random inner products) on the witnesses. The second stage Hspecial is often
a special-sound protocol [1,7,8,33,39] which takes (informally) a random linear combination of the original
commitments and of the algebraic claims produced by Ilggperty; this results in a new commitment and a
new algebraic claim on the underlying witness. These stages seem to mirror the structure of a reduction
of knowledge [52], where proving the composed protocol II := Ispecial © property is secure requires proving
that both Ilyroperty and Ilgpecial are knowledge-sound. Unfortunately, this is not the case; in particular, the



individual stages Ilproperty and Ilspecial do not meet the strict definition of a reduction of knowledge. As such,
the security analysis of these protocols II is often done in an ad-hoc manner, where the security proof directly
analyzes the composed protocol IT as a whole (often leading to complex, non-blackbox security arguments).

A separate challenge is generalizing the framework of reductions of knowledge to capture these
individual stages Ilproperty and Ilgpecial—in particular, identifying what core properties each stage must
satisfy—such that their composition II is provably secure (knowledge-sound).

1.2.2 Contributions of our work

Since our work subsumes and extends the prior work Neo, we will discuss both the contributions of the
original Neo work and our extension SuperNeo together.

Contribution 1: Neo and SuperNeo Embeddings
Can we check the norm and CCS constraints by only performing a sum-check over the field?

To answer this question, we can ask why the prior NTT-based approach required ring operations in the
sum-check protocol in the first place. The main reason is that the NTT transform simply does not preserve
enough structure between the underlying field vectors and the committed ring vector to meaningfully check
both the norm and CCS constraints by only relying on field constraints (which can be checked solely with a
sum-check over the field). Since the NTT transform is not a norm-preserving map, the norm of the underlying
field vectors does not directly correspond to the norm of the associated ring vector in which they are
embedded. Hence, checking the norm of the ring vector cannot be done by simply applying constraints over
the underlying field vectors. More broadly, checking any non-trivial constraints purely over the underlying
field vector do not correspond with constraints over the coefficient vectors of the ring vector itself, and vice
versa. Hence, the technique from [19] is required to reduce the norm constraints to ring constraints and the
isomorphic property of the NTT map is required to reduce the underlying field CCS constraints to ring
constraints. Now that both the norm and CCS constraints are reduced to ring constraints, the sum-check
protocol has to be executed over the ring itself. We resolve this issue by introducing the Neo embedding, a
map which directly embeds field vectors z(1), ..., 2(9) € F™ along the coefficient slots of a committed ring
vector z € R¢. More formally, define z := Z?Zl 2() . Xi=1 where the monomial X7~! scales the field

1),. z(d)). Define Embg : F¢ — Rf on a coefficient vector

R

vector z\9). For every i € [n], z; = Embg (zz(

a=(a,...,aq) € F¥ by Embg(a) := Z?:l a;X7~1. Conversely, for a ring element a = 2?21 a;X’! € R,
define cf(a) := (ay,...,aq) € FL. Naturally, we extend cf(-) to ring vectors by applying it coordinatewise.
This gives that cf(z) € F?*™ has rows z(1), ..., 2(4,
(1)
Cf(Z) = . = zZ1 | 22| | Zn
»(d)

Since the coefficient vectors coincide exactly with the underlying field vectors, the Neo embedding is a
norm-preserving map; checking the norm of the ring vector can be done purely with field constraints over the
underlying vectors z(1), ..., 2(d e F". Moreover, the field CCS constraints can immediately be checked over
the underlying field vectors themselves. As a result, the sum-check protocol can be executed purely over the
field, and no ring operations are required. The sum-check protocol reduces these norm and CCS constraints
down to checking random multilinear evaluations of the underlying field vectors; y = Mz(r) for some CCS
matrix M € F™*™ and z € {z(l), ey z(d)}. Explicitly, an evaluation claim has the following form: Consider
a committed ring vector z (with commitment ¢ = Az), do the multilinear extensions of the underlying
field vectors z(1), ..., 2(9 evaluate to some claimed values yV, ..., 4@ at a random extension field point r?
Since we are constructing a folding scheme, our goal is to fold these evaluation claims together into a single
evaluation claim by taking a random linear combination of the commitments and of the evaluation claims.



Does the Neo embedding respect an evaluation homomorphism such that we can fold these evaluation
claims together?

We prove that the Neo embedding does indeed exactly respect the type of evaluation homomorphism
required to fold these evaluation claims together. Consider two committed ring vectors z and 2z’ (with
commitments ¢ = Az and ¢ = Az’) and their underlying field vectors z(M, ..., 2(4 and 2/ ... 29 with
evaluations y(M, ..., y@ and ¢/, ... 99 at the same random extension field point 7. We use the natural
lift Emby : K¢ — Ry of the coefficient embedding, defined by Emby (ay, ..., aq) := Z?zl a; X771 We embed
the evaluations into ring elements y := Emby (yV,...,5®) and 9y := Emby (v’ ..., y'?). We show that
taking the linear combination 2z’ := z +§ -2’ (¢ = c+ §-¢) for any § € R results in a ring vector
2" (") whose underlying field vectors 2”1, ... 2”"(4) evaluate to the coefficients of the linear combination
y" :=y+ 0 -y If the challenge § is a ring element with low-norm [3, 28], then the resulting vector z” will
also have low norm and the commitment ¢’ will be a valid commitment to z”.

While this embedding is natural, it is non-trivial to show that it also respects an evaluation homo-
morphism, which is required to batch multilinear evaluations of the underlying field vectors together (a
requirement for folding schemes based on sum-check). In fact, it is surprising that this type of embedding
would respect any sort of evaluation homomorphism for multilinear evaluations over the underlying field
vectors, given that the commitment scheme and linear combination are defined over the ring. Given two
ring vectors and multilinear evaluations of their underlying field vectors, why does taking a random linear
combination of these ring vectors over the ring result in a ring vector whose underlying field vectors evaluate
to the same random linear combination of the original field evaluations? For the NTT embedding, this is
trivial since the NTT is a ring isomorphism, but for the Neo embedding over coefficients, this is not at all clear.
In a prior version of this work, we proved that the Neo embedding respected this evaluation homomorphism
with the fact that a ring multiplication (and hence the random linear combination) is merely a linear map
over the field; in particular, a ring multiplication can be simulated by multiplying the coefficient vector by the
rotation matrix rot(d) (or circulant matrix) associated with the ring element 6. Because of this linearity, the
ring linear combination must respect the corresponding multilinear evaluations of the coefficients. However,
we present a much simpler interpretation and proof of the evaluation homomorphism by identifying the base
field F as merely the constant polynomials in the cyclotomic ring Rf := F[X]/(¢(X)) and identifying the
ring R itself as base field polynomials in a larger ring Rk := K[X]/(¢(X)) consisting of polynomials whose
coefficients belong to the extension field K.

Ry C Rg

Ul Ul

F C K
Hence, multilinear evaluations of the underlying field vectors and linear combinations of the committed ring
vectors can all be expressed as linear maps over the same larger ring Rk, and the evaluation homomorphism
follows almost immediately from this linearity. This embedding and evaluation homomorphism has been used
by several subsequent works®, such as [16,26,69], and referred to as a tensor of rings approach [26] or ring
switching [69].

Theorem 1 (Neo Evaluation Homomorphism (Informal)). Consider an arbitrary matric M € F™*",
ring vectors z1, ...,z € Rf with underlying field vectors

3

20 = cf(zi); € F" foriell, jeld],

scalars p1,...,pe € Rg, and an evaluation point v € KI°6™ . For all i € [4], define

¢; = Commit(4, z;) € RE, U 1= (Mzi(l)(r), . .,Mzgd) (r) € K4, y; = Embk (u;) € Rk.
Additionally, define

c:= pici € RE, z = Z pizi € RE, Y= Z piYi € Ry
i€[f] €[] €[]

5 We provide a more detailed comparison with related work in the following section.



We must have that ¢ = Commit(A, z) and, for every j € [d], the coefficient of y indexed by j equals Mz (r),
where z) .= cf(z)j € ™ is the corresponding underlying field vector of z.

Is there an embedding that has optimal packing efficiency, a pay-per-bit commitment cost, and does not
require a SIMD constraint system?

If our goal is to commit to d field vectors of length n (SIMD constraint system), then the Neo embedding
has the optimal packing efficiency of d - n field elements for a ring vector of length n. Furthermore, since the
embedded field vectors are directly placed in the coefficient slots, then the commitment costs scales with the
number of bits (we explain this in more detail in the technical overview). Unfortunately, the Neo embedding
requires a SIMD constraint system for both efficiency and the evaluation homomorphism to hold; the same
constraint system must be applied to all d underlying field vectors.

Thus, in this work, we also introduce the SuperNeo embedding, which is a norm-preserving embedding
for a single field vector of length d - n into a ring vector of length n (which is dx shorter!) that satisfies
all the desired properties (optimal packing, pay-per-bit, not SIMD) and preserves the required evaluation
homomorphism. Given a field vector z € F%™, split the vector into n sub-vectors of length d each, i.e.,

z = |z1,%2,..., %, where each z; := [2;1,...,2.4] € F?. We will embed each sub-vector z; as the coefficients of
a single ring element z; := Embg(2;) = Z?Zl 2; ;X771 € Rg. Define the packed embedding Packg : F¢™ — R
by Packg(z) := [z1,...,2s]. The resulting vector of ring elements z := Packg(z) € Rf is the SuperNeo
embedding of z.
z= z1 | 22 | Zn ]
Cf(z) = Z1 Z92 Zn

The SuperNeo embedding is a norm-preserving map since the underlying field vector z € F is exactly the
coefficients of the committed ring vector z € Rf. Hence, checking both the norm and CCS constraints can
be done purely with field constraints over the underlying vector z € F%". As such, the sum-check protocol
can be executed purely over the field, resulting in evaluation claims of the form y = Mz(r) for some CCS
matrix M € F™X9" Now, it is unclear whether the SuperNeo embedding respects the required evaluation
homomorphism. Unlike the Neo embedding evaluation claims, we only have single evaluations y,y’ € K
(instead of d); how can we embed these evaluations into ring elements y, y’ such that taking a random linear
combination of the committed ring vectors z” := z 4+ ¢ - 2’ € RY results in a ring vector whose underlying
field vector z” € F" that evaluates to the embedded evaluation in y” := y + d - y'? As we will see, arguing
the evaluation homomorphism for the Neo embedding relies on the fact that the underlying field vectors are
directly placed in the coeflicient slots of the ring vector, but in the SuperNeo embedding we do not have this
nice parallel structure (taking a random linear combination over the ring permutes and mixes the coefficients
in a non-trivial way).

However, we show that there is indeed a corresponding choice of evaluation embedding of y € K into
y € Rk such that the evaluation homomorphism holds. To do so, we extend a technique from the lattice
literature [12,36,65] called the inner product trick for cyclotomic rings, explicitly defined in Theorem 8. The key
idea is that, for any cyclotomic ring, there exists a linear transform Transg : F¢ — F? such that, for all a, b € F¢,
the constant term of a ring product recovers a coefficient inner product: ct(Embg(Transg(a)) - Embg (b)) = (a, ).

Prior works used this trick to check the norm of ring vectors by simulating field inner products with
ring multiplication, for example, through random projections [12] or products [65]. We extend the trick to
vectors and matrices. In particular, for a CCS matrix M € F™*" define M := Embg(Transg(M)) € RP"*™.
For z := Packg(z), the constant terms of Mz recover Mz. Given r € K°2™  the natural inclusions F C K
and Ry C Rk allow us to evaluate Mz € Rf* over Rk. The desired evaluation y = r]\Z;(r) € K is then the
constant term of y := m(r) € Rk. The evaluation homomorphism follows from linearity, similarly to the
Neo embedding.
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Theorem 2 (SuperNeo Evaluation Homomorphism (Informal)). Consider an arbitrary matriz
M € F™X wectors z1,. ..,z € F™, scalars p1,...,pe € Rg, and an evaluation point r € K™, Define
M := Embg(Transg(M)) € R§¥*"™. For every i € [{], define

z; := Packg(z;) € RE, ¢; := Commit(4, z;) € RE, yi = Mz (r) € Ry.
Additionally, define

ci= pici € RE, z = Z pizi € Rg, Y= Z piYi € Ry
1€[(] i€[] i€[]

We must have that ¢ = Commit(A, z) and y = Mz(r). Moreover, for every i € [€], ct(y;) = Mz(r). And,
ct(y) = Mz(r), where z € F" is the unique field vector satisfying z = Packg(z). The formal theorem
statement appears in Theorem 11.

In Section 5, we generalize the evaluation homomorphism in Theorem 2 from the base field F to extension
fields of arbitrary degree. Specifically, for a degree § extension B of F and vector length n satisfying d | on, the
coefficient embedding, packed embedding, and transform above extend naturally to Embg, Packg : B™ — R”‘in/ d,
and Transg. For M € B™*", z € B", and r € K!°¢™ let A be a common extension field containing B and

K. The natural inclusions R € Rg € Ra and Rk € Ry make the construction well defined, and these
maps satisfy ct(EmbB(TransB(M))PackB(z) (r)) = m(r) € A. The generalized evaluation homomorphism

is formalized in Theorem 11. We instantiate B = L := F;~ and n = n, to support CCS relations over L.
Concretely, a vector z € L™~ represents 7n, = n; base field elements, whereas each element of R¢ has d base
field coefficients. Thus, Packy maps z to a ring vector z € Rg® with 7n,/d = ng, achieving optimal packing
efficiency.

Contribution 2: Strong and Weak Interactive Reductions

Is there a natural meta-framework which captures common lattice-protocols property and Ilspecial 7 which
independently are not secure, but prove their composition 11 := Ilpecial © Iproperty @5 secure?

We introduce the notion of interactive reductions, which are a generalization of reductions of knowledge
introduced in [52]. In particular, an interactive reduction shares the exact same API (structure) as a reduction
of knowledge, but is not required to be knowledge sound. In this way, we can view a reduction of knowledge
merely as a knowledge-sound interactive reduction. We introduce two types of interactive reductions, which
we call strong Ilgong and weak ILyeax interactive reductions, and prove a new composition theorem that
the composition II := Ilyeak © Isrong Of a strong interactive reduction with a weak interactive reduction
results in a reduction of knowledge II. These strong and weak properties are quite natural and easy to show
for many protocols in the lattice-based proof system literature [12,15, 33,43, 65], such as sum-check and
random projections for the strong property, and special-sound protocols for the weak property. As such, this
composition theorem provides a powerful tool to prove the security of composed protocols IT in a simple
and modular manner. To our knowledge, this is the first work to show, quite unintuitively, that insecure
protocols can be composed together to yield an overall secure protocol. As we will see soon, these properties
are not restricted to lattice-based protocols, but are quite general and capture protocols in group-based proof
systems [27,56,57] and may capture recent work in the hash-based proof systems [6,21,22, 84].

On the topic of security proofs, we also extend the analysis of lattice-based folding schemes to more
general cyclotomic polynomials (rather than just those of the form ¢(X) = X? + 1 for d a power of two); this
enables a much wider choice of fields, as we will explain later. Namely, we are able to support the use of the
Goldilocks field [75], a field of order p = 264 — 232 4 1 and very efficient arithmetic. Because Goldilocks has
high 2-adicity (23?|(p — 1)), it is particularly SNARK-friendly; a SNARK instantiated over this field can
succinctly prove knowledge of lattice-based accumulators and thus enable efficient verification for SuperNeo.

" Recall: Mproperty is a sound testing protocol (e.g., sum-check) that produces algebraic claims on committed witnesses,
and Ilspecial is a special-sound protocol that takes a random linear combination of the commitments and claims.
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This mirrors MicroNova’s use of HyperKZG to compress its accumulators [85]. The only requirements on the
cyclotomic polynomial are that d and g are large enough for M-SIS hardness and that the polynomial admits
a sufficiently large challenge set; see Section 8 for concrete parameter choices.

1.3 Related works

Lattice-based folding schemes are a recent area of research. We compare with folding schemes [15, 16, 38, 60],
a lattice-based SNARK [26], and a lattice-based polynomial commitment scheme [69].

Lattice-based folding schemes. Lova [38] is the only lattice-based folding scheme based solely on the
unstructured Short-Integer-Solution (SIS) problem rather than Module-SIS, making it arguably the safest in
terms of assumptions, but at the cost of efficiency (several orders of magnitude slower) and generality (it
targets subset-sum constraints rather than R1CS/CCS). LatticeFold+ [16,17], the followup to LatticeFold [15],
introduces an algebraic range-proof technique that encodes lookup tables into ring elements and checks norm
constraints via index proofs and sum-checks, enabling significantly higher norm bounds than Hadamard-
product-based approaches [19]. Despite claiming small-field support, their protocols and parameterization
are ring protocols over a large prime field; the authors acknowledge [17] that their technique for field-native
sum-check and the evaluation homomorphism for folding are adapted from Neo. LatticeFold+ re-interprets
our technique as a tensor-of-rings approach; we provide a simpler interpretation by identifying the various
fields and rings as subrings of Rk := K[X]/(¢(X)). SALSAA [60] is the first lattice-based folding scheme that
natively relies on ¢o-norm constraints rather than ¢,-norm constraints. SALSAA improves and extends the
lattice-based proof system framework from RoK, paper, SISsors [49] and RoK and Roll [50], achieving linear
prover runtime (down from quasilinear) via ring sum-check techniques. However, unlike other lattice-based
folding schemes, SALSAA relies on a relatively new assumption called the vanishing Short-Integer-Solution
(vSIS) assumption [32,46].

The folding scheme Cyclo [42] is a reinterpretation of the original Neo folding scheme (not SuperNeo).
As noted by the authors, Our methods are ultimately equivalent to those of Neo (Sec 7, pg 24). Cyclo’s
contributions are to (1) provide an alternative presentation of Neo, (2) observe that if soundness is only
required for an ezplicit bounded number of steps, then the norm check on the accumulator (or running
instance) can be removed for efficiency, and (3) provide an initial benchmark. Unlike Neo or Cyclo, SuperNeo’s
embedding has optimal packing efficiency. Additionally, SuperNeo is compatible with Cyclo’s contribution (2).

Cyclo uses the Neo embedding but restricts the logical witness to a single vector z := Z?:l b=l 2 e 7,
where the 2(¥) € F" are base-b decomposition vectors (Hz(i) HOO < b) committed via the SIMD/coefficient slots
(rather than using the z() ... 2(9 independently). This is the same approach taken in the original Neo
paper; evaluations can be recovered as Z(r) = Z?:I pi-1.z0 (r). Packing is optimal only when the base-b
decomposition exactly fills the d coefficient slots; a mismatch wastes slots, which does not occur in SuperNeo.

To be concrete, consider b = 2, the Goldilocks field (log, |F| = 64), and ¢(X) = X5 + X27 + 1 (d = 54).
A full field vector requires 64 decomposition slots but only 54 are available, so a second ring vector must
absorb the remaining 10 slots (wasting 44 slots). A power-of-two cyclotomic with d = 64 would match the
bit-width but yields a trivial challenge set for this field. In practice, witnesses are often low-norm (< 32 bits),
so a single commitment suffices, but 54 — 32 = 22 slots are still wasted; both d and ¢ must be large enough
for M-SIS hardness.

More broadly, to our knowledge, no prior lattice based folding scheme [15, 16, 38,42, 60] natively folds
relations over an arbitrary extension field L of the commitment field F without tying L to the NTT splitting of
the cyclotomic ring. SuperNeo instead uses coefficient packing and natural inclusions into a common ambient
field A, so its embedding and evaluation homomorphism require no NTT transform.

Lattice-based SNARKSs. Symphony [26] is a lattice-based SNARK that uses high-arity folding to prove
repetitive NP claims without heuristically instantiating the random oracle (as is typical of IVC/PCD-based
recursion). Symphony also relies on the tensor-of-rings approach, which as noted in LatticeFold+ [17] is
a re-interpretation of Neo’s techniques. Additionally, Symphony relies on space-efficient sum-check, which
imposes asymptotic and concrete overheads compared to the sum-check in Neo and SuperNeo.
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Lattice-based polynomial commitments. Hachi [69] is the first lattice-based polynomial commitment
scheme supporting extension-field evaluation of field polynomials, adapting Greyhound [70] by replacing
random projections with a sum-check over the extension field for norm constraints and providing a technique
to reduce extension-field evaluation proofs to ring statements via Greyhound/Labrador [12,70]. Neo (prior to
Hachi) is the first work to check norms of committed ring vectors via a sum-check purely over the extension
field; despite the use of circulant matrices in the evaluation-homomorphism proof, the sum-check reduction
itself requires no ring operations. SuperNeo (concurrent with Hachi) uses a related but distinct application of
the inner product trick: in Hachi it proves multilinear evaluations for a polynomial commitment, while in
SuperNeo it folds CCS matrix evaluations for a folding scheme. Both achieve the same packing efficiency:
committing to a vector of length d - n requires only a ring vector of length n.

2 Technical overview

We recall HyperNova and the challenges of moving to lattice-based commitments (§2.1), then present the Neo
(§2.2) and SuperNeo (§2.3) embeddings, and finally our interactive reductions framework (§2.4).

2.1 Breaking down HyperNova

HyperNova [56] reduces CCS claims into random evaluation claims. These claims are instances in a CCS relation,
CCS, and a CCS evaluation relation, CE. For this discussion, let s := ({M] €eF™ "} e, f € F[ Xy, ..., Xt])
be the CCS structure and let Commit : F” — G be a linearly homomorphic commitment map. For a public
input x and witness w, set z := [x,w] € F". The evaluation point r and claimed evaluations y; belong to F.

¢ = Commit(z) A
f (’]\_1\1;, e ’]\Zg) vanishes on {0, 1}10g m

CCS := {(s; (¢, x); w) :

Vj € [t]y; = Myz(r)

CE := {(S; (e, @, 7, {yitjem) s w) -

To be considered a folding scheme, we must be able to describe HyperNova as an interactive reduction
II : CCS x CE — CE, which takes as input a CCS relation claim and a CCS evaluation relation claim and
outputs a single CCS evaluation relation claim.® Unlike the original HyperNova paper (for reasons that will
become clear later), we decide to break up HyperNova into two interactive reductions which will be composed
to form the overall reduction:

¢ = Commit(z) A }

(Informal) Ilccs : CCS x CE — CE? and Tg.c:CE? — CE.

The first reduction Il¢cs utilizes the sum-check protocol [63,79] to reduce a CCS claim and a CCS evaluation
claim over a point 7’ into a pair of CCS evaluation claims over the same point r.

(s; (¢, z); w) € CCS A (s; , =, r'; {y;}je[t]); w') e CE
| Hees
(S; (Ca x, T, {y]}JG[t])v w) S CE A (57 (C/a ZC’, T, {y;}je[t])7 ’LU,) € CE

The second reduction Ilg ¢ combines two CCS evaluation claims over the same point r into a single
CCS evaluation claim over point r. In particular, the reduction Ilg ¢ is trivial if Commit : F*" — G is
itself a linear map from field vectors to a group G (i.e. linearly homomorphic). To combine both of these
claims, the verifier just samples a random challenge § € F and checks the following combined claim:
(s; (c*7 x*, T, {yj’f}je[t]); w*) € CE, where

i=c+od, 2t i=ax+or’, Vielt], yj =y 40y, w'i=w+ow'

8 In the technical overview, we consider only folding single instances of each relation for simplicity, but our actual
protocol works for folding multiple instances at once.
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Because Commit is a linear map over field vectors, we have that the new commitment ¢* = Commit(z*) for

*

z* := [x*, w*]. Similarly, for each j € [¢], we have that z — m(r) is also a linear map over field vectors, so

yj = M;2*(r). Thus, the combined claim is indeed a valid CCS evaluation claim as desired.

In order to construct the Neo and SuperNeo folding scheme, we will need to construct a commitment
scheme for field vectors (using Ajtai commitments) that has a similar evaluation homomorphism property,
which allows us to combine CCS evaluation claims by taking random linear combinations over the ring rather
than the field. In doing so, we have the essential components to adapt the HyperNova folding scheme to
the lattice setting. In addition, we will have to add norm-checks into the sum-check protocol and add a
decomposition reduction [12,15,72] to reduce norm growth. Later, we also discuss the technical difficulties
when trying to use prior extraction techniques to prove the security of our reductions in the lattice setting,
which is not apparent in the original HyperNova setting.

2.2 The Neo embedding

The Neo embedding is incredibly simple to describe, and what is surprising is that it also preserves both
norm and the required form of evaluation homomorphism. To embed field vectors 21, ..., 2(4 ¢ F™ into a
ring vector z € Rf, the Neo embedding simply embeds the field vectors along the d coefficient slots.

z= 2?21 2. Xi=1 = Vi€ [n], z; = Embg (zi(l), .. .,zi(d))

Here Embg : F¢ — R is the coefficient embedding defined by Embg(ay,...,aq) := E;l:l a; X77!. In the
expression above, z(9) . X7~ denotes scaling the field vector z(9) by the monomial X7, so every element in
the scaled vector has the form ¢ - X7~ for some constant ¢ € F.

Preserving evaluation homomorphism The first observation is that any collection of elements in the
field F can be naturally embedded into the ring Rg C Ry by interpreting them as constant polynomials. The
second observation is that K also contains an isomorphic copy of the base field F. Thus, a polynomial with
coefficients in F can also be interpreted as a polynomial with coefficients in K. Therefore, CCS matrices
M; € F™*™ and an evaluation point r € K!'°8™ can both be interpreted over Rx. What happens when we
take the multilinear extension of z and evaluate it at r over the ring? Multilinear evaluation is equivalent to
taking an inner product Z(r) = (z,#), where # € K" is derived from r. Moreover, multiplying a ring element
a(X) = Zf;ol a;X* € R by a constant ¢ € K simply scales each coefficient, giving Z?;Ol(cai)Xi € Rk.
Combining these observations, evaluating z at r is equivalent to evaluating each underlying field vector at r
and stacking the results as coefficients in a ring element.

y=2(r) = (2,7) = (Sl 20X 7) = S 20 () X9 € Ryc

Moreover, this property extends to matrix-vector multiplications. For r € K!°¢™  the ring evaluation
yj = m(r) € Ry has coefficients M,z (r), ..., M;z(D(r).

We can now see that the evaluation homomorphism trivially holds for the Neo embedding. Consider
two Neo embedded ring vectors z,z’ € Rff with commitments ¢ = Az and ¢/ = Az’. Also consider their

evaluations y := m(r) and y’ := M;2'(r) in Ry at the same point 7 € K!°¢™. For an arbitrary ring scalar
d € Rg, define z* := z 4+ §2’ € R, ¢* := ¢+ 6c, and y* := y + Jy’. The underlying field vectors of z*
must evaluate to the coefficients of y* at r. This follows because multilinear evaluation is linear over Ry, so
y* = M,;z*(r), whose coefficients are exactly the evaluations of the underlying field vectors of z*. The vector
z* remains in R, and its underlying field vectors remain over F. Thus, as long as z* has sufficiently small
norm, which holds when ¢ is sampled from a strong sampling set C, the commitment c* is a valid commitment
to z* under the Ajtai commitment scheme.

2.3 The SuperNeo embedding
The SuperNeo embedding Given a field vector z € F¢™, split the vector into n subvectors of length d

each, i.e., 2 = [21, 22,...,2,] Where each 2; := [z;1,..., 2.4 € F.. We will embed each subvector z; as the
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coefficients of a single ring element z; := Embg(z;) = Z;l:l zi,ij_l € Rf. Define the packed embedding
Packs : F¥™ — R by Packg(2) := [21, ..., 2y]. The resulting vector z := Packg(z) € R? is the SuperNeo
embedding of z.

Evaluation Homomorphism For cyclotomic rings, there exists a linear transform Transg : F¢ — F¢ such
that for all a,b € F?, we have the constant term ct(Embg(Transg(a)) - Embg (b)) = (a,b), where Embg is
the coefficient embedding defined above. In layman’s terms, a product over the ring simulates an inner
product over the field. We extend this transform blockwise to vectors and rowwise to matrices. For a vector
u € F4™_ applying Transg to each subvector of length d gives ct((Embg(Transg(u)), 2)) = (u, z). For a matrix
M; € F™*4n applying Transg to each row gives M; := Embg(Transg(M;)) € Rf**™. Thus, the constant
term vector satisfies ct(M,z) = Mz, where we extract the constant terms of each of the m ring elements in
sz € RgL

Given a point r € K!8 the natural inclusions F C K and R C Rk allow us to evaluate M iz € RE
over Ri. Define the ring evaluation y; := M\;(r) € Rk. As argued before, evaluating at r evaluates each
of the underlying coefficient vectors of Mz in parallel. Hence, the constant coefficient of y; is exactly the
desired field evaluation y; := ,]\Z;(r) Moreover, since z +— ’]W]_z/(r) is a linear map over Ry, similar to
the case in Neo, the evaluation homomorphism property is identically preserved. In particular, given field
vectors z,z € F4™, define their embeddings z := Packg(z) and 2z’ := Packg(2’), and their ring evaluations
Yj = m(r) and y; := M;z'(r). For an arbitrary scalar 6 € Rg, let 2* := z + 02’ and y} := y; + dyj.
Then, the constant coefficient of y7 is exactly the field evaluation }\—4;;*(7’), where z* := Packg '(z*) is the
underlying field vector of z*.

For simplicity, this technical overview discusses CCS relations over the base field F. In Section 5, we
further generalize the inner product trick, packed embedding, and transform to directly support folding CCS
relations over arbitrary extension fields of F. For a degree ¢ extension B and vector length n satisfying d | dn,
Definitions 13, 14, and 15 define the compatible maps

Packg : B" — Rgn/d, Transg : B™X" — B™*%", Embg : B™X" — Rgx‘sn/d.

The packed embedding places the dn base field coordinates of z € B™ into dn/d ring elements, retaining
optimal packing efficiency. For M € B™*", Theorem 9 gives

ct(Embg(Transg(M))Packg(z)) = Mz.

For r € K!°¢™ and a common extension field A containing B and KK, the natural inclusions Rf C Rg C Ra
and Rk C R make the evaluation well defined. Theorem 10 gives

ct(ﬁm(ﬂ) = Mz(r) € A.

Finally, Theorem 11 shows that folding the packed vectors and their evaluation claims with scalars in Rg
preserves these identities.

Pay-per-bit costs Neo and SuperNeo are both norm preserving embeddings. Computing the Ajtai commit-
ment ¢ + Az € Rf, for A € RE*" and z € R{, requires a ring matrix-vector product. For a € Rg,
the rotation matrix rot(a) € F?*¢ is a matrix which simulates ring multiplication. Its ith column is
rot(a); := cf (aX*~! mod ¢(X)) € F%, so its columns are essentially rotations of the coefficients of a. When
both the degree d < 64 and field bit size [log, |F|] < 64 are small, a ring operation a-b € R is most efficiently
implemented (using AVX-512) with a rotation matrix product cf(a - b) = rot(a) - cf(b) = Zf-l:l b; - rot(a),
over the field F, where b; denotes the ith coefficient of b. The dominating costs are scaling b; - rot(a), € F¢,
which scales linearly with the norm of b;. When the b;’s are small (such as bits), the cost to compute the ring
operation is essentially adding the rotations rot(a); € F¢ for which b; is non-zero. For security reasons [15], the
cyclotomic ring cannot be perfectly splitting (i.e., R % F?), so using the NTT transform is a more inefficient
method to compute ring operations than simply adding scaled rotations. In particular, the NTT transform

(in the non-full splitting setting) is more memory intensive, is less cache friendly, and computing high degree
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extension field multiplications (e.g., 16 Fg+ multiplications, where degree 4 is needed for a non-trivial low-norm
invertibility bound) is concretely more expensive than computing the corresponding base field scaling and
additions.

2.4 Proving the security with interactive reductions

To understand why interactive reductions are necessary, we first need to understand why the original proof of
security for the HyperNova folding scheme [59] does not carry over to SuperNeo. In particular, when we move
to using lattice-based commitments (such as Ajtai commitments), we will have to extract candidate openings
z that not only satisfy the linear relationship ¢ = Az, but are also sufficiently low norm (as Ajtai commitments
are only binding for low norm openings). However, in the process of solving for these candidate openings, the
extractor will end up obtaining vectors that potentially may have arbitrary norm. This is often the case with
lattice-based proof systems, which often must combine some information-theoretic sound method to check
the norm of committed vectors (such as random projections or sum-check) with a method to batch prove
knowledge of linear openings (special-sound protocols). Recall (unlike in the original work) that we broke the
HyperNova folding scheme down into two reductions: Il¢cs : CCS x CE — CE? and TIg.c : CE2 — CE. The
first reduction Ilccs reduced the CCS and CCS evaluation claim into two CCS evaluations claims by using
the sum-check protocol and the second reduction Ilg, ¢ combined the two CCS evaluation claims into a single
CCS evaluation claim by taking a random linear combination. The first issue arises when we try to prove
TIrLc is knowledge sound in the lattice setting. If we follow the same extraction strategy in HyperNova, we
would produce two candidate commitment openings z; and z{ by solving the linear system z} = z1 + 12
and 23 = 21 + 022 for two different random challenges §; and ds. In particular, this will require scaling by
the inverse of the difference of the two challenges (§; — d2)~!. However, in the ring setting, even if §; and d,
are low norm, the inverse A := (J; — d>) ! may have arbitrarily high norm, which would lead to candidate
openings z; and z{ that also have arbitrarily high norm. Thus, we cannot guarantee that the extracted
openings are valid openings for the commitments, but that they do indeed satisfy the linear relations ¢ = Az
and z — Mz(r). This means that g c is not knowledge sound for the input relation, but instead a relaxed
relation where we drop the low norm requirement on the openings. However, there is something special about
these candidate openings. In particular, in the process of extracting these openings, we produced what are
referred to as relaxed openings A - ¢ = Az for the original commitments where z is a low norm ring vector
and A is low norm ring element. Under the hardness of MSIS, producing multiple relaxed openings for the
same commitment is hard. Thus, even if we run the extractor multiple times, it will ultimately only be able
to output a single pair of candidate openings (z1, 21 ); otherwise, it would be able to produce multiple relaxed
openings for the same commitment. In summary, while ITg ¢ by itself is not knowledge sound for the original
relation, we can construct an extractor which extracts candidate witnesses for a relaxed relation, and is
restricted to only being able to output a unique candidate witness (with high probability). Informally, we call
an interactive reduction that satisfies these properties as a weak interactive reduction.

The second issue arises when we try to prove that Ilccs is knowledge sound. In a folklore security argument
(for sum-check protocols), the extractor for Ilccs essentially rewinds the potentially malicious prover multiple
times to obtain multiple candidate openings (the output witnesses) for the same commitment. These candidate
openings must also satisfy the evaluations outputted by the sum-check protocol (assuming the prover is
successful in both executions). However, since the commitment is binding, all these candidate openings must
be the same. Hence, we are able to argue that the candidate opening (witness) from the first execution must
have evaluated to the correct evaluations required by the sum-check protocol in the second execution. Observe,
however, that the second execution used verifier challenges that were independent of the first execution. Hence,
with high probability, the extracted candidate opening must satisfy the required CCS claims. This argument
crucially relies on the fact that the commitment scheme is binding to the candidate openings outputted by
the prover. This is trivial in the original HyperNova setting since the commitments are binding to the whole
message space. However, in the lattice setting, the commitments are only binding to low norm openings.
To see where this goes wrong, consider that we need to prove that the overall composition I := Ilg collccs
is knowledge sound. Ilg ¢ is only a weak interactive reduction. Hence, it can only extract candidate openings
for a relaxed relation, where the low norm requirement is dropped, but all linear relations are still satisfied.
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Thus, these candidate openings may not be bound by the original input commitments. However, in the case
of weak interactive reductions, we know that the extractor can only output a unique candidate opening (with
high probability). Hence, all candidate openings extracted from multiple executions of the protocol must be
the same. Therefore, by the same logic above, the candidate openings must satisfy the required CCS claims
with high probability. Additionally, if we include sum-check constraints which ensure that the extracted
openings are low norm, then we can ensure that the extracted openings are indeed valid openings for the
original commitments. Generally, what do we require from the first interactive reduction Ilccs to ensure that
the overall composition is knowledge sound? Essentially, if the malicious prover must always output the same
output relazed witness (with high probability), then there exist an extractor which can extract a valid witness
for the original relation. We call an interactive reduction that satisfies this property a strong interactive
reduction.

In our work, we use this framework to prove the security of our SuperNeo folding scheme Ilsyperneo :=
IIpec o g ¢ o llcecs by decomposing it into a strong interactive reduction Ilccs, a weak interactive reduction
IIgic, and a final reduction of knowledge Ilpgc [12,15,72].

Lemma 1. The sequential composition g c o llccs is a reduction of knowledge (Definition 9) from

CCS(b, £)K x CE(b, £)* to CE(B, L).

Proof. Follows directly from Ilccs being a strong interactive reduction (Lemma 7), Ilg c being a weak
interactive reduction (Lemma 8), and the strong-weak composition theorem (Theorem 12). O

Theorem 3. The sequential composition Ipgc o g c o lccs is a reduction of knowledge (Definition 9)
from CCS(b, L)X x CE(b, L)* to CE(b, L)*.

Proof. Follows directly from Il ¢ o Ilccs being a reduction of knowledge (Lemma 1), IIpgc being a reduction
of knowledge (Theorem 13), and sequential composition of reductions of knowledge being reductions of
knowledge (Lemma 4). O

3 Overview of the following sections

Since the SuperNeo embedding lends itself to a more efficient and natural description of our folding scheme
(since it does not require a SIMD constraint system), the rest of the paper will be focused on the adaption of
HyperNova-like interactive reductions with the SuperNeo embedding (of course, with the appropriate lifting
and analysis in the lattice setting). We defer the original Neo work to the current eprint [71].

The rest of the paper is organized as follows. In Section 4, we provide the necessary preliminaries for our
work, including the syntax and security definitions for interactive reductions. In Section 5, we define the
evaluation homomorphism embedding and generalize it to CCS relations over arbitrary extension fields of [F;
this is a key technical tool used in our SuperNeo folding scheme. In Section 6, we give the formal definitions
of strong and weak interactive reductions, and provide the exact composition theorem needed. In Section 7.1,
we define the CCS relation and the CCS evaluation relation, which are the main relations used in our folding
scheme. In Section 7.3, we describe the strong interactive reduction Ilccs that reduces the CCS and CCS
evaluation claims into CCS evaluation claims. In Section 7.4, we describe the weak interactive reduction Ilg, ¢
that combines multiple CCS evaluation claims into a single CCS evaluation claim. In Section 7.5, we describe
the final reduction of knowledge Ilpgc that reduces the norm of the evaluation claims from B = b* to b.

4 Preliminaries

Notation We let A denote the security parameter and negl(\) denote a negligible function in A. Throughout
the paper, the depicted asymptotics depend on A, but we elide this for brevity. We let PPT denote probabilistic
polynomial time and EPT denote expected probabilistic polynomial time. We let [n] denote the set {1,...,n},
and {u;};c[,) denote the set {u1,...,u,}.
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Polynomials Let B be a field. We write B?[X1, ..., X,,] to denote multivariate polynomials over B in the
variables (X1, ..., X,) with degree bound < d for each variable. We omit the superscript if there is no degree
bound. For ¢ € N, define

ZS(B) := {P € B[Xy,..., X,] : P(z) = 0 for every z € {0,1}'}.

When the coefficient field is clear from context, we write ZS,. We denote the polynomial eq(x,y) = Hle(xi .
yi + (1 —z;) - (1 — y;)), which outputs 1 if 2 = y and 0 otherwise for 2,y € {0,1}. For a vector v € B",
where n is a power of two, we let ¥ € B![X7,..., Xiogn| denote the multilinear polynomial extension of v:
v = Zbe{o,1}1ogn eq(X1,..., Xiogn,b) - vp. Let B and K be subfields of a common field A. For v € B™ and r €

K!°8" we evaluate ¥ at r through the natural inclusions into A; explicitly, v(r) := 2 be{o,1}iosn €4(r,b) vy € A

More generally, let Rg and Rk be subrings of a common commutative ring Ra. For h € R and r € R[l,gg”,

define ﬁ(r) =Y pefo,1}1osn €4(1,0) - by € Ra.

Lemma 2 (Schwartz-Zippel [77]). let g : F* — F be a nonzero {-variate polynomial of total degree at
most d. Then, on any finite set S C F,

Pr lg(z) = 0] <d/[S].

St

Lemma 3. Let B be aﬁeéd and Q € [Ble, ooy Xy] be an arbitrary multivariate polynomial. Define multi-
variate polynomial Q' (X, Z) :=eq(X, Z) - Q(X).

0= > Q(&2) ifandonlyif QX)€eZS,

Te{0,1}¢

Definition 1 (Fields, Rings, and Dimensions).
Fields: We identify the following fields F, L, and K with their corresponding subfields of A. As such, we treat
each field as a subfield of the larger fields under the natural inclusions F CL C A and F C K C A.

Base field: Let F :=[F; be a finite field of prime order gq.

Native relation field: Let L := F,- be a degree-T extension of F.

Sum-check challenge field: Let K := F,v be a degree-v extension of F such that 1/ |K| = negl(X).
Ambient field: Let A := Fjicm(-.) be the degree-lem(r,v) extension of F containing both L and K.

Rings: Let ®(X) := X+ &4 1 X9t ... + &, X + &g € F[X] be the n-th cyclotomic polynomial with degree
d. For every field B € {F,L, K, A}, define the ring Rg := B[X]/ (®(X)). We treat each ring as a subring of
the larger rings under the natural inclusions Rg C R € Ra and Rg C Rk C Ry

Dimensions: Let m, ny, Npin, Ne; Neiny MR Nris U, &, K, K € N5,.

e CCS parameters: m denotes the number of constraints and is a power of two, u denotes a strict upper
bound on the total degree of the CCS polynomial, and t denotes the number of CCS matrices.

e Vector lengths: n, denotes the length of a relation vector z € L"™E, ny denotes the length of the
corresponding flattened base-field vector 2> € F™ (defined shortly), and ny denotes the length of its packed
ring-vector representation z € Rg®. These dimensions satisfy ng :== 7-n, = d-ng < m. Define the
padding length npad := m — ny € N5,

e Input lengths: n,;,, n:,, and ng, denote the corresponding input lengths and satisfy ng, :==7 Ny, =
d-ng, and ng, <np.

e Instance counts: k and K denote the numbers of instances.

Norm bounds: Let b, B = b* < q/2 € N+, be norm bounds.
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Remark 1 (Compatible dimensions). For a target native vector length n, set

. d
5= ged(d, 1)’

n N
ny:=s|—|, Ng := TNy, Ng = —.
S

This chooses the smallest n,, > n satisfying d | 7n,, with minimal overhead 0 <mn, —n < s— 1.

Definition 2 (Coefficient maps). For every field B € {F,L,KK, A}, consider the ring Rp defined in
Definition 1. For an element a = 22:1 ay X*! € Ry, define its coefficient vector and constant term as

cf(a) :== (a1,...,aq) € BY, ct(a) :==ay € B.

Both maps are trivially B-linear, and the coefficient map is bijective.

For a vector z = (#1,...,2m) € R, define its coefficient matrix and constant-term vector as
cf(z) i= [cf(21) -+ cf(2n)] € BP™, ct(z) := (ct(z1),...,ct(zm)) € B™.
Concretely, cf(z), ; = cf(z;), for £ € [d] and j € [m]. We denote the £-th row of cf(2) by cf(z), € B™.

Definition 3 (Norm). For an element a € F, let ' € {0,...,q— 1} denote its integer representative. Define
llall, :=min{a’,q — a'}. For a vector z = (z1,...,2,) € F", define its loo-norm as ||z|| o, = max;cpy) [ 2] o -
For an element a € Ry and a vector z = (z1,...,2m) € R{, define |la||, = ||cf(a)|, and ||z||, =
maX;e(m) |12i| o -

Decomposition For b,k as in Definition 1 and every s € N, let split, : {z € F* : ||2]| < b*} — (F*)¥ be
the coordinate-wise signed b-ary decomposition map such that, for split,(z) = (21, ..., 2k),

k
z:Zbi_l-zi and |zill .. < b forallie [k].
i=1

Definition 4 (Module Homomorphism). Modules are a generalization of vector spaces for which the
field of scalars is replaced by a ring R. Suppose R is a commutative ring with identity 1 and G is an abelian
(commutative) group. The group G is an R-module if there is an operation - : R x G — G such that for all
rnse€Randz,yec G, r-(e+y)=r-a+r-y, (r+s)-z=r-a2+s-z, (rs) - z2=r-(s-z), 1- 2=z
Suppose G1 and Go are R-modules. Similarly, an R-module homomorphism is a map L : G; — Go that is a
generalization of a linear map of vector spaces. L is an R-module homomorphism if for all z,y € G1 and
reR, Lxz+y)=L(zx)+ L(y) and L(r-x) =1 L(x).

Definition 5 (Module short integer solution [61,64,74]). Define the ring Rz := Z[X]/(®(X)). The

MSIS; > problem is defined as follows: Given a matriz M & RE*™ sampled uniformly at random, find a
non-zero vector z € R} such that Mz = 0 mod q and ||z||, < B, where |z|| . := max;cm), celq) |2i,e| for

d -1
Zi = Zé:l Zi7gX .

Theorem 4 (Low norm invertibility [66, Theorem 1.1, Conjecture 2.6]). Let z € N such that z |,
¢ =1 (mod z), and ord,(q) = n/z. Define by, 1= 1//7(2) - ¢*/?Z) where 7(2) := z if z is odd, otherwise
7(2) = 2/2. For an arbitrary a € Rf, if 0 < ||al|,, < biny, then a is invertible in Rg.

Definition 6 (Strong sampling sets [3,28]). Define C C R to be any set of ring elements such that for
any distinct elements a,b € C, ||a — b|| o < biny (Theorem 4). Furthermore, we define the

vl o
veRe\{0} ||v]| o
peC

expansion factor of C =
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Theorem 5 (Expansion factors [3]). Let C be a strong sampling set over the cyclotomic ring R
(Definition 6), We denote the Euler totient function as ¢. We must have that the expansion factor of C is
<2-¢(n) - maxpec ||l o If 2(X) = X4+ 1 for a power-of-two d, then the factor of 2 can be removed.

Definition 7 (Ring Commitment Scheme). A ring commitment scheme com := (Setup, Commit) consists
of two PPT algorithms:

o Setup(1*, m) — pp: Takes as input a security parameter 1* and length m € N..,, outputs public parameters
pPp-

o Commit(pp, z) — c¢: Takes as input public parameters pp and a vector z € R, outputs a commitment
ceC.

A ring commitment scheme can satisfy the following properties:

B-binding: For every length m = poly(\) and every EPT adversary A, a ring commitment scheme is
B-binding (for B € N) if the following probability holds:

Commit(pp, z1) = Commit(pp, 22) N
pp < Setup(1*,m)
Pr| Azl llz2lle < B, o < ébind(B)
Z1,%22 € R[p — A(pp)
N z1 ;é 29

for enind(B) < negl()\). We refer to a pair of vectors (z1, z2) which satisfies the conditions in the probability as
a B-binding collision.

(B,C)-relaxed binding: For every length m = poly(\) and every EPT adversary A, a ring commitment
scheme is (B, C)-relazed binding (for B € N and set C C Rg) if the following probability holds:

Ay - ¢ = Commit(pp,21) | pp « Setup(1*,m)

A Az - ¢ = Commit(pp, 22) cec, < en(B,C)
Azl Mzl < B, ALAse(C—0), |« App) | = ™
21,22 € RE”

A Aqzs 75 Aszy

Pr

for enx(B,C) < negl(\). We refer to a tuple of elements (¢, A1, Ag, 21, 22) which satisfies the conditions in the
probability as a (B,C)-relaxed binding collision.

Homomorphic: For every m € N and pp € Setup(1*, m), the commitment algorithm, Commit(pp, -) : R —
C, is an Rg-module homomorphism.

Definition 8 (Ajtai commitment scheme [2]). Let message length m € N, and let X be a security
parameter with k = k(\) and q := q(\), where |F| = q. Define C := Rf. The Ajtai commitment scheme
com := (Setup, Commit) consists of the following PPT algorithms:

e Setup(1*,m) — pp: Sample a random matriz M & RE™™. Output pp « M.
o Commit(pp, z2) — ¢: Given parameters pp := M and vector z € R{*, output ¢ < Mz € C.

Theorem 6 (Properties [2,7,9,14]). The Ajtai commitment scheme (Definition 8) is a ring commitment
scheme (Definition 7) that is homomorphic, B-binding (assuming the MSIS;’::Z’; problem (Definition 5) is
hard), and (B,C)-relaxed binding (assuming the I\/ISIS:;”’Z’T‘]B problem is hard and C is a strong sampling set

(Definition 6) with expansion factor T (Theorem 5)).
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Relation Products For relations Ry and Ro over public parameter, structure, instance, and witness pairs
we define the relation Ry x Ro such that (pp,s, (u1, u2), (w1, ws2)) € Ry X R if and only if (pp,s, u1,w1) € Ry,
and (pp, s, uz, wz) € Ra. We let R™ denote R x ... x R for n times.

By a slight abuse of notation, whenever we write CE(b, £)™ (Definition 21), we mean the subrelation of
the ordinary n-fold product in which all n instances contain the same evaluation point r € K!°8™_ All other
relation products retain the ordinary product meaning defined above.

Definition 9 (Interactive Reductions [51,53]). Consider relations Ry and Ry over parameters, structure,
instance, and witness tuples. An interactive reduction from R to Ro is defined by PPT algorithms
(G, K, P,V) called the generator, encoder, prover, and verifier respectively with the following interface.

e G(1*,sz) — pp: Takes as input a security parameter 1* and size parameters sz. Qutputs public parameters
pp.

o K(pp,s) — (pk,vk): Takes as input public parameters pp and a structure s. Deterministically, outputs a
prover key pk and a verifier key vk.

o P(pk,u1,w1) — (ug,ws): Takes as input a proving key pk and an instance-witness pair (ui,ws). Interac-
tively reduces the task of checking (pp,s,u1,w1) € Ry to the task of checking (pp,s, uz, ws2) € Ra.

o V(vk,u1) — uz: Takes as input a verifier key vk and an instance uy in Rq. Interactively reduces the task
of checking the instance uy to the task of checking a new instance us in Ra.

Let (P,V) denote the interaction between P and V. We treat (P,V) as a function that takes as input
((pk,vk), u1,w1) and runs the interaction on the prover’s input (pk,u1,w1) and the verifier’s input (vk,uq).
At the end of the interaction, (P,V) outputs the verifier’s instance ug and the prover’s witness ws.

A reduction of knowledge [52] is an interactive reduction, (G,IC,P,V), that satisfies the following
properties:

(i) Completeness: For any EPT adversary A, given pp < G(1*,sz), (s,u1,w;) « A(pp) such that (pp,s,u1,
w1) € R1, we have that the prover’s output instance is equal to the verifier’s output instance us, and that

(pp,s, <P’ V)((pk’Vk),ula wl)) € Ro.

(ii)) Knowledge soundness: For any EPT adversary (A, P*), there exists an EPT extractor £ such that if
the success probability of the adversary

pp + G(1*,s2)
(s,u1,st) < A(pp)
(pk, vk) + K(pp, s)

(A, P*) :=Pr | (pp,s, (P, V)((pk, vk), u1,st)) € Ro

> 1/poly(N), then we have that

pp  G(1%,52)

Pr | (pp,sunwn) € Ra| (550 L APP) | > (4,P) — negl ().

w1 < E(pp, s, u1, st)

(iti) Public Coin: All of the verifier’s messages are uniformly random strings of some prescribed length.
Furthermore, the verifier’s messages contain all of the random coins (randomness) used by the verifier.”

In this work, we are primarily interested in building folding schemes, a particular type of reduction of
knowledge that reduces the task of checking a fresh instance in a relation R together with a running instance
in an accumulator relation Racc to checking a new running instance in Racc.

Definition 10 (Folding scheme). A folding scheme for a relation R is a reduction of knowledge of type
R X Racc — Racc for some accumulator relation Racc.

9 If a reduction of knowledge is public-coin, then it trivially satisfies the property of public reducibility described
in [53] as the execution of the verifier V can be emulated using the randomness from the transcript.
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Lemma 4 (Sequential composition [51,53]). For reductions of knowledge 11} = (G, K, P1, V1) : R1 = Ra
and Ily = (G, K, P2, Va) : Ra — Ra, we have that lyoll; = (G, K, P, V) : R1 — Rs is a reduction of knowledge
where K(pp,s) computes (pk,vk) and where

P(pk, u1,w1) = P2(pk, P1(pk, u1,w1))
V(Vk, ul) = VQ (Vk, Vl (Vk, Ui, wl))

Definition 11 (The sum-check protocol [63]). For the challenge and ambient fields K C A from
Definition 1, the sum-check protocol SumCheck (T; Q) is a classic interactive proof protocol between two PPT
algorithms (P, V). The protocol reduces a sum-check claim T =}, 110 Q(x), where T € A is the claimed
sum and Q € Agd[Xh ..., Xy] is an L-variate polynomial of individual degree at most d, to an evaluation

claim v = Q(r), where r EKlisa uniformly random point and v € A is the claimed evaluation. The verifier
can check this claim by querying @ at r. The protocol is public-coin, has a completeness error of 0, and has a
soundness error of at most £d/ |K|. A self-contained description of the sum-check protocol can be found in
this note [82].

Definition 12 (Special sets [39]). Let C be a set and £ € N. Consider two vectors x,y € C*. We define
the relation =; for i € [€] as follows:

r= Y= x; #Fy N x;=vy; foralljel]\{i}.

A special set SS(C, 0) is as follows:

ssic.0={(@a, ey YEWL,

C=; G

Theorem 7 (Coordinate-wise extraction [39, Lemma 7.1]). Let C be a finite set, { €N, and C := C*
be a challenge space. Let A : C — {0,1}* be an arbitrary (probabilistic) expected polynomial-time algorithm
(adversary), and V : C x {0,1}* — {0,1} be an arbitrary (probabilistic) expected polynomial-time function
(verification). Define the success probability of adversary A as

eV(A) := Pr[V(e A(@) =1]

c&

Then, there exists an expected polynomial-time oracle algorithm E 4 (extractor) that makes at most £+1 queries
to A in expectation and with probability at least ¢V(A) — %I outputs £ + 1 pairs (¢,w), (C1,w1),...(Ce,wp)
such that
o V(c,w)=1,
o for alli € [{]

;V(Ez z):]-’
e and (G, C1,...,C

, W.
")) € SS(C, 0).

5 Embeddings and Evaluation Homomorphism

Let B be a degree-§ extension of F with a fixed ordered F-basis (3i,...,3;) € B’. Later, we concretely
instantiate B as either F or L from Definition 1 for the norm and relation checks, respectively.

Definition 13 (Coefficient Embedding).
Element embedding: For a vector v = (vy,...,vq) € BY, define Embg(v) := Zle v; X~ € Rg. By Defini-
tion 2, Embg is the inverse of the coefficient map cf(-); in particular, cf(Embg(v)) = v.

Vector embedding: For s € Ny, and v € B?, partition v = (vy,...,vs) into blocks v; € B? and define

Embg(v) := (Embg(v1),...,Embg(v;)) € Rj.
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Matrix embedding: For M € B™*% let M; = (M;1,...,M;s) denote the i-th row partitioned into blocks
M, ; € BY. Define Embg(M) € Rg™® by

(EmbB(M))m = EmbB(Mi,j), Vie [m], j e [8}

Since the element embedding is bijective, its vector and matriz extensions are also bijective, with inverses
applied blockwise.

Definition 14 (Flattening and Packed Embedding).
For n € Ny,, consider an arbitrary vector z = (z1,...,2,) € B™.

Flattening map: Recall that (B, ...,Bs) € B? is the fized ordered F-basis of B. Uniquely write each z; =
5
Zj:l Zi)jﬁj for Zi; € F.
FIatB(z) = (2’1717 B AN IR NIEEE ,Zm(s) S [Fén
Thus, Flatg : B" — F" is an F-linear bijection.

Packed embedding: If d | dn,

Packg : B" — RY™?,  Packg(z) := Embg (Flatg(z))

The packed embedding is an F-linear bijection because both Flatg and Embg are F-linear bijections.

Remark 2 (Instantiations). For norm checks, we instantiate B = F (i.e., 6 = 1) with the trivial basis (1).
Then, the map Flatg is the identity map.

Flatp : F™ — F", Packg : F™ — Rg®.
For relations, we instantiate B =L (i.e., 6 = 7) with any fixed ordered F-basis (81, ...,8;) € L™. Then,
Flat, : L™ — F™F, Packy : L"* — Rg™.

Both packed embeddings have codomain Rg® because Definition 1 gives n, = 7n, = dng.

For a relation vector z € L™~ define
2’ :=Flat (z) € F™", z:= Packy(z) = Packg(2") € R®.

Thus, the norm and relation checks use the same packed ring vector z, viewed as encoding z° over F and z
over [, respectively.

Prior works [36, 65] use an inner-product trick based on a linear transform Transg : F? — F?, for-
mally defined below, to simulate, for a,b € F?, a field inner product (a,b) € F via a ring multiplication
Embg(Transg(a)) - Embg(b) € RF satisfying ct(Embg(Transg(a)) - Embg (b)) = (a, b). We establish new results
that generalize this inner-product trick to arbitrary extension fields B of F and their corresponding lifted
rings Rp, with self-contained proofs.

Lemma 5 (Constant-Term Matrix). Define the symmetric matriz T € F*? where T; ; := ct(X*7) for
1,7 €40,...,d—1}. Then T is invertible.

Proof. Write R = F[X]/(X? + fa_1 X 4+ + f1 X + fo) with fo € {+1,—1}. Since X = —(fq_1 X1 +
oo+ f1X + fo), we have ct(X?) = —fo, while ct(X*) =0for 1 <k <d. Thus T; ; = 0 for 0 < i+ j < d,
T;; = —fo for i + j = d, and trivially Tp o = ct(X° = 1) = 1. Let N € F(¢=1D*(@=1) he the submatrix of T
obtained by deleting row 0 and column 0. Then det(T") = Tp o - det(N) = det(N). Observe that N, ; = 0 for
i+j<d—2and N;; = %1 for i + j = d — 2. Recursively expanding along the top row yields det(N) = £1;
hence det(7T') = +1 and T is invertible. O
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Corollary 1. Let Ty € B¢ be the lift of T € F4*? under the natural inclusion F**¢ C B¥*?, Then Tg is
symmetric and invertible.

Proof. Symmetry is unchanged, and det(Tp) = det(7") = £1 remains nonzero in B. O

Definition 15 (Inner Product Transform). Recall that §:= (f1,...,0s5) € B® is the fized ordered basis
vector for B over F. Let n € Ny, satisfy d | dn.

Vector transform: Define Transg : B® — B°™ as follows.
Given a = (a1, ...,a,) € B", set s :=on/d and partition

a®/8 = (ﬁlalw"aﬂ(sala"'vﬁlana"'7ﬁ5an) = (Ul,...,us), ’LL] S Bd'
Then set Transg(a) := (T ‘u1, ..., Ty “us).

Matrix transform: For M € B™*™ with rows My, ..., M,, € B", define the lifted map Transg : B™*" — B™*"
by

TransB(Ml)
Transg(M) := € Bm™xon,

Transg(M,,)
Equivalently, (TransB(M))i := Transg(M;) for all i € [m].
Remark 3 (Efficiency and Sparsity Preservation). When ¢(X) is a power-of-two or trinomial cyclotomic,
applying Ty ! to a vector in B? requires only permutations, negations, and a constant number of additions
per entry, and therefore costs O(d) operations over B. For a € B", the transform Transg(a) applies T[B_l to
én/d blocks, requiring (6n/d) - O(d) = O(dn) operations. Forming a ® 8 € B°™ also requires O(6n) operations,
so the complete transform costs O(dn) operations over B.
If M € B™*™ is sparse, then its basis expansion M ® § € B™*°" has the same density as M. For these

cyclotomics, Ty ! has constant column sparsity, so the block transform preserves sparsity up to a constant
factor. Thus, Transg(M) is also sparse.

Lemma 6 (Block Inner Product Trick). Let Tp be the lifted constant-term matriz from Corollary 1.
For all z,y € B?,

ct(Embg (T 'z) - Embg(y)) = (z,y) € B.
Proof. Let w := T[glx € B%. We index the coordinates of w and y, and the rows and columns of Tg, by
{0,...,d — 1}. By Definition 13, Embg(w) - Embg(y) = Zi;io w;y; X7, By Lemma 5 and Corollary 1,

(Tg)ij; = ct(X*) for all 4,5 € {0,...,d — 1}. Thus, by the linearity of the constant-term map,

d—1
ct(Embg(w) - Embg(y)) = Z wy;ct(X) = wTThy.

4,j=0
Since T is symmetric, Tp 'is also symmetric, and hence
wiTgy = (T[Bflz)T Toy = 27Ty "Tey = 2Ty = (z,9).
O

Theorem 8 (Inner Product Trick). Let n € N, satisfy d | én, and set s := on/d. Recall from
Definition 13, 14, and 15 the maps

Transg : B — B%, Embg : B* — Rg, Packg:B"™ — Rj.

For all a,b € B”,
ct(< Embg (Transg(a)), Packg(b) >) = (a,b) € B.

The ring inner product is computed in Rg using the inclusion Rg C Rg.

24



Proof. Set s := dn/d. Recall that 8 = (81, ...,Bs) is the fixed ordered F-basis of B. For each i € [n], uniquely
write by = 30, bi xS with b; j, € F. Let

a® B = (fray,...,Bsa1,...,B1an, ..., [Bsan) = (u1,...,us),
FIatB(b) = (b1,17 .. .,bl)(;, .. .7bn’1, .. ~7bn,5) = (’Ul, . 7’03),

where u; € B? and v; € F¢ C B? are the corresponding d-sized blocks for every j € [s]. By Definitions 13, 14,
and 15,

Transg(a) = (Ty tuy,. .., Ty tus),
Packg(b) = (Embg(vy), ..., Embg(vs)).
Since v; € F? C B?, we have Embg(v;) = Embg(v;). Therefore, by the B-linearity of ct and Lemma 6 applied
to each pair (uj,v;),

S

ct((Embg(Transg(a)), Packg(b))) = th(EmbB(T[ﬁjluj) - Embg(v;))

S

n 4§
= <uj7vj> ZZ ﬂkav ik = Zav (sz kﬁk) = CL b>

j=1 i=1 k=1
[

Theorem 9 (Matrix-Vector Product Transform). Letn € N, satisfy d | én, and set s := on/d. Recall
from Definitions 13, 14, and 15 the maps

Transg : B™*™ — B™*9,  Embg : B™*% — Rg*°, Packg : B" — R{.
For every M € B™*™ and z € B™,
ct(Embg(Transg(M)) - Packg(z)) = Mz € B™.

The matriz-vector product inside ct is computed in Rg using the inclusion Rg C Rg.
Proof. Let My, ..., M,, € B™ be the rows of M. By Definitions 13 and 15,

(Embg(Transg(M))), = Embg(Transg(M;))
for every i € [m]. Hence, by Theorem 8, the i-th coordinate of the left-hand side is

ct((Embg(Transg(M;)) , Packg(2))) = (M;, z) = (Mz);.

Since this holds for every i € [m], ct(Embg(Transg(M)) - Packg(z)) = M z. O

Theorem 10 (Matrix-Vector Product Evaluation). Let B € {F,L} be a degree-6 extension of F. Let
m,n € N, with m a power of two and d | én, and consider M € B™*" > € B", and r € K!°6™. Define

h := Embg(Transg(M)) - Packg(2) € R’ C Ry, y :=h(r) € Ra.

Then, for every { € [d], cf(y), = cf(h),(r) € A. In particular, ct(y) = Mz(r) € A.

Proof. Consider an arbitrary ring element a := ZZ:1 a, X' € Rg and scalar ¢ € K. Multiplying a by ¢
scales each of its coefficients by c¢: ca = Z?Zl(cag)X t=1 ¢ Rp. Hence, by linearity of the coefficient map,
cf(ca), = c-cf(a), € A for every £ € [d]. By definition, y = %(7") = Zfe{al}logm eq(r,Z) - hz € Ra. Since
each eq(r, Z) lies in K, applying the observation above termwise and using linearity of the coefficient map
gives cf(y), = M(T) € A for every £ € [d]. Taking ¢ = 1 gives ct(y) = ct(h)(r) € A. By Theorem 9,
ct(h) = Mz € B™, and therefore ct(y) = Mz(r) € A. O
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Theorem 11 (Evaluation Homomorphism). Recall from Definition 1 the fields F,L,K,A and rings
Rg, Re, Rk, Ra satisfying

FCLCA, FCKCA, Rr C Ry C Ra, Rr € Rk € Ra.

Let B € {F,L} be a degree-6 extension of F, and let m,n, s, sin € N5, satisfy on = ds, with m a power of two.
Consider M € B™*", vectors z1,. ..,z € B", scalars p1,...,pe € Rg, and r € K1°¢™ Recall the maps

Transg : B™X" — B™* 9 Embg : B™*4% — RS, Packg : B" — R{.
Let L :RE — C and Ly : RE — RE" be Re-module homomorphisms. Define

z; = Packg(z;) € RE, ci = L(z;) € C,

Vi€ [l], h;:=Embg(Transg(M))-2z; € RE,  y; := hi(r) € Ra,
x; = Ein(zi) S R”S;i",

z = Zf:lpizi € Rg, c:= Zf:lpici eC,

l m ¢
h:=3_1pihi € RE', Y=, 1Pi¥ € Ra,
T = Zlepimi € Rg".

Then, we must have
h = Embg(Transg(M)) - z € R c=L(z) € C,
T = E;n(z) € R?" Yy = h(T) € Ra
/\ —_—
Viell, ct(y;) = Mzi(r) € A,

ct(y) = Mz(r) € A
for z := Packg () € B". All evaluations are computed in Ra.

Proof. Since L and L;, are Rg-module homomorphisms,

c= Zf:1pi£(zi) = ﬁ(ElepiZi) = L(2),
T = Zf:lpiﬁin(zi) = Lin (Zlepizi) = Lin(2).
By distributivity,
h=3"t_ pihi = _ pi (Embg(Transg(M)) - z;) = Embg(Transg(M)) - S3¢_, piz; = Embg(Transg(M)) - z.

Multilinear evaluation at r is Ra-linear and hence Rg-linear. Therefore,

Y=o = X piha(r) = S piha(r) = h(r).

By Theorem 10, ct(y;) = Mz;(r) for every i € [¢]. Finally, for z := Packg '(z), we have z = Packg(z), so
another application of Theorem 10 gives ct(y) = Mz(r). O

Remark 4 (Reductions). In our reductions, we instantiate (B, d,n, 8) with
(I]:vlanlﬁ(l)) and (I]—7T7nL7(B15"'aﬁT))'

From Definition 1, n; = 7n, = dny. Remark 2 gives two variants of the witness: z € L'~ as the native relation
vector for CCS, and 2 := Flaty (z) € F" as the flattened base field vector required for norm checking. These
variants share the same packed representation as a ring vector, namely

z = Pack[L(z) = Pack[p(zb) S RELR
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Looking ahead, we must check that z has low norm and that z satisfies the CCS relation over matrices
M; e L™ ™ To do so, we will need to fold evaluations of a padded version of 2* and of M ;2. Assume n; < m
and m is a power of two. Define

b
Pad := { Ine } € Fmxne 2P = Pad 2” = [ ¥ } eF™.
O(mfn[p)xnp Omfmp
Since padding only appends zero coordinates, sz’padHOC = ||zb||oO For r € K!°8™ define
h := Embg(Transg(Pad)) - z € R, y := h(r) € R,
Vjelt], hj:=Emby(Trans (M;))-z € R{", yj = f\]’(r) € Ra.

By Theorem 10,

ct(y) = 2Pd(r) e K,  Vielt], ct(y;)=Mz(r) €A.

Thus, Theorem 11 lets us fold both kinds of evaluation claims consistently with folds of the same committed
ring vector z.

6 Strong and weak interactive reductions

Definition 16 (Uniqueness Adversaries). A uniqueness adversary Af?niq is a probabilistic expected

polynomial-time oracle algorithm that may query its oracle O adaptively. It outputs either L or a pair of
responses returned by two different calls to O. Each call to O uses fresh independent randomness. The running
time includes all computations performed by O.

Definition 17 (Weak Interactive Reductions). Consider relations Ry, R}, and Ra over public param-
eters, structure, instance, and witness tuples such that Ry C R}. Let Uy be the ambient instance space of
Ri.

An interactive reduction I : Ry — R, defined by PPT algorithms (G,KC,P,V) (Definition 9), is weak if
it is complete, public coin, and there exists a function ¢ : Uy — C (for an arbitrary space C) such that for
any EPT adversary (A, P*), there exists an EPT extractor £ such that

(i) If the success probability of the adversary e(A, P*) > 1/poly()\), then

pp < G(1*,s2)
,uL,st) «— A "
Pr | (pp,s,u1,w1) € R} E:klfi/ks) L IC(;)(;ZPS)) > e(A, P*) — negl(N).
w1 5(pp, S, U1, St)

(ii) If A:= (B,B’) such that
, pp = G(1*,s2)
unun # L (s st) « B(pp)
T ) S gy | ey | T
— () | (u1,st) < B'(s
oun) =00 | ) e B st
then the following holds. Define the oracle

Oweak(ppysa St*) — (ulvwl) :
(a) (u1,st) < B'(st*).
(b) w1 < E(pp,s,u1,st).
(c) Output (u1,w1).
For any uniqueness adversary Wﬁ“ﬁ;“ (Definition 16), we have
pp + G(1%,52)
Jw) £ L | (s,st™) < B(pp)
pr| "™ * e < negl(\)
A wy # wy | in < (pp,s,st¥)

(ur, w1), (uh, w}) 4 Wewesk(™ (in)
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Definition 18 (Strong Interactive Reductions). Consider relations R1, Ra, and RY over public
parameters, structure, instance, and witness tuples such that Re C RY. Let Us be the ambient instance space
Of RQ.

An interactive reduction I : Ry — Ra, defined by PPT algorithms (G, K, P,V) (Definition 9), is strong
if it is complete, public coin, and there exists a function ¢ : Uy — C (for an arbitrary space C) such that

(i) For any EPT adversary (A, P*),

pp +— G(1*,s2)
uz,up # L | (s,u1,st1) + A(pp)
Pr [k (pk, vk) < K(pp,s) =1
d’(u?) = qb(ué) (u27w2) — (P*,V>((pk, Vk)fuhStl)
(uhywh) < (P, V) ((pk, VK, i, st1)

(ii) For any EPT adversary (A, P*), define the oracle

Ostr(pp, s, w1, st) — (u2,w2) :

(a) (pk,vk) < K(pp,s).

(b) (uz2,w2) < (P*,V)((pk,vk), u1,st).
(c) Output (uz,ws).

There exists an EPT extractor £ such that if

pp g(l’\,sz)
(s,u1,st) < A(pp)
(pk, vk) « K(pp,s)

¢'(A,P7) == Pr | (pp,s, (P*, V)((pk,vk), u1,st)) € Rf

> 1/poly(N), and, for any uniqueness adversary SO (Definition 16),

uniq

pp < G(1*,s2)

wa, wh # L (s, u
,u1,st) < A(pp)
Pr [ |ine (pp,s,urst) < negl(d)
wa # Wy

(uz, w2), (uh, wh) < Sozr™ (in)

then we have that
pp  G(1*,s2)
Pr [ (pp, s, ur,wy) € Ry| (51050 € APP) s (4 o) negi(h).

(pk, vk) < K(pp,s)
w1 < E(pp, s, u1, st)

Theorem 12 (Strong-Weak Composition). Consider relations Ry, Ra, RS and Rs3 over public parame-
ters, structure, instance, and witness tuples such that Ro C RY,. Let Us be the ambient instance space of Ra.
Consider interactive reductions (Definition 9) II; : Ry — Ra (RS), Iy : Ro (RS) — R3 such that

(i) Iy is strong (Definition 18) with respect to a function ¢ : Us — C and
(i1) Ty is weak (Definition 17) with respect to the same function ¢,

then the sequential composition Ily o 11y : Ry — R3 is a reduction of knowledge.

Proof. For brevity, we defer the proof to Appendix B.1. O

7 SuperNeo’s folding scheme for CCS
7.1 Relations

Definition 19 (Structure). We define a structure as a collection of elements

, fELXy,. .., Xt with deg(f) < u},

si= {{py ermmy

which consists of matrices and a polynomial of total degree less than u.
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Definition 20 (Norm-bounded CCS). Let £ : Rf® — C be an arbitrary Rp-module homomorphism. Let

s be a structure as defined in Definition 19. We define the norm-bounded CCS relation, CCS(b, L), as
follows:

For z := [z,w] € L"E,
2" := Flat (2) € F™,
z := Packy(2)
(s; (c€C, zel™n); welr ") Packp(zb) € RfR,
c= A szH <b A

f(kh@.“7ﬂﬁz)ez&%nxu

Definition 21 (Norm-bounded CCS Evaluation Relation). Lets be a structure as defined in Defi-
nition 19. Let L : Rf™ — C be an arbitrary Re-module homomorphism. Define Lin : RE® — Rg™" to be the
trivial Rp-module homomorphism that projects the first ng,, indices. Recall from Definition 1 that ny < m
and Npad 1= m — 0. Define

Pad i [ Tns } € Frxne
OnpaanF

We define the norm-bounded CCS evaluation relation, CE(b, L), as follows:

2’ := Flaty (2) € F™,
x := Packy (z) € Rg™™,
z := Packy(2)
= Packg(2”) € RPR,
ceC, c=L(z) N T=Lin(z)
z € L, b
S; rexlsm | zerme | o A HZ Hoo<b/\
y € R,
{y; € Ra}jep h ::~Emb[F(Trans[p(Pad)) -z € Rf,
y=h(r) A
vj et
hj = Emb[L(TransL(M )) -z € R,
Yi = h’J( )-

7.2 A folding scheme for CCS via interactive reductions

Definition 22 (Global Reduction Parameters).
Here, we define the global parameters used in our reductions:

e Define the fields F,L,K, A, extension degrees T,v, and rings R, R, Rk, Ra as in Definition 1. The
dimensions m, np, N, Mg, Neim, Mr, Nrin, COS parameters u, t, instance counts k, K, and norm bounds b, B
are also as in Definition 1.

o Let C C R be a strong sampling set (Definition 6) with expansion factor T such that (K +k)T(b—1) < B
and 1/ |C| = negl(\).

e Let com := (Setup, Commit) be a ring commitment scheme (Definition 7), which is homomorphic and
(2B, C)-relazed binding. For pp < Setup(1*,ny), define £ := Commit(pp, -) : Rf® — C, which is a
RE-module homomorphism.

o Let Lin : RE® — R?Ri" be the trivial Rgp-module homomorphism that projects the first ng,, indices.
e Let s denote a structure as defined in Definition 19.

In Section 8, we instantiate these parameters with concrete values.
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7.3 Imteractive reduction for CCS — Ilccs

Overview. The interactive reduction Ilccs checks that the K incoming CCS instances (Definition 20) indeed
satisfy the required CCS constraints, the & evaluation claims (Definition 21), from the prior folding step, hold
for point r, and checks that the norms of all of the flattened witness vectors (all K + k of them) involved
are less than b. To do so, Ilccs relies on the classic sum-check protocol (Definition 11). The approach is
inspired by similar reductions from [14,56]. Ilccs defines helper polynomials that, when used in the sum-check
protocol, will perform the previously specified checks. F()? ) encodes the CCS constraints (all K of them).
NC(X) encodes the norm constraints (all K + k of them). Evaly (X ) encodes the flattened-witness evaluation
claims (all k of them). Evala(X) encodes the relation evaluation claims (all kt of them). Finally, Q(X) is
defined such that if its sum over the boolean hypercube {0, 1}105(7”) equals to the constructed sum T, then all
the respective checks hold.

CCS reduction Ilccs

Parameters: Refer to Definition 22.

Input € CCS(b, £)¥ x CE(b, £)*
K

(ss (ci€Cayel™r); w, e L"E7 )"
nr; logm nr, Ktk
(S; ¢ €C, zy L™ rekK » i € Ri, {yij € Ratjen; 2z €l ) i
i

Output € CE(b, £)KT*

NI in logm . X n
(s; i €C, el ' €K®™, yi € Ry, {yi; € Ratjer; 2 €L L)iG[K+k]

Setup G(1*,nr) — pp: Output pp « Setup(1*,ng).
Encoder K(pp,s) — (pk,vk): Output ((pp,s)7 J_).
Reduction (P, V)((pk,vk),u1,w1) — (u2; w2):

1. V: Send challenges « & KE™ and 5 & KtoP.

2. V «» P: For all i € [K], define z; := [z;, w;] € L"E. Recall from Definition 21 the matrix Pad € F™*"F.
For every i € [K + k], define

2] := Flaty (z;) € F™,
zf’pad :=Padz) € F™,
z; := Packy (z;) = Packg(2)) € RI'®,
hi := Embg (Transg (Pad)) - z; € Rf".
For every i € [K 4+ k] and j € [t], define
hi,; := Emby (Transy (M;)) - z; € R{".
Finally, define X := (X1,..., Xiogm)- Fori € {K +1,..., K 4+ k}, j € [t], and £ € [d], define

Tic(i, 0) = (i — K — 1) + k(£ — 1),
Ta(i,j,€) == (i — K — 1)+ k(j — 1) + kt(£ — 1).

F(X) = ;Vifl.f(m,...,m) € A[X],
b—1
N K+k ,_ S N
NC(X) := Zi:l v ] (P —a) e KX,
a=—b+1
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K+k d

Evalg (X) :=eq(X,r) - > S 4%09 cf(h), € K[X],

i=K+4+1¢=1

K+k t d

Evala(X) = eq(X,r)- > ZZ @30 f(h, ), € A[X).

i=K+1 j=1 £=1

Define the sum-check polynomial

—

Q(X) := Evalx(X) + 7" - Evala(X) + 7" L eq(X, ) (F(X) + 7% - NC(X)) € A[X].

Define claimed sum of Q over {0,1}'°6™ as

K+k K+k t d
- S e e § S ), e
i=K 41 =1 =K 41 j—1 (=1

Perform SumCheck (T; @) (Definition 11) which reduces the claim that
T = ZfG{O,I}IOg m Q(‘f)
to a new evaluation claim v = Q(r') € A for a new evaluation point 7’ € K°&™.
3. P: Send the claimed evaluations

Vie [K+kl, v+ hi(r') € Ry,
Vie[K+kl, j€lt], v, hi;(r') € Ra.

4. V: By Theorem 10, interpret ct(y/) € K and ct(y/ ;) € A as the claimed evaluations 2" (r') and M,z (1),
respectively, and derive the claimed intermediate evaluations

K
F:= Zyi_l flet(yin), -, ct(yie)) €A,
=1
Ktk b—1
N := Z '7271 . H (ct(yé) - a) c K,
=1 a=—b+1
K+k d _
Ex i=eq(r',r) - Y > 400 cf (), €K,
=K +1 =1

— / e Ia(i,5,0) |
Ea :=eq(r',7) - Z ZZ y”) € A.
i=K+1 =1 ¢=1

Check the evaluation claim v —= Q(r') as follows,

- Ex _i_,ykd - Ea +Fykd(t+1) “eq(r', ) (F _‘_71( ~N) .

5. Output (S; ci, xa, v v {i e Zi)ie[K+k]

Lemma 7 (Ilccs is strong). The interactive reduction Tccs : CCS(b, £)X x CE(b, £)* — CE(b, £)K+F (CE
(q/2, £)K+F) is strong (Definition 18) for the function ¢, which projects commitments (c;)ie(x+x) from the
instance.

Proof. For brevity, we defer the proof to Appendix B.2. O
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7.4 Random linear combination reduction — Ilg ¢

The interactive reduction Ilg ¢ does exactly as the name suggests. Given K + k input CCS evaluation claims
whose flattened witness vectors have norm less than b, it outputs a single CCS evaluation claim of larger
norm bound B, which is a random linear combination of the input claims using challenges from a strong
sampling set C (Definition 6). Using the same challenges, IIg ¢ combines the commitments, packed inputs
and witnesses, evaluations of the flattened witnesses in Rk, and relation evaluations in Ra.

Random linear combination reduction Ilg ¢

Parameters: Refer to Definition 22.

Input € CE(b, £)KF*

(s; ¢i €C,a L™ r € K'¥™, y; € Rk, {yi; € Ra}jep; 2 € H‘nL)iE[K+k]
Output € CE(B, L)

(s; ceC,zel™r re K'°8™, y € Rx, {y; € Ra}jep; 2 € L"E)

Setup G(1*,nr) — pp: Output pp « Setup(1*,ng).
Encoder K(pp,s) — (pk, vk): Output ((pp,s),L).
Reduction (P, V)((pk,vk),u1,w1) — (u2;w2): Recall from Definition 21 the matrix Pad € F™*"*. For every
1 € [K + k], define
zf := Flaty (2:),
2P — Pad 2,
x; := Packy (z;),
z; = Packy (z;) = Packp(zg),
h; := Embg(Transg(Pad)) - z;.
For every i € [K + k] and j € [t], define

hiyj = Emb[L(Trans[L(M]-)) cZi.

1. V: Sample p1,...,pr+k & ¢ and compute:
c <—Z piCiy, X <—Z Piki, X Pack[l(w),
i€[K+k] i€[K +k]
y> piyis Vi€l yi <Y pivig-
1€[K+k] 1€[K+k]

Send Ply.-. s PK+k to P.

2. P: Compute
z Z pPiZi, Z4— Pack[l(z).
i€[K+k]

3. ()utput (57 ¢ T, Y, {y]}JG[t]7 Z)

Lemma 8 (Ilr.c is weak). The interactive reduction Ig.c : CE(b, £)5+* (CE(q/2,L)5+*) — CE(B, L) is
weak (Definition 17) for the function ¢, which projects commitments (¢;)ic[x+x) from the instance.

Proof. For brevity, we defer the proof to Appendix B.3. O
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7.5 Decomposition reduction — IIpgc

Inspired by folklore techniques [12,15,72], our final reduction aims to reduce the norm of the flattened witness
vector from B = b* to b, which will allow us to continually fold CCS claims without increasing the norms of
the flattened representations zf of the openings (z;); to the commitments. The prover applies the signed base
b decomposition (Definition 1) to 2" to obtain lower norm vectors z?, ceey ZZ, and recovers the corresponding
native vectors z; := Flat_ 1(zzb ). The prover then sends commitments, evaluations of the flattened witnesses in
R, and relation evaluations in Ra. The verifier checks that the commitments and both evaluation families
recombine to the original claim.

Decomposition reduction Ilpgc

Parameters: Refer to Definition 22.

Input € CE(B, L)

(s; ceC,z el recK™ yeRg, {y; € Ra}jen; z€ [L"L)
Output € CE(b, £)"

(S; c; €C, z; €L"Lin r e Klogm, ¥i € R, {vs,5 € RA}jE[t]; Z; € I]_nL)ie[k]

Setup G(1*,nr) — pp: Output pp « Setup(1*,nz).
Encoder K(pp,s) — (pk,vk): Output ((pp,s)7 J_).
Reduction (P, V)((pk,vk),u1,w1) — (u2; w2):

1. P: Compute (ci, yi, {ij}tien; Zi)ie[k] as follows. Recall from Definition 21 the matrix Pad € F™*" . First,
compute
2 Flati(z),  (21,...,21) < split, ().

For every i € [k], compute
2z + Flat *(22),

z; < Packy (z:) = Pack[;(zi-’),
h; < Embg(Transg(Pad)) - z;,

Ci < E(Zi),

yi + hi(r),
Vi e [t], hi,j < Emby (Transy (Mj)) - zi,
Vieltl,  wis < his(r).

Send (ci, i, {yi,j}jE[tJ)ie[k] to V.

2. V: Compute 2 + Flaty (z). If beH > B, output L. Compute
(23,...,20) « split, ("), x; « Flat; ()  for every i € [k].
Check the following equations,

e —— 2 -, ' 2 ——
e=D et e v=2 b e ViE w =3 b

where b is treated as a constant element of Rf C Rk, Ra. If any check fails, the verifier outputs L.

3. Output (57 Ciy, Ti, Ty Yi, {yi»j}je[t]; zl)ze[k]

Theorem 13. Ipec:CE(B, L) — CE(b, £)* is a reduction of knowledge (Definition 9).
Proof. For brevity, we defer the proof to Appendix B.4.
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8 Concrete parameters

This section provides three efficient parameterizations over < 64-bit fields. For all three parameterizations,
we set 7 = 1, so that L = F, and take K := Fj,2 and A := K. Additionally, Appendix B.5 and Appendix B.6
provide the corresponding sage scripts that we used to determine valid parameterizations. In Definition 22,
we require the commitment scheme to be (2B, C)-relaxed binding (Definition 7). Thus, we need the com-
mitment scheme to be 47 B-binding (Definition 7). Finally, Ajtai’s commitment scheme is 47 B-binding if
I\/lSISZi{’g’% p is hard. We estimate the hardness of Module-SIS using the lattice estimator library provided
by [4] using our script (Appendix B.6), and compute the invertibility bounds that determine challenge set
size using Appendix B.5.

8.1 Almost Goldilocks: (264 — 232 + 1) — 32

We provide a new field, which we refer to as Almost Goldilocks. This field’s order is ¢ = (264 — 232 1) — 32,
which is close to the order of the Goldilocks field 264 — 232 + 1. Because of this, the field admits an efficient
implementation with a small change to the Solinas prime reduction algorithm (which is typically used for the
Goldilocks field).

n =128 & = X% +1,d =64, Rf :=F[X]/(®), k =15, m =n, =n. = 23 ny =227 nyq=0,b=2,
k=13, K € [50], B = 2!3. Define C to be the set polynomials in R whose coefficients belong to [—1,0, 1, 2].
By Theorem 5, T' = 128. By Theorem 4, b;,, ~ 4.

C] = 2", |K| = 2178, MSIS "1 5 & 129 bits of security.
8.2 Goldilocks: (264 —232 + 1)

This is a popular choice of field for SNARKSs as the field admits an efficient implementation: field operations
can be implemented with essentially only bit-shifts and the field has high 2-adicity (23?|(p — 1)), which is
useful for compressing Neo and SuperNeo IVC proofs with SNARKSs.

n=281,&=X+ X% +1,d=>54, Rf :=F[X]/(®), k = 18, m = 230, n, = n, =230 — 46, ny = 19,884,107,
Npad = 46, b = 2, k = 14, K € [61], B = 2'. Define C to be the set polynomials in Rg whose coefficients
belong to [~2,—1,0,1,2]. By Theorem 5, T' = 216. By Theorem 4, b;,, ~ 2.5 - 10°.

C| = 2'%, |K| = 2128, MSIS "4l 5 &~ 129 bits of security.

Remark 5 (Incompatibility with LatticeFold [14]). In LatticeFold [14], the constructions and analysis are
limited to power-of-two cyclotomic polynomials, namely of the form X% + 1 with d being a power-of-two.
Since the Goldilocks field has high 2-adicity, the cyclotomic polynomial completely factors into linear terms.
This means that the ring Ry is isomorphic to [Fg (the NTT representation). The security of LatticeFold’s
construction depends on the size of the field in the NTT representation [14, Sec 3.3], which here is only 64
bits.

8.3 Mersenne 61: 261 — 1

This field admits an incredibly efficient implementation as it is only one off from a power-of-two. Specifically,
modular arithmetic over this field can be implemented with simple bit-shifts with an algorithm more efficient
than Goldilocks.

n=81,0=X"+ X241, d="54 Rr :=F[X]/(®), k=18, m = 22, n, = n, = 228 — 52, n,, = 4,971,026,
Npad = 52, b =2, k = 14, K € [61], B = 24, Define C to be the set polynomials in R whose coefficients
belong to [—2,—-1,0, 1,2]. By Theorem 5, ' = 216. By Theorem 4, b;,, ~ 383.

C| = 22, K| = 2122, MSIS >0l & 129 bits of security.

n

Remark 6 (Incompatibility with LatticeFold [14]). As stated earlier, LatticeFold’s constructions and analysis
are limited to power-of-two cyclotomic polynomials, namely of the form X¢ + 1 for d being a power-of-two.
For Mersenne 61, there is no choice of power-of-two cyclotomic polynomials, which satisfies the requirements
of Theorem 4. Hence, it cannot be determined whether a choice of parameters with ® = X? 4 1 leads to a
secure construction.
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Supplementary Material

A Al Disclaimer

Portions of this manuscript were edited with the assistance of an Al writing tool (Github copilot), which was
used to improve grammar, wording, and formatting consistency. All technical content-including definitions,
theorems, and proofs-was produced and verified by the authors, who take full responsibility for the correctness
and originality of the work.

B Deferred theorems and proofs

B.1 Proof of Composition Theorem (Theorem 12)

Proof. Consider an arbitrary expected polynomial time adversary (A, P*) for the composition IT := II o II;
with success probability e(A, P*) > 1/poly()\). Without loss of generality, the adversary P* can be split into
two adversaries (Py,Ps) such that given pp + G(1*,52), (s, u1,st;) < A(pp), and (pk,vk) < K(pp,s),

° <,Pf7 V1>((pk7 Vk)7 uy, Stl) — (UQ, St2)

o <,P§7 V2>((pk7 Vk)7 U2, St2> — (’LL3, w3)
Furthermore, we assume that A outputs st; which contains (s, pp, u1); otherwise, we could trivially construct

an adversary A’ with an identical distribution of prior outputs that does so. First, we construct an adversary
Ay = (By, BS) for Il:

Ba(pp) — (s,st1) :
1. (s,u1,st1) < A(pp).
2. Output (s,st1).
BIQ(Stl) — (u2,5t2) :
1. Parse st to obtain (s, pp,u1).
2. (pk,vk) «+ K(pp,s).
3. Simulate (uz,st2) < (P1, V1)((pk,vk), u1,st1).
4. Output (ug,sta).

Az(pp) — (S7 U,Q,Stz) :
1. (s,st1) < Ba(pp).
2. (UQ,StQ) < Bé(stl).
3. Output (s, uz,st2).

The adversary As runs in expected polynomial time since .4 and P; do, and all remaining computations run
in polynomial time. Observe that, by construction, the success probability e( Az, P3) of adversary (Asg, P3) for
I, is equal to the success probabilty e(A, P*) of adversary (A, P*) for II. By construction, By samples the
input and state according to A, while each invocation of B} simulates one execution of (P, V1) on that input
and state. Thus, the distribution of (ug,u}) in the following experiment is identical to that in condition (i)
for II; with respect to adversary (A, Py). By assumption, II; is a strong interactive reduction (Definition 18).
As such, it satisfies condition (i); thus, we must have

, pp < g(].A, SZ)
ug,uy # L (s,st1) < Ba(pp)
_ / 2, Sty 1
oluz) = o(u2) (1 st}) + Bh(sts)

By assumption, II5 is a weak interactive reduction (Definition 17). Thus, with respect to adversary (Asq, P3),
there exists an expected polynomial time extractor £ such that, since e(Az, Py) = €(A, P*) > 1/poly(}),
pp < G(1*,s2)
/ (Sa uz, St2) — AQ(pp) *
> —
Pr | (pp,s, ug, w2) € Ry (pk, vk) < K(pp,s) > €(A,P*) — negl(\) (2)
wy + &E(pp, s, uz, stz)
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Moreover, since Ag = (B, ;) satisfies (1), the same extractor &, satisfies condition (ii) of weak interactive
reductions (Definition 17). Let Oyeak be the oracle from Definition 17 instantiated with B} and &. Thus, for
any uniqueness adversary Wﬁ”{;a",

pp ¢ G(1*,s2)
wa, wh # L | (5,5t1) < Ba(pp)
A wa # wh | in < (pp,s,st1)

(w2, wa), (uh, wh) Wﬁviv;ak(in)(in)

< negl(\) (3)

Next, we will construct an adversary P;* for II;. Recall that V; is the verifier of II;. During the interaction
(P{*, V1), Pr* internally runs P; and relays messages between P; and Vp:

Pf*(pk, Ui, Stl) — Wz :
1. Parse st; to obtain (s, pp).
2. (pk,vk) + K(pp,s).
3. Run P7 (pk, u1,st1), relaying each message from Vi to Pi and each response from P; back to V. Let tr be
the resulting transcript and stz the final state of Py.
4. Since II; is public coin, compute the verifier’s output us by emulating Vi (vk, u1) on tr.
5. wa Ez(pp, S, U2, Stz).
6. Output wa.

The adversary P;* runs in expected polynomial time since P; and & do, and all remaining computations
run in polynomial time. Conditioned on (pp, s, u1,st1), B5(st1) and the interaction (P;*, V) generate (us,sta)
according to the same distribution: both run P against V; using the same keys produced by the deterministic
encoder. Moreover, since 11 is public coin, P;* can reconstruct from tr the output us produced by V;. Hence,
the event in (2) is exactly the event defining € (A, P;*), and therefore €'(A, P;*) > e(A, P*) — negl(A) >
1/poly(X).

Next, consider any uniqueness adversary Sffig (Definition 16), where Og, is the oracle from condition (ii) of
strong interactive reductions (Definition 18) instantiated with P;*. Recall that sty contains (s, pp,u;). Define
iNweak := (PP, s,st1) and ing, := (pp,s, u1,st1), where u; is parsed from st;. Define

Oweak (iNweak) 7+ . Oweak (iNweak) /-
Wuni(;a 2 (mWeak) = Suni(;a 2 (Instr).

In particular, Winiq runs the code of Syniq, but answers each oracle query using Oweak (inweak ). By definition,

Oweak(inweak) — (’LLQ,’LUQ) : Ostr(instr) — ('LLQ,’LUQ) :
1. (ugz,stz) « By(st1). 1. (pk,vk) < K(pp,s).
2. wa < E2(pp, s, uz, st2). 2. (u2,w2) < (P, V1)((pk, vk), u1,st1).
3. Output (uz,w2). 3. Output (ugz,ws).

By construction, B runs Py against V;. The prover P;* runs the same interaction, reconstructs us, and runs
Es on (pp, s, ug, sta). Since the encoder is deterministic, the two oracles have the same output distribution.
Since each oracle call uses fresh independent randomness, the view and output of Syniq have the same
distribution under either oracle. Furthermore, Wuon“i“;ak runs in expected polynomial time. Since Sﬁsi" is EPT,
its computation outside oracle calls and its expected number of oracle calls are polynomial. The adversary
Winiq TUns the same computation but replaces each call to Og, with one call to Oyesk. By the definitions
of B} and P;*, each replacement runs the same interaction between P; and V; followed by &, with only
polynomial time differences. Thus, Wuon“ivaak is EPT. Thus, the following experiment has the same distribution
as the experiment in (3); by (3), we must have

pp + G(1*,52)
(s,u1,st1) < A(pp)
instr <~ (ppa S,Ul,stl)

OSY i str .
(uz, wa), (uh, wh) + Senl™ (ing,,)

wo, wh # L
Pr A
wy # wh

< negl(}) (4)
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Since Syniq was arbitrary, (4) holds for any uniqueness adversary. Thus, by (4), the bound € (A, P;*) >
1/poly(X) established above, and condition (ii) of Definition 18 for IIy, there exists an expected polynomial
time extractor £ such that

pp + G(1*,s2)
(s,u1,st1) < A(pp)
(pk, vk) < K(pp;s)
wy < E1(pp, s, u1,st1)

Pr | (pp,s,u1,w1) € Ry > €' (A, Pr™) — negl()) (5)

By (2) and the preceding argument,
€' (A, P;*) > e(A, P*) — negl(\).

Therefore, combining these inequalities and absorbing the sum of the two negligible functions into negl(\),
we have

pp + G(17,sz)

(S7 ui, Stl) — .A(pp)
(pk, vk) < K(pp;s)
w1 < E1(pp; s, u1,5t1)

Pr | (pp,s,u1,w1) € Rq > e(A, P*) — negl(\).

In conclusion, for the arbitrary adversary (A, P*) fixed above, set £ := &;. The preceding inequality shows
that £ extracts a valid witness for Ry with probability at least e(A, P*) — negl(\). Thus, II := Iy o II; is
knowledge sound. Since II; and IIy are complete and public coin, their sequential composition II is also
complete and public coin. Therefore, II is a reduction of knowledge (Definition 9). O]

B.2 Proofs for Ilccs

We first provide a lemma that will be helpful for both the security and completeness of the interactive
reduction.

Lemma 9. Consider the following arbitrary items:
structure s, wvectors z1,...,2Kx+k € L"E,

K+k

point r € K°¢™ evaluations (yl € Rk, {yi; € RA}je[t])i:KJrl

Recall from Definition 21 the matriz Pad € F™*" . For every i € [K + k], define

2’5 = Flat[L(zi) c F"F

2P .~ pad 2’ € F™
z; := Packy (z;) = Packg(2}) € RI'®
h; := Embg(Transg(Pad)) - z; € R

For everyi € [K + k| and j € [t], define
h;j = Emby (Transy (M;)) - z; € R{"

Similarly to Tlces (Section 7.3), define
K . ———— —_——
F(X, C) = 20171 . f(MlzZ-, ceey Mt21>
i=1

K+k b—1
NC(X,C)=> ' ] (szad - a>
=1

a=—b+1
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K+k d

Eval(X,C) :=eq(X,r)- > Y C™0 . cf(hy)
i=K+1 /(=1
K+k t

Evala(X,C) :=e Z ZZCIA‘(”@ cf(h )
i=K+1 j=1 ¢=1

—

Q(X, A,C) = Evalx (X, C) + C* . Evala (X, C) + CHEHD . eq( X, A) (F()Z', C) + CK .NC(X, 0))

K+k d . K+k t
YD WCIFIIRNCENS S 3 DEACTRE )
i=K+1 =1 i=K+1j=1¢=1

where X 1= (X1,..., Xiogm), and the challenges o € K™ and v € K are replaced by the indeterminates
A= (A1,..., Alogm) and C, respectively.

We must have T(C) = Zfe{o,l}logm Q(Z, A, C) if and only if
1. f(ﬁl?z\?;) € ZSi0gm(L) for alli € [K],

2. ||z2||, < b forallie [K + k],

3. y; = hi(r) foralli € [K +1,K + k],

4 Yij = ﬁ,\;(r) forallie [K+1,K+k] and j € [t].

Proof. By definition of T'(C),
T(C) = Ei”e{o’l}logm Q(f, A, C)

if and only if

K+k d . K+k t d
S S CREO (), + R ST ST ST R0 (), = Y Q7 A,0) (6)
1=K+1 (=1 i=K+1 j=1 (=1 fe{o’l}lugm

Since powers of C' are linearly independent, Equation (6) occurs if and only if

Vi€ [K], 0= eq(#, 4)- (Mlzi(f), Mtzi(f)), (7)
Te{0,1}losm
Vie [K+ K, 0= eq(@ A) T, (zz"’ad(f) - a), (8)

Te{0,1}loam

Vie K+ 19.;(;-[2}: cf(yi), = Z eq(Z, r) - cf (hy),(7) 9)

Te{0,1}losm
Vie [K+1,K+ k|,

Vje [t], Cf(yi,j)e = Z eq(f, T) 'Cf(hi,j)g(f) (10)
Vﬁ 6 [d], f {0 1}1og m

By Lemma 3, Equation (7) and Equation (8) occur if and only if

1. f(EZ . EZ) € ZS10gm(L) for all i € [K] (Item 1),

2. Ha——b+1 ( bopad _ a> € ZSiogm(F) for all i € [K + k.
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Since zli”pad = Pad zzb only appends zero coordinates and 0 € {—b+1,...,b— 1}, Item 2 holds if and only if

||z'; HOO < bfor all i € [K + k] (Item 2). By definition of multilinear extension and bijectivity of the coefficient
map, Equation (9) and Equation (10) hold if and only if
yi = hi(r) forall i € [K + 1, K + k] (Item 3),
yij=hij(r) forallic[K+1,K+k, je[t] (Item 4).
In conclusion, we have shown
T(C) = Zfe{oJ}logm Q(fa A, C)
if and only if (Item 1), (Item 2), (Item 3), and (Item 4). O

Lemma 10. The interactive reduction Ilccs : CCS(b, L)% x CE(b, £L)* — CE(b, L)5+* is complete and
public coin.

Proof. Completeness. Assume the original input tuples belong to relations CCS(b, £) (Definition 20) and
CE(b, L) (Definition 21). We will first argue that the sum-check verifier in step 2 passes. Then, we will

argue that the evaluation claim check in step 4 passes. Finally, we will argue that output tuples belong to
CE(b, £)E+E,

By the definition of relations CCS(b, £) (Definition 20) and CE(b, £) (Definition 21), we must have that
(Item 1), (Item 2), (Item 3), and (Item 4) from Lemma 9 hold. Therefore, we must have that

T(C) = Zfe{o,ulogm Q(Z, A, C).
Thus, for any choice of challenges o € K!°6™ and v € K chosen in step 1,
T(7> = Zfe{o’l}bg m Q(fa Q, 7)

Thus, by the completeness of the sum-check protocol (Definition 11), we must have that the sum-check verifier
(step 2) always passes.

By step 3 and Theorem 10, we must have that

ct(yl) = 2P (r) for all i € [K + k],

i

ct(y) ;) = M;z(r') for all i € [K + k], j € [t].

Finally, by the same theorem, we must have that

cf(ha), (") foralli € [K+1,K +k], £ €[d],

cf(yi), =
')e = cf(hs ;),(r") forallie [K+1,K+ k|, jelt], L€ [d.

cf (v
By definition of Q(X) in step 2, we must have that
Q(r') = Ex + v Ea + ’ka(t+1) -eq(r’, ) (F + ’YK : N)

for values F, N, Ey, and Ep derived in step 4. Since the honest sum-check execution yields v = Q(r'), the
verifier check in step 4 passes.

Observe that Ilccs outputs exactly the original structure s, commitments (c;)ie[x 4], vectors (2;)ie[x+k), and
instances (7;);cx+x)- Thus, by the definition of CCS(b, £), we must have immediately that every condition in
CE(b, £) is satisfied for all the K + k tuples, except that

Yyl = hi(r") for all i € [K + k],

Y =hii(r) foralli € [K + k], j€[t].
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However, these are exactly the evaluations computed by the honest prover in step 3. Therefore, the output
tuples do belong to CE(b, £)X** as required.

Public coin. The sum-check protocol itself is a public-coin protocol. The remaining randomness from the
verifier are the challenges o € K'°8™  ~ € K, which are sampled uniformly at random and sent to the
prover. O

We prove conditions (i) and (ii) of strong interactive reductions (Definition 18).

Proof.

Proof of (i) By construction, the verifier trivially sets the commitments in the output instance us to be the
original commitments (¢;);c(x+x) from the input instance u;. Hence, for repeated executions with respect to
the same input instance u; with output instances us, u}, the commitments in these output instances must be
the same.

Proof of (ii) Consider an arbitrary expected polynomial-time adversary (A, P*), such that the relaxed
success probability of the adversary € (A, P*) > 1/poly(\) and, letting Og, be the oracle from condition
(ii) of strong interactive reductions (Definition 18) instantiated with P*, for any uniqueness adversary Sﬁsig
(Definition 16),

pp + G(1*,52)
(s,u1,st) < A(pp)
in (PP,S,UhSt)

(2, wa), (uh, wh)  Serie™(in)

wy, wh # L
Pr A
wo # wh

< negl(}) (11)

then we will show that there exists an expected polynomial-time extractor £ such that

pp < G(1*,52)
(s,u1,st) < A(pp)
(pk, vk) < K(pp,s)
w1 < g(ppa S, Uy, St)

Pr | (pp,s,u1,w1) € Rq > € (A, P*) — negl(N).

Namely, the following extractor &,

E(pp, s, u1,st) = ws :
1. (pk,vk) < K(pp,s).
2. Simulate (u2,w2) < (P*, V)((pk, vk), u1, st) with fresh randomness.
3. If (pp,s, u2,ws) ¢ R4, then output L.
4. Parse (21, ..., 2K, ZK+1, - -+, ZK+k)  Wa.
5. For all ¢ € [K], assign wES Zi[npin:]-
6. Output wy := (W, ..., WS, zr11, ..., 2K1k).

Extractor runtime. The extractor makes one call to the expected polynomial-time prover P* and otherwise
performs only polynomial-time computations. Hence, it runs in expected polynomial time.

Extractor success probability. Let in := (pp,s,uj,st) denote everything fixed before the protocol
execution, and compute (pk,vk) < K(pp,s). Conditioned on in, let (ug,ws) be the response from the
extractor’s interaction, and let (uj,wj) be one fresh response from Og (in):

(ug, ws) < (P*, V)((pk, vk), u1, st),
(uhy, wy) < Og(in).

Let wy denote the extractor’s output when its protocol call returns (us,ws). Define the following events:
e Succy := {(pp,s, uz, w2) € Rh}: relaxed success of the first response.
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e Succy := {(pp,s, uh, wh) € Rh}: relaxed success of the fresh response.
e Erry := Succ; N {(pp, s,u1,w1) ¢ R1}: extraction error for the first response.
o Agree := {w) = wy}: agreement between the two witnesses.!®

Thus, conditioned on in, Succ; and Succy each occur with probability

Pin := Pr[Succ; | in] = Pr[Succs | in],

and Erry occurs with probability
ain := Pr[Erry | in].

Since Err; C Succy, we have 0 < a;, < pin- By the law of total probability,
€' (A, P*) = E;n[Pr[Succy | in]] = Ein[pin]- (12)

Consider the following uniqueness adversary:

S92 in)
1. Parse (pp,s, u1,st) < in and query Os(in) to obtain (us2,ws2).
2. If (pp,s, u2,w2) ¢ RY, output L.
3. Parse (21, ..., 2K, ZK+1, ---, ZK+k) < wz. For all i € [K], assign wE zi[nrn :], and assign wi <+
ccs ccs
(W™, ooy WK, ZK 41y « -+ y ZK+k)-
4. If (pp,s, u1,w1) € Ri, output L.
5. Repeatedly query Os(in) until obtaining (u5,w5) such that (pp,s,u5,w5) € Rh.

6. Output (us2,ws), (us, ws).

By construction, the uniqueness adversary reaches step 5 exactly when Erry occurs. Let ¢, be the expected
running time of one oracle call together with the relation checks and witness construction, conditioned on in.
If pin = 0, then a;, = 0, so step 5 is never reached. The expected running time conditioned on in is at most t;,.
Otherwise, fresh oracle calls imply that step 5 terminates with probability one and has expected running
time tin/pin. Since step 5 is reached with probability ai, and ain < pin, the expected running time conditioned
on in is at most
Qin
tin + ftin~
n

Ostr

Since P* is EPT and all other computations run in polynomial time, E;,[tis] is polynomial. Thus, Sumq

in expected polynomial time, and (11) gives

runs

pp < G(1*,52)
W, wh # L .(s,ul,st) + A(pp)
A wWo 7é U)/Q n < (pp,S,U1,St)

(2, w2), (uh, wh)  Seie™(in)

€uniq 1= Pr < negl(\).

To bound the probability that Suniq returns equal witnesses, fix in and a first response (ug, wo) for which Errq
occurs. Consider one call (u), wh) < Ogq,(in) made in step 5. We first bound Succy N Agree for this call. By
definition of R, = CE(q/2, L)X** for all i € [K + k], define

Xr; = Packl(xi), Zi = Pack[L(zi).

We must have
r; = Ein(zi) and C; = ,C(Zi). (13)

By the definitions of Pack, (Definition 14) and £;, (Definition 22), together with ng, = mn., = dng,
(Definition 1), Equation (13) also implies that for all ¢ € [K + k], the first n,,, entries of z; are equal to z;
(from input instance wuq).

10 Here, in Agree := {wh = w2}, (uh, wh) denotes the response from the single call to O (in) above.
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Since Erry occurs for the fixed first response, (pp, s, u1,w;) ¢ R1. Recall that Ry := CCS(b, L)X x CE(b, C) .
By Equation (13), we know that all conditions in CCS(b, £) and CE(b, £), except for the norm bound ||2” H b,

the evaluations y = h(r) and yj = h; j(r) for j € [t], or the CCS requirements f(Miz,..., M;z) € ZSlogm( ),
are satisfied. Thus, using notation from Lemma 9, (pp,s,u1,wr) € Ry implies that elther

1. there exists an i € [K], f(m, e ,m) & ZSi0gm (L),

2. OR there exists an i € [K + k],

3. OR there exists ani € [K + 1, K + k]a Yi # hi(r)7
4. OR there exists an i € [K + 1, K + k] and j € [t], y; ; # E:(T)

By Lemma 9, we must have

T(C> 7& Zfe{o’l}log m Q(fa 121‘7 C)

Now focus on the oracle call, whose randomness is independent of the fixed first response. Write o/, ', 7/, v', 4/,
and y; ; for its challenges sum-check point and value, and claimed evaluations.

On Agree7 wy = wh. Consequently, the oracle call uses the same vectors z;, and hence the same h; and
hi,j, as the fixed first response.

On Succs, the oracle call has relaxed success, so (pp,s, ub, wh) € R5. Therefore, the verifier did not abort
in protocol steps 2 and 4, and the prover’s claimed evaluations in protocol step 3 are true. Namely,

yi = hi(r) for all i € [K + k],
yi; = hij(r') for all i € [K + K], j € [t].

Thus, by Theorem 10, the definition of @), and the construction of the verifier’s checks in protocol step 4, we
must have that the oracle call’s sum-check evaluation claim v = Q(r',a/,7’) is true.
Thus, in order for the sum-check verifier to have passed in the oracle call, either the adversary P*

e succeeded in the sum-check protocol, despite T'(v')# >z, {0,1}108 Q(Z,a',~") (in other words, violated
the soundness of the sum-check protocol)
e OR the non-zero polynomial

P(C, A) = T(C) — Zfe{oﬁl}lognl Q(fa A7 C)
evaluated to zero on the random point (7/,a’) € K!*+1°8™ of the oracle call.

By the soundness error of the sum-check protocol (Definition 11), the first event occurs with probability at
most esc 1= max(u, 2b, 2) -logm/ [K|, where u is the strict total-degree bound for f, b is the norm bound, and
2 comes from Evali (X) and Evala(X). By the Schwartz Zippel lemma (Lemma 2), the second event occurs
with probability at most esz := (kd(t + 1) + 2K +k — 1 +logm)/ |K|. By Definition 1, 1/ [K| = negl(X). Since
u,b,t,k, K,d, and logm are polynomially bounded in A, both esc and esz are negligible. For the fixed in and
first response for which Err; occurs, the union bound over the randomness of the oracle call gives

Pr[Succy N Agree] < esc + €sz- (14)

Let €test 1= €sc + €sz. For fixed in and first response in Erry, the response returned by step 5'! is distributed
as one oracle call conditioned on Succy. By Equation (14) and conditional probability,

PY[SUCCQ N Agree} < €test
Pr[Succs] T P

Pr[Agree | Succy] =

' Hereafter, in Agree := {wh = wa}, (uh,w)) denotes the response returned by step 5.
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If pin = 0, then a;, = 0, so step 5 is never reached and
Pr[Err; N Agree | in] = 0.

If pin > 0, then

€test

Pr[Erry N Agree | in] < aj, < €test,

in

since aj, < pin. Thus, the bound holds for every in. Averaging over in gives
Pr[Erry N Agree] < €qest.

By construction, Syniq reaches step 5 exactly when Err; occurs, and step 5 terminates with probability one.
Its returned witnesses either agree or differ. Therefore,

Pr[Erry] = Pr[Erry N Agree] + Pr[Err; N Agree©].

The first term is at most €t by the bound above. The second term equals €yniq, since the uniqueness adversary
returns different witnesses exactly when Err; N Agree® occurs. Hence,

[Ein[ain] - PI‘[EI’I’ﬂ < €test T+ €uniq-

For every fixed in, relaxed success occurs with probability p;, and extraction error occurs with probability
ain- The extractor outputs a valid witness exactly when relaxed success occurs without an extraction error,
namely on Succy \ Erry. Since Erry C Succy, this event has probability pi, — ai,. Consequently, by the law of
total probability, linearity of expectation, and Equation (12),

Pr{(pp,s,u1, w1) € Rq] = Pr[Succ; \ Erry]
= Ein[Pin — Qin)
= Ein[pin] — Ein[ain]
= ¢ (A, P*) — Ein[ain]
> €' (A, P*) — €test — €unig-

B.3 Proofs for Ilg ¢

Lemma 11. The interactive reduction Ig.c : CE(b, L)5+* — CE(B, L) is complete and public coin.

Proof. Completeness. By definition of CE(b, £) (Definition 21), the input tuples satisfy the conditions
in Theorem 11 instantiated with (B, M, z;, ;) = (F, Pad, 22, v;) and, for every j € [t], with (B, M, z;, ;) =

K3
L, M;, z;,y; ;). Since the protocol decodes = and z from their packed linear combinations, we have
, g, Yij

c=L(z), ==~Ly(2),
Yy = E(r), yj = ’i;;(r) for every j € [t].

Here, h := Embg(Transg(Pad)) - z and h; := Emby (Trans; (3;)) - z for every j € [t]. Therefore, the output
tuple satisfies every requirement of CE(B, £) except ||zb||OO < B =b".

However, we show that this bound follows from the expansion factor T of C chosen in Definition 22:

K+k
]l =l = 2255 i
o oo
K+k K+k
< Zi:1 ||Pizi||oo < Zi:l T ||ZZH<X>

=it T2 < (K +k)T(b—1) < B.
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The equalities szHOO = ||z||, and |2} !Do = |||, follow from the definitions of Packs and the norm. The
first inequality is the triangle inequality, the second inequality follows from the expansion factor of C being T,
the third inequality follows from the definition of CE(b, £), which enforces a norm bound of b, and the last
inequality holds by assumption (Definition 22). Hence, the output tuple must belong to CE(B, L).

Public coin. The verifier’s randomness consists of challenges p1, ..., pr+x, which are sampled uniformly at
random from C and sent to the prover. O

We prove the conditions of weak interactive reductions (Definition 17).

Proof. Consider an arbitrary expected-polynomial time adversary (A, P*) for Ilg c. First, we can construct
an adversary and verification function for Theorem 7,

App,s,urst) (€) :

1. If ux = L, output L.

2. Execute encoder (pk,vk) «+ K(pp,s).

3. Simulate (u2,ws2) < (P*(pk,u1,st), V(vk,u1)) with verifier randomness ¢.
4. Output we

V(vasyuLSt)(a w2) - {07 1} :
1. If ux = L, output reject.
2. Execute encoder (pk,vk) < K(pp,s).
3. Simulate (u2,-) < (P*(pk,u1,st), V(vk,u1)) with verifier randomness ¢.
4. Output accept if and only if (uz,w2) € CE(B, £).

Let E(ppsu,,st) be the corresponding extractor from Theorem 7. We define E(pp,s,u1,st) as the trivial
algorithm that executes E(pp s, st) by simulating calls to A(pp s u,,st)- Without loss of generality, E' outputs
1 whenever its output does not satisfy the three conditions in Theorem 7. We construct an extractor for
adversary (A, P*) as follows:

E(pp, s, u1,st) :

1. result < E(pp,s,u1,st).

2. If u; = L or result = L, output L.

3. Parse (&,w’), (C1,w}),. .. (Cktk, Wiy)) < result.

4. Parse z < w’ and p1,...,prik < C.

5. For i € [K + k],
(a) Parse z(Y « w! and pgi)7 .. .,p%)+k — Ci.
(b) Assign z; + (pi — pi) 7" (2 — 2@).
(c) Assign z; + Pack;(2:).

6. Parse (ci, i, 7, yi, {Yij}iem)icix+n < ur.

7. Output w1 := (2i)ie[x+k if and only if

(S; Ci, T, T, yh{yi,j}je[t]; Zi)iE[K-Q—k] € CE(q/27£)K+k

Extractor runtime. By Theorem 7, we are guaranteed E(pp s 4, st) Mmakes in expectation at most (K +£)+1
calls to A(pps,u;,st)- Hence, our overall extractor £ runs in expected polynomial time.

Extractor success probability. If u; = L, then A, ., st) outputs L and V(o6 st) T€jECtS, SO both
the conditional success probability and Prresult # L | pp,s,uy,st] are zero. For every fixed (pp, s, u1,st), by
Theorem 7, we are guaranteed that F(pp, s, u1,st) outputs (K + k) + 1 pairs (&, w’), (¢1,w), ... (Cxir, Wy 1)
such that

L d ‘/(pp,s,ul,st)(a wl) =1,

o for all i € [K 4 k], Vipps,u,,st) (i wj) = 1, and
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o (57 (_2'1,...,EK+]€) S SS(C,K+I€)

with probability at least 6V<PP~S~“115‘>(A(pp,s’uhst)) - % Hence, for every fixed (pp, s, u1, st),
K+k
Prlresult # L | pp,s,u,st] > e ersmred (Apy ¢ v, o) — TJF\

Since the verifier’s output us in Ilg ¢ is determined by wu; and the challenge vector ¢, for every fixed

(pp, S, U1, St)a
ev(pp’s'“l’ﬁ) (A(pp7s,u1,st)) = Pr[(pp7 S, U2, ’LU2) € CE(B7 L) | pp,s, U1, St} .

By definition, (A, P*) is the overall probability that the output belongs to CE(B, £). Therefore, by the law
of total probability and the fixed-tuple equality above,

(A, P*) = Pr[(pp,s,uz, w2) € CE(B,L)]
= IE(PP;57U17S'E) [PI‘ [(ppa S, U2, UJQ) € CE(B’ ‘C) | pp,s, u1, St]]
= [E(pp,s,ul,st) [ev(pp’s’ul’ﬁ) (A(pp,s,ul,st))} . (15)

Averaging this pointwise guarantee over the distribution of (pp,s,uy,st) induced by pp + G(1*,sz) and
(Sv Uy, St) — A(pp) gives

Prlresult # L] = E(pps,uy,st)[Priresult # L | pp,s,u1,st]]

K+k
2 IE(PP757U1,St) GV(Pp‘s‘ulﬁst) (A(pp,&ulﬁt)) - |C|
K+k
\4 s,uq,st
= E(pp.s,uist) [e¥ s, )(A(pp,s,ul,st))] - C]
K+k
= (A, PY) - ﬁ (16)

The first equality follows from the law of total probability, the inequality from the fixed-tuple guarantee
above, and the next equality from linearity of expectation. The final equality follows from Equation (15).
Assume that result # L. Since Vipps uy,st)(6w') =1 and Vipp s 4, st) €xecutes IIric’s V and outputs accept if

and only if (ug,ws) € CE(B, £), we must have for x := Zfiﬁk piz; and z := Pack; ' (z) that

c:= Zfi{k PiCi,
K+k
s T, T y= Yoict PiYi, ; 2| € CE(B,L) (17)
KR }
{y] : Zzzl PiYi,j iel]

where (¢;, 4,7, Yi, {¥i,;};)i are the instance elements in u; (parsed in step 6) and z < w’ and (p;); < ¢ are
the elements parsed in step 4.
For all i € [K + k], we will make a similar argument to the one directly above. Namely, since

— !
V(pp7s,u1,st)(ci»wi) =1,

we must have, for 4
2 = ZK+k p((f)ma, 2 := Pack; ! (x),

a=1

that
@) .— ZK““ p(i)

a=1 a Ca7
s; @, y@) = Zf:lk pg)yav . 2 | e CE(B, L) (18)

(1) _ NE+E(9) }
{yj : Za:l Pa Ya,j el
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where (¢, %, 7,Yi,{¥i,;};)i are in u; and 20 w} and (p,(j))

definition of CE(B, L) (Definition 21), we must have

a < C; are the elements parsed in step 5a. By

c=L(z), D=r(zD), x=~Lin(z), = =Lin(zD) (19)
Since (&, €1, ..., Cx+k) € SS(C, K + k), we must have for all ¢ € [K + k| that

(o1, prcer) = (P, o8, ) (20)

which means the challenges differ only on index i. By definition of strong sampling set (Definition 6), we
must have (p; — pgl)) is invertible for all ¢ € [K + k.

Thus, by Equation (19) and Equation (20), we have for all i € [K + k],

c— W =L(z) - L£(zD)
xz—x = Li(2) — Lin(2)

Sl puca = Tol pllea = £(2) - £(z1),
Zf:ﬁk Pa®a — Zf;rlk pt(ll)ma = Lin (Z) - Lin (Z(Z)) (21)

(Pi - Pgi)) i =L(z) - E(z(i)),

(pi = p) - @i = Lin(2) — Lin(29) (22)
e=L((pi=p") " (2= 29)),
2= Ln((pi = ") (2= 29)) (23)
¢ = L(z;), x; = Lin(2;) (24)

where equation (21) follows from (17), (18), and Equation (19). Equation (22) follows from the equivalence

in Equation (20). Equation (23) follows from L, £;, being Rg-module homomorphisms and C being a strong
sampling set (Definition 6) which because p; # pz(-z) (guaranteed by (20)) means p; — pz(-l) is invertible.
Equation (24) follows from the packed extraction in step 5b and the subsequent assignment z; := Pack; '(2;).

We make a similar argument for the evaluations. Define

h := Embg (Transg (Pad)) - z, R := Embg (Transg (Pad)) - 29,
hj := Emby (Transy (M;)) - z, hg.i) := Emby (Trans (M;)) - 29 for every j € [t].

In particular, by the definition of CE(B, L) (Definition 21), Equation (17), and Equation (18), we must have

y=h(r), y@=00@), y;=hir), ¥\ =n@) for every j € [t]. (25)

J

Thus, we must have for all i € [K + k],

y =y =h(r) ~hO(r) (26)

S0t pata = Xa piya = Embe (Transi (Pad)) - (z — 20)(r) (27)
(i — ) - y; = Embe (Transs (Pad)) - (z — z)(r) (28)

s = Embe (Transs (Pad)) - ((pi = )71+ (2 = 2) ) () (29)
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= hi(r)

where Equation (26) follows from Equation (25), Equation (27) follows from Equation (17) and Equation (18),
the definitions of i and h(?), and the linearity of multilinear evaluation, Equation (28) follows from the
equivalence (20), and (29) follows from C being a strong sampling set (Definition 6) which because p; # pl(i)
(guaranteed by (20)) means p; — pgi) is invertible, together with the Rg-linearity of the transform and
multilinear evaluation. The final equality follows from the construction of z; and the definition of h;.

Thus, we must have for all i € [K + k] and j € [t],

yj — vy =hy(r) — b (r) (30)
S pavas — SR plya ; = Emby (Transy (M) - (z — 29)(r) (31)
(ps = ) - yiy = Embe (Trans. (1)) - (= — 20)(r) (32)
ij = Emby (Transy (M;)) - ((ps = )71+ (2 = 2)) (7) (33)
= hij(r)

where Equation (30) follows from Equation (25), Equation (31) follows from Equation (17) and Equation (18),
the definitions of h; and hy), and the linearity of multilinear evaluation, Equation (32) follows from the

equivalence (20), and (33) follows from C being a strong sampling set (Definition 6) which because p; # pgi)
(guaranteed by (20)) means p; — pgl) is invertible, together with the Rg-linearity of matrix multiplication and
multilinear evaluation. The final equality follows from the construction of z; and the definition of h; ;.

Therefore, by Equation (16), Equation (24), Equation (29), and Equation (33), we must have with probability
at least e(A, P*) — (K + k)/ |C|, the extractor outputs witness elements z1, ..., zx+x such that

(S; Ciy T, rvyiv{yi,j}je[t]; Zi)iE[K-‘rk] € CE(q/27£)K+kv

The norm bound ¢/2 is trivial because every coordinate of 2? € F™ has norm at most (¢ — 1)/2 < ¢/2. By
Definition 22, 1/ |C| = negl(\), so this probability is at least ¢(A, P*) — negl(\). Thus, the extractor satisfies
condition (i) of weak interactive reductions (Definition 17).

Now, assume that A := (B, B’) such that

, pp + G(1*,52)
uy, vy # L (s,st*) < B(pp)
o ! (ur,st)  B(st) | 34
— / 1,
o) = ¢ua) (], st') « B(st")

Let Oweak be the oracle from condition (ii) of weak interactive reductions (Definition 17), instantiated with
B’ and £. Consider any uniqueness adversary WOk We will show that
uniq
pp ¢ G(1*,s2)
wl,w’l # 1 (S, St*) — B(pp)
A wy # w) |in < (pp,s,st*)
(un, wn), (uh, ) = Wiie ™ (in)

uniq

< negl()) (35)

To bound the probability in Equation (35), consider a relaxed-binding adversary A,,. The generator G(1*,ny)
outputs pp < Setup(1*, ng), so Ay receives public parameters with the same distribution as in Equation (35).
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Anc(pp) :
1. (s,st™) + B(pp) and in < (pp,s,st™).
2. Run Wumvaeak('")(ln) For every query to Oueak:
(a) Compute (u,st) < B'(st*).
(b) Run &(pp,s,u,st) to obtain w, retaining its internal value result.
(¢) Return (u,w) and store result for this call.
. If Wniq outputs L, a | witness, or equal witnesses, output L.
4. Otherwise, let (u1,w1) and (u},w]) be the selected responses, and retrieve result and result’ stored for the
two calls that returned them.
5. Parse w1 = (2i)ie(x 1) and wi = (zl)le[KM], and choose i € [K + k] such that z; # 2j.
6. Parse result and result’ to obtain pl,pg ),z 2% and 0hyp ) L2, 2
7. Assign

w

Ay < pi — pE >, v1 + Packy (z) — Pack[L(z(i))7

Qg < pi — pE R Packy (2) — Packy (7).

8. Parse ¢; from wu; and output (c¢;, A1, Az, v1,v2).

Assume that, during an execution of Ay, Wniq returns (u1,w1), (u}, w]) such that the event in Equation (35)
occurs. Every call to B(st*) that A, makes to answer Winiq’s oracle queries uses fresh randomness. Therefore,
by Equation (34), any two such outputs uj,u) # L satisfy ¢(uq) = ¢(u}) with probability one. In particular,

1. Since wy,w] # L, we have uy,uj # L. Hence, ¢(u1) = ¢(u}), which guarantees that the selected instances
share identical commitments (Ci)le[KJ’_k]
2. Write w1 = (2i)ic[x+k) and wy = (2])ie[x+k)- Since wy # wj, there exists ¢ € [K + k| such that z; # z;.

The values parsed by Ay from result and result’ for the two selected calls satisfy the following
2i # 2, <= Packy (z;) # Packy (z})
— (pi = ™) (Packy (2) — Packy (z)) (36)
# (p; — pl@/)f1 - (Packy (2) — Packy (2(7"))

|Flaty (= OOHFIatH_ <>)H |Flaty (= OOHFIat[L (z0)

<B (37)

Equation (36) follows from (Item 2), the bijectivity of Packy, and the construction of £. Equation (37) follows
from the construction of £, which only outputs wy,w] # L when the internal extractor E (from Theorem 7)
succeeds in the two selected calls. In particular, the internal extractor E succeeding guarantees that the
verification functions Vipp s u; st) and Vipp s u) sy accept. These verification functions check that output tuples
(corresponding to Equation (17) and Equation (18)) belong to CE(B, £), which exactly checks the required
norm bound on the flattened vectors. Since p;, pf ), pip (1) € C, we have Ay, Ay € C — C. By Equation (37),
the definitions of Pack; and the norm, and the triangle 1nequahty7

lorlle < IPacke (=)l + [Packs ()| < 2B,

||v2||oo < ||PaCkD_(Z/)||oo -+ HPaCk[L<Z(i)/)

‘ <2B.

Applying (23) to the two selected calls and using Item 1, we must have
= ;C(Al_l . ’Ul) = ,C(Az_l . 7.)2).
Thus, since L is a Rp-module homomorphism, we have

Al ¢ = 5(7)1) AN Ay-c; = £(’U2) (38)
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Moreover, since A; and As are invertible in the commutative ring Ry, multiplication by A;As is injec-
tive. Therefore, Equation (36) implies Ajvy # Agvy. All together, by (36), (37), and (38), we have that
(ciy Ar, Az, v1,v9) is a (2B, C)-relaxed blnding collision (Definition 7). Furthermore, A, runs in expected
polynomial time. The execution of W nvlgak, including its oracle calls, is EPT. Recording each result and
processing the two selected results add only polynomial time computations. Thus, A, is EPT.

By assumption (Definition 22), the ring commitment scheme defining £ satisfies (2B, C)-relaxed binding.
Since A,x is EPT and outputs a valid relaxed-binding collision whenever the event in Equation (35) occurs,

pp < G(1*,52)
wy,w, # L | (s,st”) < B(pp)
A wy # wh |in < (pp,s,st*)
(u, w1), (uh, w]) = Wine ™ (in)

uniq

< €x(2B,C) < negl(N).

Thus, the extractor satisfies condition (ii) of weak interactive reductions (Definition 17). O

B.4 IIpgc is a Reduction of Knowledge (Theorem 13)

Proof. Completeness: First, we show that the verifier’s checks in step 2 pass. Then, we will show that the
output tuples belong to CE(b, £)*.

By the definition of CE(B, L), let z* := Flat,(z) and z* := Flat; (z). We must have szHoo < B =10
(Definition 22), so split,(2°) is defined and zb = Zle b1 . 2. Moreover, Packm(x) = Lin(Packy (z)). Since Li,
projects the first ng,, packed coordinates, z” is the corresponding preﬁx of 2°. Therefore, ||x || < szH < B,

SO splitb(mb) is also defined. Since split, is coordinatewise, each x is the corresponding prefix of z . Hence,
Packy (w;) = Lin(Packy (2;)) for every i € [k]. By linearity,

b k i—1 b
z _Zl 1bl .Zi

=Y,
Packy (z) = Z b Pack[L(zi) (39)
L(Packy (2)) = £(XF_, b1 - Packy (2:))
=" b1 L(Packy (2:)), (40)
c= Zf:lbi’l - ¢, (41)

Equation (40) follows directly from £ being a Rp-module homomorphism. Equation (41) follows by construction
of ¢; + L(Packy (z;)) in step 1. Therefore, the verifier’s commitment check passes. Starting from equation
(39), we must have

Packy (z) = >, b~ " - Packy (z;)

>
Embg (Transg(Pad)) - Packy (2) = Zle b~1 . Embg(Transg (Pad)) - Packy (2;)
h:Zleb_l'hi
h(r) = S5 0 ha(r) (42)
Y= by, (43)
Similarly, for every j € [t],
Packy (2) = 2%, bi~1 - Packy (z)
Emby (Transy (M;)) - Pack, (2) = Zf_l b=t . Emby (Transy (M) - Packy (2;)
hi =i b by



hj(r) = S0y 0t hij(r) (44)
i =S by (45)

Equation (42) and Equation (44) follow from the linearity of matrix multiplication and multilinear evaluation.
Equation (43) and Equation (45) follow from the definition of CE(B, £) and the construction of y; and y; ; in
step 1. Thus, by (41), (43), and (45), the verifier’s checks pass.

Next, we show that the output tuple, (s; {ci, @i, 7, ¥i, {¥ij}jer i) {2i}icx)), belongs to CE(b, L)k
By the definition of split,, we must have that Hzf”oo < b for all i € [k]. Since L, is the trivial Rg-module
homomorphism which projects the first ng;, coordinates, and split, is coordinatewise, we must have that, by
construction in step 2, Packy (x;) = Lin(Packy (2;)) for all ¢ € [k]. Thus, in total, we must have, along with the
construction of (ci, Yi, {vij }je[t])ie[k] in step 1, that the output tuples belong to CE(b, £)*.

Public coin: The verifier uses no randomness in this protocol. Thus, the protocol is trivially public coin.

Knowledge soundness: Consider an arbitrary expected-polynomial time adversary (A, P*) for Ilpgc with
success probability, €(A, P*) > 1/poly(\). We construct an extractor £ for Ilpgc as follows,

€(pp, S, uy = (c, T, r, Yy, (yj)je[t]), st):
1. Execute encoder (pk,vk) < K(pp,s).
2. Simulate (u2,ws2) < (P*(pk,u1,st), V(vk,u1)).
3. If ug = 1, output L.
4
5

. Parse (z1,...,2k) < wa.

. Output wy := Zle b1z,

Extractor runtime: The extractor runs in expected polynomial time, since it simulates only one execution
between the adversary P* and verifier V), which both run in expected polynomial time.

Extractor success probability: Assume that the simulated adversary (A, P*) succeeds in convincing
the verifier V and the parties jointly output (s, us,ws) € CE(b, £)*; note that this occurs with probability
€(A, P*). Define

(Ci7 Ty Ty Yiy (yi,j)je[t])ie[k;] := ug and Zlyeeey Rk 1= W2.
By the definition of CE(b, £), for every i € [k], define 2 := Flaty (2;), h; := Embg(Transg(Pad)) - Packy (2;),
and h; j := Emby (Transy (M;)) - Packy (2;) for every j € [t]. We must have

C; = E(Packm(zi)),
Packy (x;) = Lin(Packy(2;)),

’ zlb < b,
Yi = 71:(7“),
Vieltl, wij=hi;(r) (46)

Since the adversary convinces the verifier, we must have

c= Zf:l biil : Cia
y=>1 b1y,
Viell, yi=3r b7y (47)

By construction in step 2 (i.e. definition of split,), we also must have z = Zlebi’l - x;. By defining

z = Zle b=z, observe that x = Zle b=l . 2;, (46), and (47) satisfy the remaining conditions stated in
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Theorem 11, applied first with B = F, M = Pad, vectors (zf)ie[k]7 and evaluations (y;)ic(x], and then, for
every j € [t], with B = L, M = Mj, vectors (2;);c[x], and evaluations (y;,;)icpr- In both applications, the
scalars are (b'~1);cpp, where each b~ is treated as a constant element of Rg. We must have ¢ = £(Packy (z)),
Packy (z) = Lin(Packy (2)), y = h(r), and, for all j € [t], y; = h;(r), where h := Embg(Transg (Pad)) - Packy (2)
and h; := Emby (Transy (M;)) - Packy (z). Since in (46), we have HzEHOO < b for every i € [k], by the F-linearity
of Flaty, we must also have 2° = Zle b =122 and szHoo < Zle b=1(b—1) = b* — 1 < B. These are exactly
the conditions for (s; uy := {c, =, 7, y, {y;}je}; w1 := 2) to belong to CE(B, £). The simulated interaction
in € has the same distribution as the interaction defining ¢(.A, P*). Whenever this interaction succeeds, the
preceding argument shows that the extracted witness w; satisfies the input relation. Therefore, £ outputs a
satisfying witness with probability at least (A, P*). O

B.5 Hardness and Inversion Bound calculation scripts

We defer to the lattice estimator script for hardness. The inversion bounds are calculated with the following
script.

# [LS18, eprint 2017-523] pg 6
# m is the cyclotomic polynomial index
def tau(m):

return m if (m % 2) != 0 elsem / 2

# [LS18, eprint 2017-523] Thm 1.1, pg 4
# m is the cyclotomic polynomial index
# p is the prime
# z is any divisor of m
# This tests for the condition for thm 1.1 to hold
def thmil_1_cond(m, p, 2):
condl = (p % z) ==
cond2 = Mod(p,m) .multiplicative_order() == m/z
return condl and cond2

# [LS18, eprint 2017-523] Thm 1.1, pg 4
# p is the prime
# z is any divisor of m
# 1Inf bound for elements to be invertible
# given that m,p,z satisfy thm 1.1 cond
def thml_1_inv_bound(p, z):

return (1/s1(z)*p~(1/euler_phi(z))).n()

def thml_1_num_factors(z):
return euler_phi(z)

# Output divisors of m
def divisors(m):

zs = list()
for i in range(l,m+1):
ifmi i==

zs.append (i)
return zs

# [LS18, eprint 2017-523] pg 6, pg 9
# We only consider prime power cyclotomics
# m is the cyclotomic polynomial index
def si(m):
return sqrt(tau(m))
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# checks if cyclotomic index m is power of two
def is_pow2(m):
return sum(m.digits(2)) ==

# [AL21] eprint Prop 2. 2021/202
# for all u,v in R, |uxv| / |v| <= gammax*|ul
# outputs T = gamma * |ul
# assumes we are only testing prime powers
def expansion_factor(m, norm):
if is_pow2(m):
return euler_phi(m) * norm
else:
return 2 * euler_phi(m) * norm

# p is prime
# max_idx is max cyclotomic index
# outputs list of (m, z)
def candidates(p, min_idx=10, max_idx=200):
# prime powers
possible_indices = [i for i in range(min_idx, max_idx) if len(factor(i)) == 1]
c = 1list(Q
for m in possible_indices:
zs = divisors(m)
for z in zs:
if thml_1_cond(m, p, z):
c.append((Integer(m), Integer(z)))
return c

def pre_filter(q, cyclotomic_index, z, chals):
chals_max_diff = chals[-1] - chals[0]
phi = cyclotomic_polynomial(cyclotomic_index) # index cyclotomic polynomial
d = phi.degree() # degree of cyclotomic

return chals_max_diff < thml_1_inv_bound(q, z) and log(len(chals)"d,2).n() >= 120

def info(q, cyclotomic_index, z, chals):
chals_norm = max({abs(c) for c in chals})
chals_max_diff = chals[-1] - chals[0]
phi = cyclotomic_polynomial (cyclotomic_index) # index cyclotomic polynomial
d = phi.degree() # degree of cyclotomic
T = expansion_factor(cyclotomic_index, chals_norm)

print ("####")

print("Cyclotomic idx:", cyclotomic_index)

print("Cyclotomic Poly:", phi)

print("z:", z)

print("Csmall norm is small enough?", chals_max_diff < thml_1_inv_bound(q, z))
print("Csmall large enough?", log(len(chals)“"d,2).n() >= 120)
print ("Degree of Cyclotomic:", d)

print ("Expansion Factor T:", T)

print("Invertible Norm bound:", thml_1_inv_bound(q, z))

print ("log(|C_Smalll):", log(len(chals)"d,2).n())

print ("Factors of Cyclotomic:", thml_1_num_factors(z))
print )

def possible_settings(q, chals):
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for (cyclotomic_index, z) in candidates(q):
if pre_filter(q, cyclotomic_index, z, chals):
info(q, cyclotomic_index, z, chals)
else:
d = cyclotomic_polynomial (cyclotomic_index) .degree()
print(
"[Does not satisfy challenge-set requirements] "
"index: {}, degree: {}, z: {}, "
"log(|C_Smalll|): {}, Invertible Norm bound: {}".format(
cyclotomic_index,
d,
z,
log(len(chals)"d,2).n(),
thmi_1_inv_bound(q, z),

# Primes:

GL = 2764 - 2732 + 1

AGL = GL - 32

print (“###HHEH R )
print("AGL HEHHH R )
print ("####HEE )

# Small Challenge set

chals = [-1, 0, 1, 2]
possible_settings (AGL, chals)

print (“##HHHEH R )
print("M61 R )
print (“###dH R )

# Small Challenge set

chals = [-2, -1, 0, 1, 2]
possible_settings(2761-1, chals)

print (“##HHEH R )
print("GL HEBHHHHHEEEEEEEEE R R R R R )
print (“#####EHHEH R )

# Small Challenge set

chals = [-2, -1, 0, 1, 2]
possible_settings(GL, chals)

print (“##HHEHEE R )

B.6 Lattice Estimator Script

from pathlib import Path
import sys

# Initialize this dependency with: git submodule update --init
sys.path.insert (0, str(Path(__file__).resolve().parent / "lattice-estimator"))

from estimator import *
Logging.set_level(Logging.LEVELO)

M61 = 2761 -1

GL = 2764 - 2732 +1
AGL = GL - 32
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= 64

=13

= 50

= b"k

_R = 2727

n_F = 2733

assert n_F == n_Rxd

B WX KN Q&

T
a

128
AGL

n_sis = kappaxd
m_sis = n_Rx*d
B_12 = sqrt(n_R*d)*(8+T*B)

params = SIS.Parameters(n=n_sis, gq=q, m=m_sis,length_bound=B_12, norm=2)
_ = S8IS.estimate(params)
print ((K+k)*T*(b-1) < B)

kappa = 18

d = 54

k = 14

K = 61

B = b’k

n_R = 19884107

n_F = 2730 - 46
assert n_F == n_Rxd
T=216

q = GL

n_sis = kappa*d
m_sis = n_R*xd
B_12 = sqrt(n_R*d)*(8%T*B)

params = SIS.Parameters(n=n_sis, gq=q, m=m_sis,length_bound=B_12, norm=2)
_ = SIS.estimate(params)
print ((K+k)*T*(b-1) < B)

kappa = 18

= 54

= 14

= 61

= b"k

_R = 4971026

n_F = 2728 - 62
assert n_F == n_Rx*d

B WX KN Q

T = 216
q = M61

n_sis = kappa*d
m_sis = n_Rx*d
B_12 = sqrt(n_R*d)*(8%T*B)

params = SIS.Parameters(n=n_sis, gq=q, m=m_sis,length_bound=B_12, norm=2)

59



_ = SIS.estimate(params)
print ((K+k) *T*(b-1) < B)
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