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Abstract
Cloud providers offer storage-optimized VMs equipped

with locally attached storage to meet the high performance
requirements of cloud users. Live migration (LM) is cru-
cial for such VMs to improve availability and manageability.
However, providers do not enable LM for storage-optimized
VMs. Host-managed LM suffers from high resource over-
heads and varied user performance, while offloading LM to
SoC SmartNICs or disks cannot reliably accomplish LM in
a reasonable time. The fundamental challenges are (1) con-
sistency, demanding a high resource budget, and (2) network
contention, preventing LM from converging. We propose Py-
rocumulus, an LM approach on FPGA SmartNICs, enabling
SLA-aware, fast, and low-overhead LM for storage-optimized
VMs. We exploit hardware customizability and efficient net-
work accessibility of the FPGA SmartNIC with LM protocol,
architecture, and algorithm designs. Results from our FPGA
SmartNIC prototype show that Pyrocumulus reduces user
latency variances during LM up to 12.4×, lowers LM time
by up to 19.6×, and saves cost up to 3×, while only taking
0.9%/3.8% compute/memory overhead of a mid-end FPGA
SmartNIC.

1 Introduction

Many large-scale online services rely heavily on storage
performance [8, 35]. Tenants have specific performance re-
quirements when building their storage applications. To meet
those requirements, cloud providers offer storage-optimized
VMs [21, 22]. Such VMs have high speed NVMe SSDs di-
rectly mapped to VMs to provide millions of IOPS per VM.
Many services, e.g., Databricks and Microsoft Data Explorer,
have already benefited from storage-optimized VMs [55].

Meanwhile, live migration (LM) is a key technique to guar-
antee minimal service interruptions during management tasks,
including system updates, configuration changes, hardware
failure handling, and allocation optimizations [13, 14]. Al-
though the total LM time can be up to hours, VMs only need

to be temporarily paused as low as sub-second levels [62].
There are several benefits of enabling LM. First, it signifi-
cantly alleviates minute-level service interruptions [11]. Sec-
ond, it improves the availability of VMs by up to 50% [31],
thus satisfying more SLAs. Third, it improves the flexibility
of large-scale maintenance while satisfying SLAs.

However, LM is not currently supported for storage-
optimized VMs [13, 22]. The root cause is that existing solu-
tions cannot achieve affordable resource overhead and high
LM performance simultaneously. A successful LM requires
sufficient (1) compute and memory resources to track data
consistency as the source disk can be read or written by the
VM during LM, (2) network resources to migrate data and
keep source and destination disks consistent, and ultimately
converged. A huge amount of compute resources should be
statically provisioned1 for an LM to avoid resource exhaus-
tion. Networks should also not become the bottleneck or the
source of interference; otherwise, LM may never finish, lead-
ing to undesirable unpredictability of user performance.

An existing solution, the Host Controlled approach, uses
the hypervisor to manage LM [3–5, 25, 30, 54, 62]. However,
this approach requires too many resources provisioned perma-
nently, up to tens of CPU cores, due to high software overhead
during LM. Moreover, the performance of the VM fluctuates
due to CPU and network resource contention with the LM.
An alternative solution to address user interference is to of-
fload LM to SoC SmartNICs. However, the LM time becomes
unacceptably long, up to hours or even not converging, due to
the SoC’s limited computational capability [42, 52]. Because
LM should be statically provisioned, the SoC has little to no
resources left to offload other service features [9, 15, 42, 49].
Recent NVMe SSD advances can offload consistency track-
ing to SSDs [26,27]. However, resource overhead is still high
because the CPU needs to process logs made by disks. The
common double writes algorithm for storage migration [62]
is not supported, whereas tracking and updating dirty pages
takes up to 17.8× longer LM time.

1Alternatively, an on-demand way introduces contention, which may lead
to performance interference and user dissatisfaction.
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Figure 1: Different local storage systems in the cloud.

We propose to enable LM for storage-optimized VMs by
provisioning hardware resources on FPGA-based SmartNICs
for LM. The goals of Pyrocumulus are threefold: minimizing
(1) user interference during LM, (2) LM time, and (3) LM
resource overhead. First, Pyrocumulus statically provisions
a minimal set of compute and memory resources for LM on
the FPGA, eliminating host resource contention between the
LM and the VM, thus reducing user latency variances by up
to 12.4×. Second, by taking advantage of SmartNIC’s effi-
cient network accessibility and FPGA’s customizability, we
eliminate the software overhead and reduce LM time by up
to 19.6×. Third, by exploiting hardware parallelism, Pyrocu-
mulus realizes fast LM at low resource overhead, taking only
0.9%/3.8% compute/memory resources of a mid-end FPGA
SmartNIC, saving cost by up to 3×.

Following the above design principles, we first provide
a system architecture and a SmartNIC-driven LM protocol
(Sec. 4). The FPGA SmartNIC conducts a hardware-friendly
LM algorithm with a hardware module, the LM controller.
The LM controller mediates user accesses during LM to
perform efficient consistency tracking based on the double
writes algorithm (Sec. 5). The low-overhead LM controller
only requires four hardware pointers, small control logic, and
∼256KB of on-chip BRAM. To avoid LM-related network
contention, Pyrocumulus augments the LM controller with a
backpressure mechanism. This is designed to provide direct
control of user performance during LM. Instead of pausing
the VM or canceling LM as prior work proposes [54, 62],
Pyrocumulus proposes to properly pause the LM by the LM
controller when users’ tail latency becomes too high. We
provide guidelines on when to pause/resume LM, how to han-
dle worst case via reshaping consistency traffic, as well as
a hardware-friendly backpressure algorithm when a hybrid
mode when LM is paused and unpaused (Sec. 6).

We implement our prototype on Intel Arria 10 FPGA based
SmartNICs connecting over 100Gbps network. We study var-
ious workload and traffic patterns in terms of read/write ratio,
request rate, and access patterns. Our prototype also tests the
LM of a VM running a RocksDB application, with only a
latency increase of 1.4% in 99.99th percentile latency.

2 Background

Three types of block storage are available for VMs in clouds.

Persistent block storage. It stores data in remote storage
clusters and emulates a block interface on the host for VMs. It
provides high durability and availability for customers. Exam-
ples of persistent storage are AWS EBS [12], Azure Managed
Disks [10], and Google Persistent Disk [20]. Although it pro-
vides many benefits, it does not offer high performance. Thus,
cloud providers also offer two local storage options, which
are introduced next.

Directly mapped local storage. To provide high capacity and
high IOPS on a single VM, providers offer directly mapped
NVMe disks (both SSDs and HDDs) to VMs. This type of VM
is called storage-optimized VM [21, 22]. Fig. 1(a) illustrates
its system architecture. These local disks are not managed
by the provider’s hypervisor, but by users themselves, and
the entire disk(s) is directly mapped to those VMs and not
shareable with other tenants. A VM can have direct access to
more than one NVMe SSD.

Hypervisor managed local storage. Providers use hypervi-
sors to acquire control of local storage, as shown in Fig. 1(b).
Providers use this architecture to manage many types of com-
pute VMs with local storage [23]. Note that those VMs are
not storage-optimized. The hypervisor-level management usu-
ally introduces a non-trivial amount of overhead, which is
proportional to overall I/O activity [45].

2.1 Live Migration Algorithm

In practice, cloud providers predominantly adopt pre-copy
algorithms [14, 24, 62]. where the hypervisor first copies the
VM’s current state and then iteratively transfers deltas. The
source disk remains continuously updated and accessible to
the VM, regardless of whether LM is active. Fig. 2 shows a
pre-copy workflow. An alternative is post-copy [39], where
the VM is first relocated and missing data blocks are sub-
sequently fetched from the source on demand. It is usually
complex [54]–data is lost if the network fails, and resources on
the source cannot be released until both sides fully converge.

Defining a successful LM. First, data consistency should
be correctly tracked during LM, ensuring (1) users always
read the most updated version of data, and (2) the VM image
resumed on the destination node has the newest updates. To
maintain consistency, the dirty page tracking algorithm [25,
27,30,38] relies on a bitmap to iteratively copy dirty pages to
the destination, whereas the double writes algorithm [54, 62]
employs a non-iterative, single-pass policy, committing new
writes to both nodes on each user write before moving the
LM progress forward. Second, LM needs to converge within
a reasonable time. Initially, the provider starts a data copy
from the source to the destination. The VM can modify data
on the source disk. Once the source and destination states
converge—or when triggered by the provider’s policy—the
VM is paused, its state is transferred, and execution is resumed
at the destination.
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Figure 2: The pre-copy LM process between a source and a
destination host when migrating a storage-optimized VM.

2.2 Rationale of Live Migration System Design

A successful LM mandates high software overhead. Since
storage-optimized VMs bypass the hypervisor on the datapath,
it is necessary to allocate compute resources to run a software
mediation layer for consistency tracking. The mediation layer
requires a minimum resource budget to guarantee successful
LM convergence. Allocating fewer resources than this thresh-
old can lead to unstable performance, prolonged convergence
duration, or LM convergence failure from resource exhaus-
tion. Software overhead is non-trivial for a successful LM. We
study that we should statically provision tens of CPU cores
for LM, given typical storage-intensive workload patterns.

We must statically provision compute and memory re-
sources for LM. There are two common strategies to allocate
compute/memory resources: on-demand vs. static provision-
ing. An on-demand provisioning strategy degrades VM per-
formance during LM. If all CPU cores are allocated to VMs
or consumed by the hypervisor, no cores remain available for
LM, forcing the provider to forgo the migration. Alternatively,
if the provider mandates LM, CPU cores must be reclaimed
from user VMs or the hypervisor, disrupting their execution.
Memory resources pose an even greater challenge: unlike
CPU cores, they are far less elastic to (de)allocate, particu-
larly when the VM sustains high user traffic during LM. This
work demonstrates that, although LMs occur infrequently,
providers must statically reserve sufficient resources to ensure
that an LM can complete promptly.

Adaptive LM-aware network management is missing.
Prior work has limited design exploration regarding the net-
work resource management when LM is running. Adaptively
sharing the network among the following co-existing traffic
classes is crucial.

• VM network traffic: Storage-optimized VMs use their
virtual NIC for communications such as remote storage
accesses and inter-VM data transfers.
• LM copy traffic: Data blocks are transferred sequentially

from the source to the destination during LM.
• LM consistency traffic: On each user write, an extra block-

level remote write is triggered for maintaining data con-

Table 1: Comparisons of potential LM solutions for storage-
optimized VMs. G# means partially achieving the goal.

Goal
Host

Controlled
SoC

Offload
Disk

Assisted Pyrocumulus

Transparency × ✔ G# ✔
Low LM time ✔ × × ✔
Low LM cost × × × ✔

sistency between the source and the destination. It leads
to latency spikes for local user SSD access. User access
to a certain block cannot proceed before the remote write
completes.2 It also adds network bandwidth contention.
If the volume of consistency traffic is too high, LM usually
cannot converge and thus lasts for too long.
• Other traffic, such as data transfers by other VMs on this

machine, and infrastructure-managed core network traffic.

3 Motivation

This work aims to satisfy the following three goals.

• Goal 1: User performance transparency during live
migration (LM), where VM’s local SSD access tail latency
should satisfy SLA during LM.
• Goal 2: Low LM time, reducing LM duration to avoid long

resource occupancy on both the source and the destination
nodes, which makes the system more robust with less time
occupied by high-overhead LM.
• Goal 3: Low cost, minimizing provisioned LM resources.

There are three baseline architectures for storage-optimized
VMs to enable LM. Comparisons of goals are listed in Table 1.

• Host Controlled: Providers can provision sufficient CPU
resources and run a piece of software to manage LM [3–5].
• SoC Offload: A plethora of I/O features in the hypervisor

are offloaded to SoC-based SmartNICs to reduce CPU con-
tention and save CPU cores [9, 15, 42, 49]. Providers can
also provision a portion of resources on the SoC SmartNICs
to offload the LM feature.
• Disk Assisted: Recently, Samsung has proposed hardware

assistance for LM within NVMe SSDs [26, 27]. The SSD
logs modifications of pages (i.e., dirty pages) during LM.
The on-SSD hardware support works together with the
software on the host CPU to accomplish LM.

Host Controlled: High User Interference and High Cost.
The Host Controlled approach induces latency variance on
other programs running on the machine due to LM’s high
software overhead. We co-run LM and an in-memory low-
latency key-value store application, MICA [51]. In this case,
the interference on the host is entirely due to data copy traffic,

2Normal reasons include avoiding write-after-read, write-after-write, or
packet loss problems, which may crash the VM image when resuming the
VM on the destination host due to correctness issues.



Table 2: MICA key-value store latency experiments w/ and
w/o LM co-running. We report the maximum request latency
in terms of the number of CPU cycles.

w/o LM
running

w/ LM
running

Latency increase ratio
caused by LM

MICA SET 0.6K 7.4K 12.3×
MICA GET 0.5K 4.9K 9.8×

and no consistency traffic is initiated because MICA does
not generate reads/writes to local storage. The LM is running
based on QEMU/KVM libvirt.3 Table 2 lists the maximal
per-request latency among all MICA SET and GET requests.
Compared to standalone MICA execution (i.e., without LM),
co-locating MICA with LM increases the latency of SET and
GET operations by 12.3× and 9.83× due to host contention,
including for shared caches and memory bandwidth.

The Host Controlled approach can enable a successful LM
for storage-optimized VMs, at the cost of statically provision-
ing tens of CPU cores. Overall, the number of CPU cores that
must be statically provisioned for a successful LM can reach
as high as 15. Each Xeon core generates a revenue of $4,500
in its lifetime [36]. Thus, statistically provisioning multiple
cores for LM is not economically beneficial.

Offload to SoC SmartNIC: High LM Cost or Unsuccessful
LM. The SoC Offload approach incurs the same software
overheads in data copying and consistency tracking as the
Host-Controlled approach. Its primary limitation lies in the
constrained computational capacity of existing SoC Smart-
NICs, which rely on relatively weak cores to handle high
overhead LM. For example, the Broadcom Stingray SoC is
equipped with only 8 ARM-A72 embedded cores and 16
MB of shared cache [6]. As a result, running LM on the
SoC quickly overloads the device. Even when dedicating the
entire SoC SmartNIC exclusively to LM—sacrificing other
NIC functionalities that also depend on SoC resources—the
LM time remains significantly higher than under the Host-
Controlled approach. Moreover, such dedication indirectly
increases costs due to disabling other offloaded features of
the SoC. Hence, the SoC Offload approach is impractical.

Offload to SSD: High LM Time or Unsuccessful LM. One
might think the Disk Assisted LM approach can alleviate the
tension of this trade-off, in that it offloads a portion of con-
sistency tracking overheads to disks. However, we find that
although this approach works well for traditional compute
VMs, the LM time is unacceptably long for storage-optimized
VMs. When running LM with a 50%/50% random read/write
user workload, the LM time is 3× longer than the Host Con-
trolled approach, even at a low random write rate (50MB/s).

3This LM process migrates a 4 GB VM image over a 100Gbps network.
Source and destination SSDs are both Intel Optane 900P. We set the MICA
instance with 28 threads, 50%/50% GET/SET, and leave the remaining 4
threads for KVM (hyperthreading is off).

The LM time becomes even worse when the rate of user writes
increases. The root cause is that the datapath used in the Disk
Assisted approach is inefficient for storage-optimized VMs
with high read/write intensity. While the SSD logs modifica-
tions, the software on the CPU must process these logs. VM’s
writes are offloaded, where writes go directly to the source
SSD controller. The software requires access to the data to
track dirtied blocks. However, because the write is offloaded
and bypasses the hypervisor, it cannot obtain the data directly
from the VM’s memory buffer. Instead, the software must ex-
plicitly read the newly written data back from the source SSD.
This offloaded write introduces severe interference and re-
source inefficiency, as each remote write incurs an additional
read operation. For write-intensive VMs, the resulting log
volume that the software must process becomes enormous.

4 Pyrocumulus System Architecture

This section proposes Pyrocumulus, a system architecture
design on each server that hosts storage-optimized VMs. Py-
rocumulus statically provisions a small hardware design on
the FPGA-based SmartNIC for LM. The static provisioning
enables LM capability anytime without contending for CPU
resources with VMs.

Pyrocumulus protocol. Fig. 3(a) and Fig. 3(b) show two
optional data paths that Pyrocumulus supports in the common
case, where no LM happens. This system architecture allows
SmartNIC to intercept all I/Os from the VM, as illustrated in
Fig. 3(a). Optionally, the VM accesses can also go through
the native data path of a directly-mapped local storage, where
both the host software and the SmartNIC are not on the critical
path, as depicted in Fig. 3(b). The provider can configure the
data path to be either SmartNIC-mediated (Fig. 3(a)) or native
(Fig. 3(b)).

During LM, the FPGA SmartNIC works as the hardware-
based hypervisor, intercepting all I/Os from the VM and co-
ordinating them with the LM I/Os for data consistency. LM
I/Os are directly initialized by the SmartNIC on the source
host, entirely bypassing the CPU on the source host. Fig. 3(c)
shows that the SmartNIC takes advantage of its network ac-
cessibility and directly handles the data transfers between two
SmartNICs on the source and destination hosts.

Pyrocumulus architecture. Fig. 4 provides a system overview
of our on-SmartNIC LM approach. The LM controller mod-
ule on the SmartNIC is responsible for triggering, monitoring,
and managing an LM process on behalf of the software hyper-
visor running on the host. There are four possible datapaths.
For VM access (path 1O in Fig. 4), we adopt the access flow
introduced by FVM [45] between VMs and NVMe disks,
where each NVMe command is mediated by the FPGA be-
fore going into the NVMe controller. This design eliminates
host involvement. The SmartNIC on the source node handles
two LM-related paths, i.e., LM double write 2O and LM send
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Figure 4: Architecture diagram of FPGA-based SmartNIC.

3O. The destination SmartNIC handles LM receive path 4O.
Paths 1O– 3O exist in the source SmartNIC and path 4O exists
in the destination SmartNIC.

Live migration controller. The controller proactively gener-
ates LM-related send/receive commands and talks to its local
disks through the direct access interface introduced above.
During LM, the controller has full visibility over commands
on all paths shown in Fig. 4. Thus, the controller has full
interposition for consistency among VM-SSD paths and inter-
SmartNIC-SmartNIC network paths. All LM functionalities
in this work are designed in the LM controller.

Hardware requirements of Pyrocumulus architecture. Py-
rocumulus requires the NIC with a high-speed network, e.g.,
100+ Gbps. Pyrocumulus has very low FPGA memory/logic
requirements, so that nearly all FPGAs meet our requirements.
We prototype our design on a mid-range FPGA, i.e., Intel Ar-
ria 10 GX 160 [1] produced more than 5 years ago. An FPGA
with higher network bandwidth can maximize the benefits of
Pyrocumulus.

Software requirements of Pyrocumulus architecture. Each
VM installs a Pyrocumulus frontend driver that handles the
datapath of accessing NVMe, bypassing the host hypervisor
for high efficiency. To maximize the parallelism of the FPGA-
based SmartNIC and many local SSDs, the emulated host

queues on the LM module of the SmartNIC can be arbitrarily
used for the VM’s disk accesses. Users can specify their own
I/O scheduling policies across those emulated queues. In other
words, incorporating Pyrocumulus does not require chang-
ing users’ scheduling routine, thus avoiding unexpected per-
formance loss, which affects user satisfaction. While FPGA
SmartNICs offload some critical and costly features, such as
LM, from the hypervisor, the hypervisor still exists and runs in
the host software. Within the hypervisor software, a Pyrocu-
mulus backend driver handles control plane configurations to
the SmartNIC and local storage.

5 Migration Algorithm on FPGA SmartNIC

LM requires strong consistency, reflecting the most recent
writes from user programs in a VM during LM. All previ-
ous consistency tracking methods are designed for hypervisor
software. They are complex to implement and tune, even
in software. For example, dirty page tracking needs tremen-
dous engineering efforts to tune parameters to make the LM
finally converge, and double writes need complex code to
guarantee atomicity [54]. In Pyrocumulus, consistency track-
ing is executed by the hardware LM controller instead of by
host software. Thus, the tracking is resource-constrained and
should be hardware-friendly. We use double writes because
of its superior performance for VMs with local SSD [54].
Pointer-based sub-region partitions. A VM image is dis-
tributed across one or multiple contiguous address regions.
Each region is defined as a contiguous logical block address-
ing (LBA) region. Pyrocumulus proposes a double write al-
gorithm that is FPGA-friendly. This work partitions the LBA
space of each SSD that is being migrated into three logical
sub-regions, as shown in Fig. 5.

• Migrated, the sub-region that has finished being copied,
• inflightMigrating, with in-flight migration requests,
• toBeMigrated, the sub-region to be copied.

Pointer-based tracking with low hardware overhead. We
only need 4 hardware pointers to track LM progress. This
tracking also needs simple switch logic, which has low hard-
ware overhead, to check the address of each I/O, determin-
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Figure 5: A snapshot of Pyrocumulus double write LM con-
sistency tracking with four hardware pointers.

ing which of the above three regions the I/O falls into.
The 4 pointers are LM_RD_head, LM_WR_head, LM_RD_tail,
and LM_WR_tail, depicted by Fig. 5. LM_RD_head and
LM_WR_head indicate the progress of LM (local) read and
(remote) write commands submitted, while LM_RD_tail and
LM_WR_tail move forward when commands commit.
Pointer movement policy. Each of the 4 pointers can only
shift right sequentially (e.g., pointer X becoming X+N). Py-
rocumulus disallows any pointer jumps for low hardware
overhead. This significantly reduces the hardware logic of
tracking out-of-order (OoO) scenarios, where remote writes
to the destination disk may commit in an OoO manner due
to inevitable factors like network congestion or remote disk
latency variance for different blocks. This policy also signifi-
cantly reduces the buffers needed to keep intermediate state.
Note that each region defined in Pyrocumulus is a contiguous
physical address region, so pointer management does not need
to handle cross-region progress tracking.
Overall live migration algorithm in Pyrocumulus. The pro-
posed LM algorithm resides in the LM controller on the Smart-
NIC in Pyrocumulus systems, described in Alg. 1. Alg. 1 has
a source node part and a destination node part, where the
logic is running in the corresponding FPGA SmartNIC hard-
ware. Alg. 1’s presentation is simplified with only LM_head
and LM_tail, representing inflightMigrating sub-region
that is locked at a given time. In reality, all 4 pointers enable
better pipeline parallelism on the FPGA. While LM is not
complete (LM_tail < VM image size LEN) and the num-
ber of in-flight copies does not exceed the locking window
size WINDOW_S IZE, we continue to run the loop shown in
line3-line6 in the LM controller hardware.

• If the address of a user I/O falls into toBeMigrated
sub-region, i.e., the address of the user I/O is larger than
LM_head, the LM controller directly accesses the local disk
because the local disk has the most up-to-date data.
• If the address of a user I/O falls into Migrated sub-region,

when I/Os are user writes, the LM controller uses the func-
tion SendDoubleWrites in line10 to conduct the fol-
lowing three actions: (1) forwards the user write I/O to
the local disk on the source host, (2) duplicates the user
write I/O and initializes the consistency traffic to the dest
IP, and (3) waits until both local and remote writes are
successfully committed. Note that SendDoubleWrites is

Algorithm 1: Pyrocumulus LM algorithm.

// In source SmartNIC:
1 Procedure Live Migration():
2 ResetPointers();
3 while LMTail < LEN and

Numin f light <WINDOW_S IZE do
4 data← ReadLocalDisk(LMHead);
5 SendCopyData(dest IP, LMHead, data,

FLAG_COPY);
6 LMHead ← LMHead + 1;

7 Function OnTenantWrite(address, data):
8 if address < LMTail then
9 if no inflight writes on address then

10 SendDoubleWrites(dest IP, address, data,
FLAG_DOUBLE_WR);

11 else
12 if address > LMHead then
13 WriteLocalDisk(address, data);

14 else
15 Enqueue(address, data);

// Omit OnTenantRead() and OnRecvAck()
// In destination SmartNIC:

16 Function OnRecvData(address, data):
17 WriteLocalDisk(address, data);
18 SendAck(source IP, address);

synchronous. The LM can only proceed forward after re-
ceiving both ACKs. For user reads, the SmartNIC reads the
local disk since the local disk has the most up-to-date data,
with read-after-write support.
• If the address of a user I/O falls into inflightMigrating

sub-region, if the I/O is a user write, the LM controller
buffers the writes in order, until the lock is released from
that specific address (line15). For a user read, the LM con-
troller forwards it to the local disk if the address specified in
the user read request has no buffered write requests that ar-
rive before the read. Otherwise, the read request is buffered
in a queue as well until the address is released from the
locking window. Once the lock is released, the address is
re-marked from inflightMigrating to Migrated, and
the LM controller conducts the queued user I/Os in order,
following the above algorithm to handle I/Os falling into
Migrated sub-region.

The LM controller does not provide acknowledgment to the
VM until double writes are both committed. Later reads/writes
to the same address need to wait for the double writes to
complete. User commands are not stored in the LM controller
but in the VM queues. This reduces buffer requirements on
the FPGA for in-flight commands.



Algorithm 2: Pyrocumulus backpressure algorithm
between LM pause and VM user latency.

// In LM controller on FPGA SmartNIC:
1 Procedure Backpressure handler():
2 if !FLAG_LM_PAUSE then
3 if MAX_LAT_PERIOD > PAUSE_TH or net

bw not enough then
4 pause Live Migration();
5 Timepause← Timecur;
6 FLAG_LM_PAUS E← 1 ;
7 LMHead ← LMTail;

8 else
9 if Timecur - T imepause > PAUSE_DURATION

then
10 restart Live Migration();
11 FLAG_LM_PAUS E← 0;

6 Live Migration aware Network Management

Given an FPGA SmartNIC-enabled architecture and an FPGA
SmartNIC-managed LM algorithm, the remaining challenge
is how to manage and share the network bandwidth.

Baseline: Window-based congestion control. We begin
with analyzing the FPGA SmartNIC-based design described
in Sec. 5. The LM algorithm employs a hardware-assisted,
SmartNIC-based double write mechanism that manages a slid-
ing locking window over the LBA region to block in-flight
data blocks. This window functions as an implicit congestion
control mechanism: by proactively adjusting the window size,
the sender effectively throttles transmission and adapts LM
copy traffic to use available bandwidth efficiently, as shown
in Fig. 6(a). However, this paper shows that window-based
congestion control in LM has the following problems.

• This locking window only controls LM copy traffic, without
direct control of LM consistency traffic.
• The window-based approach is too implicit, with only indi-

rect bandwidth usage control and without prioritization or
QoS support, given that multiple classes of traffic co-exist.
• This mechanism delays user writes from VMs before the

locking window’s in-flight requests give ACKs back.

Pyrocumulus relies on the window-based mechanism on
the FPGA SmartNIC for hardware simplicity, while provid-
ing the following designs to overcome the above drawbacks,
stabilizing low user latency and reducing network contention.

Backpressure-enabled network management. We find that
when LM copy runs at a high rate, there are latency spikes
when measuring VM’s local read/write. The root cause of high
user latency in the window-based SmartNIC-driven Pyrocu-

mulus protocol is the absence of a backpressure mechanism4

between (1) how much LM-related network traffic is needed ,
and (2) how a VM’s local SSD access latency varies.

We pause LM when user latency spikes too high. This is
theoretically feasible because when pausing LM, we stop
blocking requests that fall into inflightMIGRATING sub-
region, which mitigates the queueing of requests. This idea
borrows the philosophy of Priority-based Flow Control (PFC),
throttling the LM traffic to prioritize user experience.

The major challenge is to make our backpressure effec-
tive and hardware-friendly. The LM controller decides (1)
when to pause LM, and (2) when to resume LM. Alg. 2
describes how the backpressure feedback is established be-
tween the VM user experience on local SSDs and the LM.
The provider pre-configures two parameters into the LM
controller hardware: (1) the latency threshold to trigger
LM pause, PAUS E_T H, and (2) the pause duration be-
fore resuming, PAUS E_DURAT ION. Pyrocumulus’s pause
condition checking and metric tracking has low hardware
overhead. First, we only monitor the maximum user la-
tency MAX_LAT_PERIOD within a period (e.g., 100 µs).
We trigger a pause when MAX_LAT_PERIOD exceeds
PAUS E_T H or when network bandwidth is occupied by
the user or core network and unavailable for LM (line3 in
Alg. 2). Second, we use a hardware counter to resume LM
after time reaching PAUS E_DURAT ION (line9).

At the beginning of the LM pause, we reset LM_head to be
LM_tail (line7). This discards in-flight copies and pauses
the LM process immediately. This is crucial to avoid network
contention that prevents the LM from pausing, which makes
user latency even worse. When resuming the LM, we replay
those discarded in-flight copies.

Delaying and rate limiting remote writes: worst case anal-
ysis. We observe that Alg. 2 works in most scenarios with
proper PAUS E_T H and PAUS E_DURAT ION set. How-
ever, the basic design still suffers from LM-induced network
contention even when LM is paused. This is because Alg. 2
only pauses LM copy traffic, while LM consistency traffic
(i.e., double writes) still uses the network when user writes
fall into MIGRATED region. This traffic always exists due to
the nature of the double write algorithm. As shown in Fig.
6(b), only LM copy traffic is stopped during the pause time,
while LM consistency traffic still takes a non-trivial amount
of network bandwidth. We generate user TX traffic, sending
1MB messages using 45% of the network bandwidth; During
the pause period, we increase user network traffic up to 90%
to study the scenario of network contention during LM. We
prioritize user network traffic over LM consistency traffic; LM
copy has the lowest priority. We find that when user network
traffic dominates, double writes are delayed, and user latency
to read and write local SSDs is affected, as shown in Fig. 6(c).

4This paper studies the backpressure between VM’s local storage latency
and the LM, different from L2/L3 backpressure between two nodes.
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Figure 6: Network contention studies between LM-related traffic and user latency. The shaded area is the pause period.

Table 3: System setups and workloads of each configuration.

Hardware Workload tested

Host Controlled CPU FIO, RocksDB, MICA
SoC Offload CPU + BlueField-2 FIO

Disk Assisted CPU + Special SSD FIO
Pyrocumulus CPU + Arria 10 FPGA FIO, RocksDB, MICA

Pyrocumulus supports full pause, as depicted in Fig. 6(d),
where all LM-related traffic is paused. We delay remote writes
needed during the pause until the LM is resumed. When a
user writes fall into MIGRATED region during the pause period,
local writes are immediately executed and delivered to the
user, and remote writes are kept in a DelayedWriteTable
on the FPGA SmartNIC. Alg. 3 shows how we augment
SendDoubleWrites with table-related operations. When the
LM is resumed, the function DelayedTableFlush() is exe-
cuted. Since delayed writes are asynchronously independent
from users’ SSD accesses, we prioritize normal double writes
over the delayed writes in the network. In addition, to pre-
clude the bursty traffic of delayed writes from overwhelming
the network, we rate limit delayed write traffic at a rate of
DELAYED_WRIT E_RAT E (line10).

We put the most recently accessed addresses in
DelayedWriteTable on a 64KB cache located on the FPGA
SmartNIC. Each entry of the cache stores a valid bit, a dirty bit,
and 8B address. The entire DelayedWriteTable is stored in
FPGA DRAM.

The hybrid LM algorithm we propose, relying on double
write when LM is not paused, while supporting both double
writes and dirty page tracking when LM is paused, will be
discussed in Sec. 7.6.

7 Experiment Results

7.1 Methodology
This work runs experiments on two Dell R730 servers with
dual 16-core Intel Xeon E5 2698v3 CPUs and 256 GB RAM.
Ubuntu 18.04 with Linux kernel version 4.17.12 is installed.

Algorithm 3: Rate-limited delayed remote writes.

// Producer of DelayedWriteTable
1 Function SendDoubleWrites(.., address, ..):
2 if !FLAG_LM_PAUSE then

// Normal double writes...

3 else
4 Insert addr to DelayedWriteTable entry;
5 Enable valid_bit & dirty_bit;

// Consumer of DelayedWriteTable
6 Function DelayedTableFlush():
7 while DelayedWriteTable not empty do
8 addr← ReadDelayTable(*entry);
9 data← ReadLocalDisk(addr);

10 RatedLimitedSendCopyData(..., addr, data,
FLAG_DWR, DELAYED_WRIT E_RAT E);

11 Disable valid_bit; *entry← *entry + 1;

Storage-optimized VMs. The VM is created by the QEMU/
KVM hypervisor. It is directly mapped to local NVMe SSDs
through an internally built SR-IOV interface on the FPGA.
The virtual cores are pinned to a group of physical cores for
more stable performance.

SSDs. Each server has up to 4 PCIe Gen3.0 x 4 NVMe SSDs.
Each SSD in use is Intel Optane 900P 280 GB [2]. Local SSDs
are mapped to VMs with near-native storage performance.

Networks. Each server has one Mellanox ConnectX-5
NIC [17], which is used by our baselines to perform software-
based LM. On the other hand, Pyrocumulus leverages a
100 Gbps network port on the FPGA SmartNIC for network
transfers to/from a remote FPGA SmartNIC.

Comparison configurations. This work tests the system se-
tups listed in Table 3.

Host Controlled: We run a libvirtQEMU/KVM hypervi-
sor with local SSD migration, similar to [54, 62]. 5–15 Xeon
cores are reserved for LM, with a double write algorithm.

SoC Offload: We use NVidia BlueField SoC [16], where
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Figure 7: Latency of MICA running w/ LM, Pyrocumulus
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Figure 8: RocksDB latency on Pyrocumulus w/ and w/o LM.

I/O handling is offloaded to the embedded ARM core on the
SoC. We statically provision 7 out of 8 ARM cores for LM,
with software based double writes.

Disk Assisted: We emulate its LM algorithm, hardware-
assisted dirty page tracking, on Pyrocumulus setting. Each bit
tracks the dirtiness of a 1GB region. This emulation is used
to measure LM time, which delivers the opportunistic result,
because our emulation does not count resource overhead and
contention on the CPU. Due to hardware inaccessibility, we
cannot accurately evaluate latency variance and resource cost.

User workloads. We measure the SLA, i.e., 99.99th percentile
latency, noted as p99.99. We compare users’ p99.99 from the
start to the end of the LM. First, we use FIO [29] to perform
sensitivity studies and explorations for all configurations. Sec-
ond, we also run db_bench [35] on top of the SPDK-based
RocksDB, with an ext4 file system installed. Pyrocumulus ex-
periments run from 2 to 8 threads for the RocksDB in the VM.
Third, we also run a co-located VM with a latency-sensitive
application alongside the VM being migrated. This aims to
test the host resource contention on shared caches and host
memory bandwidth. We use MICA [51], a memory-intensive
key-value store that does not have any SSD accesses.

7.2 Pyrocumulus Implementation

We use an Intel Arria 10 FPGA board with a PCIe Gen 3.0 x8
interface. The FPGA connects to the host and NVMe SSDs
through the root complex via PCIe. All the hardware modules
are written in Verilog and consist of ∼16,000 lines in total.

Network stack. Inter-FPGA communications in the same
cluster use Lightweight Transport Layer (LTL) reliable trans-
port protocol [32] with a priority-based flow control (PFC)
mechanism. The end-to-end round-trip time between two FP-
GAs is 4µs, measured by ping messages.

NVMe Stack. The FPGA SmartNIC and NVMe SSD con-
trollers communicate through the PCIe TLP message module.
If the remote write is needed, the NVMe stack sends the result
to the network stack to perform the LTL connection. Other-
wise, the stack initiates the DMA engine to copy the result

to the host DRAM. Commands are stored in a 512KB data
buffer, which is managed by credit-based buffer allocation.
The prototype also provides a register interface for the control
plane to configure or access registers of the NVMe stack.

Host stack. Host-SmartNIC communications go through the
FPGA shell built-in host DMA stack. It decodes a PCIe trans-
action and sends I/O commands to the right hardware module.

Driver. This prototype implements the control path func-
tionality for configuring NVMe SSDs in user-space libraries,
based on the open source OFA driver [18]. There is an addi-
tional software piece with ∼200 lines of C code.

Integrating Pyrocumulus LM into host software. The
LM controller in Pyrocumulus can be ported to the
hypervisor. For example, to work with a QEMU/KVM
emulated NVMe interface, this prototype modifies
qemuMonitorBlockdevMirror in libvirt, instead of its
original LM implementation in QEMU_block_job.

7.3 User Performance Transparency

Live migration co-located with MICA. We inject MICA re-
quests with 50%/50% GET/SET, and it assigns 28 threads on
both the source and the destination hosts, one thread per core.
For the baseline, we use the LM feature of the QEMU/KVM
hypervisor for VMs with local storage. Five cores are stati-
cally reserved for Host Controlled LM. Hyperthreading is off.
Ideally, LM should not interfere with MICA.

Fig. 7 shows the latency comparisons of MICA SETs and
GETs. Pyrocumulus lowers the latency of GETs by 6× and
9.4×, in terms of p99 and p99.99 latencies. Similarly, p99 and
p99.99 latencies of MICA SETs decrease due to Pyrocumu-
lus design by 12.4× and 12.1×. Host memory bandwidth con-
tention is the reason for the significant MICA latency increase
in the baseline. We measure that 120 MOps MICA throughput
would roughly consume 33 GB/s memory bandwidth, and the
peak MICA throughput reaches up to 190 MOps, taking up
to 86% host memory bandwidth.

Live migration for a VM running RocksDB. This test
uses the RocksDB official benchmarking tool db_bench [35]
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Figure 9: LM time comparison of a 200 GB VM image.

to generate test traffic. RocksDB key size is 30 bytes, and
the value size is 30KB. The readwhilewriting pattern
is measured. Compression is disabled to achieve high SSD
bandwidth and exhaustively compete for resources with LM.
RocksDB I/Os are prioritized over the LM I/Os by our hard-
ware. This RocksDB workload takes ∼7 seconds to initialize;
therefore, LM is started at the 10th second to ensure RocksDB
is ready when LM starts. We end the RocksDB workload
when the LM completes successfully.

We find the Host Controlled LM induces a 9.8% p99.99
latency increase. In contrast, Fig. 8 shows Pyrocumulus only
increases p99.99 latency by 1.4%.

Live migration for a VM running FIO. We run FIO to test
the upper-bound of user throughput when co-running with
LM. The VM runs 4 KB random writes/reads at 2 GB/s on
the source node, with read:write ratio of 1:9. Since FIO is a
high performance storage access library that can access lo-
cal SSDs at line rate with little software overhead. We find
p99.99 latency has negligible drops on Host Controlled, SoC
Offload, and Pyrocumulus. However, throughput-wise, Py-
rocumulus outperforms the other two baselines significantly.
The throughput with or without LM is nearly the same on
Pyrocumulus. The Host Controlled and SoC Offload have
throughput drops of 57% and 75%, respectively. This is be-
cause the two baselines statically provision compute resources
for LM to avoid latency variances. SoC Offload has a more se-
vere drop than Host Controlled because the SoC is nearly fully
occupied to make a LM successful, thus has little compute
resources left to offload I/O processing on the SoC [49, 56].

Due to hardware inaccessibility, we cannot accurately eval-
uate user performance transparency when LM is performed
based on the Disk Assisted approach. However, we expect
significant CPU resource contention due to the need for log
processing and extra I/O handling on the CPU.

7.4 Live Migration Time

We collect the LM time for those successful tests where LM
can converge. The VM image size in this test is 200 GB. We
run FIO with a read:write ratio of 1:1, with 4KB requests. We
increase the FIO request rate from 0 up to 3.5GB/s; thus, the
maximal write rate we test is 1.75 GB/s.

Fig. 9 shows comparisons of LM times across different user
write rates. First, the LM time of the Disk Assisted increases

Table 4: Pyrocumulus FPGA usage.

Modules ALMs BRAM (Mbits)

NVMe Stack 9,695 (2.3%) 4.296 (7.7%)
Network Stack 6,395 (1.5%) 1.203 (2.2%)

Host Stack 3,738 (0.9%) 2.089 (2.2%)
LM Controller 3,725 (0.9%) 2.09 (3.8%)

Table 5: Comparing minimal costs of a successful LM.

Hardware Platform Min Cost

Host Controlled Intel Xeon E5-2673 v4 15 × ∼$100
SoC Offload NVidia BlueField-2 2 × ∼$1,000
Pyrocumulus Intel Arria 10 FPGA 0.9% of ∼$500

substantially when the user’s random write rate is greater than
170 MB/s. This is due to the dirty page tracking algorithm the
Disk Assisted approach uses in the SSD hardware [27], where
dirty page tracking granularity is too coarse-grained, at 1GB
granularity. Note that this experiment does not include the
overhead of offloaded writes in the Disk Assisted approach,
as we do not have that type of real hardware SSD. The actual
LM time is even higher. The Host Controlled and SoC Offload
approaches both implement a double-write algorithm within
the host software. While the SoC Offload method delivers
low and stable LM time with increasing write rates, its per-
formance degrades sharply beyond 1.2 GB/s. This inflection
point is caused by resource exhaustion on the SoC, which is
overwhelmed by the latency management software overhead.
The Host-Controlled approach maintains low latency across
all write rates due to sufficient resource provisioning, albeit
at a higher cost, which will be discussed in Sec. 7.5. Over-
all, at 1.4 GB/s user write rate, Pyrocumulus delivers 19.6×
and 17.8× faster LM, compared with SoC Offload and Disk
Assisted LMs, respectively.

7.5 Cost

Hardware overhead of Pyrocumulus. The LM controller
module is highly resource-efficient. Implementation on an
Intel Arria 10 FPGA–a low-cost platform released in 2013–
consumes only 0.9% of adaptive logic modules (ALMs) and
3.8% of block RAM (BRAM). We anticipate this overhead
would be substantially lower on contemporary SmartNICs
such as Azure Boost [19]. A breakdown of hardware over-
heads in our FPGA SmartNIC prototype is shown in Table 4.

Total cost comparison. We compare the minimal compute
resource budgets required for successful LM under random
writes at 2 GB/s. As summarized in Table 5, the Host Con-
trolled approach requires 15 CPU cores on an Intel server,
with an estimated per-core cost of ∼$100. Our analysis shows
that a single NVIDIA BlueField-2 SmartNIC (∼$1,000) is in-
sufficient for VM migration at this write rate. We estimate that
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Figure 13: Study of resource cost on Host Controlled LM.

successful LM requires resources on at least two BlueField-2
cards.5 In contrast, Pyrocumulus leverages an FPGA (∼$500).
This achieves estimated cost savings of at least 3–4×, since
Pyrocumulus does not dedicate the entire FPGA for LM. Disk
Assisted has two inherent cost factors: the substantial CPU re-
sources it still requires and the premium for advanced NVMe
SSDs that support SSD-based LM. As the market price for
such specialized SSDs is unclear, a direct cost comparison is
not feasible.

Root cause of the cost. We attribute high LM cost primar-
ily to substantial software overheads, after studying more
on the Host Controlled approach. First, during LM, the host
CPU should intercept the user’s virtual I/Os, send data and
receive acknowledgment over the network, and manage migra-
tion I/Os. Such an interception costs up to 80% CPU cycles
due to guest interrupts, context switches, and cache pollu-
tion [28, 44, 45]. Second, each consistency message triggered
by the LM algorithm has high CPU overhead. Each message
involves lock synchronization, order checking, and network
operations.Worse, the number of consistency messages can
grow significantly with the rate of local SSD writes, as shown
in Fig. 13(a). Additionally, the double write algorithm gener-
ates far fewer consistency messages than dirty page tracking
during LM; however, it still produces up to 30 million mes-
sages when the user issues random writes at 1.8 GB/s, shown
in Fig. 13(b). Since Pyrocumulus customizes an efficient hard-
ware module to handle copying and consistency, the software
overheads are eliminated.

5Coordinating multiple SoCs for LM is beyond the scope of this paper.

7.6 Sensitivity Studies of Pyrocumulus

User write ratio. Increased write rates result in reduced LM
throughput and greater variance in user latency. As depicted
in Fig. 10 for a 2GB/s user request rate, Pyrocumulus signifi-
cantly outperforms alternative approaches. Specifically, under
a 90% write ratio, the baseline window-based congestion con-
trol and the backpressure algorithm (Alg. 2) exhibit p99.99
latencies 3.6× and 3.2× higher, respectively. For other write
ratios (10% and 50%), Pyrocumulus reduces p99.99 latency
by factors ranging from 1.78 to 1.94. This performance im-
provement entails a trade-off: Pyrocumulus sacrifices 20–35%
of LM throughput compared to the baseline to maintain low
user tail latency. We deem this trade-off acceptable, as the
backpressure algorithm also impairs LM progress by employ-
ing pauses, yet these pauses are not effective at mitigating
user latency variance.
Rate limiting consistency-related traffic. We evaluate Alg. 1
under a user workload running at 2 GB/s on a local Intel
Optane 900P SSD, with read:write ratios of 1:9, 3:7, 5:5, and
9:1. Fig. 11 shows that user latency suffers an exponential
increase as the volume of consistency traffic grows.

To mitigate this, Pyrocumulus delays remote writes and
transmits them asynchronously after resuming a paused LM
process (Alg. 1+2+3). As shown in Fig. 12, rate-limiting this
delayed traffic to below 2 GB/s effectively reduces p99.99
tail latency and increases LM throughput. This strategy is
crucial for LM success under network contention; performing
delayed writes lazily after a resume reduces the burst of con-
sistency traffic, thereby alleviating contention. We observe
that approximately 10% of delayed remote writes are obsolete,
as the target addresses were overwritten with new data before
the delayed write could be executed. In that case, we make
that address invalid in the DelayWriteTable and cancel that
particular obsolete write. Fig. 14 shows p99.99 latency vari-
ance over time. Pyrocumulus’s full design, combining our
three algorithms, delivers much lower user latency.
Hotness of address accesses. The double writes algorithm
we use has the downside that VM’s I/O performance is di-
rectly coupled to the network and target device performance;
an I/O operation cannot be acknowledged to the VM until it
is mirrored. Thus, workloads with high write locality to a few
blocks can generate significant network traffic. In practice,
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Figure 14: Effectiveness of network contention avoidance.

the guest OS cache can mitigate this scenario. In addition,
Pyrocumulus’ delayed remote write during pause is a dirty
page tracking like algorithm, which can balance the down-
side of double writes. Thus, Pyrocumulus hybridizes two
algorithms, making VM and LM more stable and robust. For
example, we can explicitly control the migration convergence
by deciding when to resume LM.

FPGA mediation performance overhead. During LM, all
I/Os from the VM have to go through the FPGA SmartNIC,
adding an extra PCIe hop between the CPU and local SSDs.
Latency-wise, 1–2µs added by such mediation is negligible
compared with the long tail latency of disk I/Os. Throughput-
wise, the FPGA will not become the bottleneck since it has
enough parallelism to handle intensive I/Os traffic up to tens
of GB/s. When LM does not happen, VM accesses do not
have to go through the FPGA SmartNIC; they can still go
through the VM–SSD native path.

8 Related Work and Discussions

SmartNICs in the cloud. Leveraging SmartNICs to of-
fload critical features such as LM is practical and deploy-
able. Production-ready solutions using SmartNIC-enabled
systems have emerged in current cloud platforms, such as
AWS Nitro [9], Azure AccelNet [36], and Alibaba Cloud
CIPU [7]. Therefore, there are no extra capital expenditures
when deploying Pyrocumulus into clouds that have FPGA
SmartNICs. In addition, cloud providers go to great lengths to
offload suitable applications onto SmartNICs and minimize
costs on the host [34, 37, 40, 41, 46–48, 52, 53, 57, 61, 63–65].
Its applicability ranges from network, storage, to virtualiza-
tion [32, 36, 45, 56]. Pyrocumulus is the first to offload LM
on SmartNICs and the first to propose hardware-based LM.

Live migration. The most related proposals are LM tech-
niques for VMs with local SSDs [54, 62]. However, they do
not consider workload characteristics for storage-optimized
VMs. Pyrocumulus also distinguishes from the two works
in terms of the SmartNIC offload, hardware customization,
and enabling LM pause/resume, rather than pausing VM or
cancelling LM [54, 62]. Additionally, Pyrocumulus relies on
double write when LM is not paused, while supporting both

double writes and dirty page tracking when LM is paused.
Finally, Pyrocumulus targets local storage, while other pro-
posals have other LM resource targets, ranging from mem-
ory [39, 43, 62], RDMA connections [50, 59] and network
states [33, 58, 60, 62, 66, 67].

Why FPGA SmartNICs are better than SoC SmartNICs
for LM. The high resource cost of LM makes it impossible
for many LM jobs on SoC SmartNICs to finish; these jobs
easily fail because we do not have enough SoC resources to
provision for LM. Worse, the LM resource provisioning takes
up nearly the entire SoC just for LM, losing SoC resources to
support other important offload features such as virtualization
and network services.

9 Conclusions

This work enables live migration (LM) for storage-optimized
VMs that have directly mapped local SSDs, low tail latency
SLA targets, and intensive disk accesses. The unique chal-
lenge of this research problem is that LM needs a mini-
mal compute/memory budget and dynamic network con-
tention management. Enabling LM for storage-optimized
VMs comes with high resource overheads. Providers cannot
hope to avoid high resource usage by simply allocating fewer
resources and accepting a slower LM time – LM is a win-or-
lose game. In fact, LM cannot converge successfully if LM
resources are not sufficient; LM will fail even if LM resources
are enough during most of the LM time. Therefore, the un-
desirable consequence is that the inevitable high overhead
leads to high costs because non-trivial LM compute/memory
resources must be statically provisioned for a successful LM.
Worse, LM is also vulnerable to network contention.

Pyrocumulus offers user-transparent, fast, and low-cost LM
on FPGA SmartNICs. Contributions are threefold. First, we
are the first to target LM storage-optimized VMs. We show
that LM compute/memory resources are feasible to be cus-
tomized in low-overhead hardware, therefore avoiding high
resource costs induced by software overhead. Second, we
propose to statically provision a small hardware module on
FPGA SmartNICs. We also leverage SmartNIC’s efficient
network access and provide LM-aware network contention.
Unlike prior work, we enable LM pause, with a hybrid LM
algorithm to control LM traffic overhead, paused or unpaused.
Third, Pyrocumulus lowers the bar of deployment without
adding extra capital expenditures, introducing resource con-
tention, or user performance interference.
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