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Abstract

Platforms like Kubernetes are widely adopted for deploy-
ing latency-sensitive cloud services in containers, and CPU
resources for these containers are over-provisioned to en-
sure low 99th percentile tail latency under peak load. At the
same time, cloud services exhibit bursty traffic patterns re-
sulting in CPU usage variability that creates opportunity to
harvest ephemerally unused CPU cores to run latency-tolerant
containers. However, existing resource controls do not allow
latency-sensitive containers to share unused cores without
compromising their low tail latency objectives. Prior research
on performance isolation is inadequate for container systems
because it requires modifying applications and system soft-
ware, employs offline profiling, and does not account for in-
terference from processing container networking interrupts.
We present HarvestContainers, a system that protects latency-
sensitive containers from all sources of interference while
harvesting their spare CPU cores to run latency-tolerant con-
tainers. Our solution dynamically determines the safe number
of CPU cores to harvest and does not require rewriting appli-
cations or OS. We implement HarvestContainers integrated
with Kubernetes and evaluate it experimentally. Our evalua-
tion shows that latency-sensitive containers with microsecond-
scale service level objectives can share up to 75% of their
unused CPU cores while maintaining tail latency within 4%
of standalone operation.

1 Introduction

Despite the widespread adoption of container-based virtu-
alization, achieving efficient resource utilization while meet-
ing stringent Service-Level Objectives (SLOs) in container
platforms remains a challenge. Cloud platforms like Google
Kubernetes Engine, Amazon Elastic Kubernetes Service, and
Azure Kubernetes Service [5,9,41] allow users to deploy thou-
sands of containers within a single cluster of servers. These
platforms rely on containers to host a variety of application
types, ranging from latency-sensitive (e.g., web search) to
latency-tolerant (e.g., throughput-oriented machine learning
training). Over-provisioning container resources is a common
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strategy to ensure latency-sensitive applications meet SLOs
under peak demand [6, 14, 15], but leaves their compute capac-
ity under-utilized [28,31]. Users of container platforms are
faced with two unfavorable options: waste resources to protect
tail-latency, or share resources and risk violating SLOs.
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Figure 1: Number of CPU cores used by MySQL (in B) over a 5 ms period.
Ephemerally available CPU cores (in O) represent opportunity for harvest.

Latency-sensitive services typically exhibit bursty traffic
patterns that are reflected in their CPU usage [1,2,25], and
the CPU usage variability introduces opportunities for har-
vesting unused CPU cores to run latency-tolerant containers.
For example, Figure | demonstrates the significant variability
in CPU cores used by a latency-sensitive application. In this
scenario, demand peaks at 8 cores despite using 4 cores on
average. Over small periods of time (e.g., on the order of a few
milliseconds as depicted) core usage fluctuates, and during
these brief periods unused cores are ephemerally available
and can be harvested for use by other containers. Harvesting
cores effectively is difficult because of this brief window of
opportunity: cores must be reassigned quickly (i.e., on the
order of microseconds) to take full advantage of their avail-
ability. Furthermore, harvesting all unused cores increases the
likelihood of interference, and so a subset of cores must be
carefully selected with respect to the locality and burstiness
of the latency-sensitive container. OS-level resource controls
for containers are designed to share all unused cores and react
too slowly to reassign cores within these tight constraints.
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To increase resource efficiency, container platforms need a
performance isolation mechanism that allows them to safely
share some unused cores without compromising tail latency
response times.

Existing approaches to performance isolation do not ad-
equately address the opportunities and challenges present
in container environments. First, these approaches use tech-
niques that entail complex development and implementation
overheads for containers. For example, Caladan [20] and
Shenango [38] necessitate a custom thread library, requiring
developers to change application source code and limiting ef-
fectiveness to highly concurrent applications that can use this
library. SmartHarvest [43] supports unmodified applications
in virtual machines (VMs) but instead requires modifying
and recompiling the underlying hypervisor, shifting the com-
plexity to platform operators. Second, they do not account
for interference from interrupt handling. Container platforms
are susceptible to interference from the large number of in-
terrupts generated by container networking. These interrupts
are often unpredictable, can be scheduled on the same cores
as latency-sensitive containers, and represent an additional
source of contention.

We demonstrate through proof-by-construction that con-
tainer performance isolation can be achieved without chang-
ing well-established paradigms by introducing HarvestCon-
tainers, a system that enables latency-sensitive containers to
safely share their spare CPU resources to be harvested. Our
solution targets cloud container platforms running a mix of
latency-sensitive workloads that occasionally need exclusive
access to CPU cores and latency-tolerant workloads that can
run on spare cores. It supports both bare-metal and VM de-
ployments where the guest has full control over its cores, and
is implemented as a Linux kernel module that can be loaded
and unloaded on demand alongside an existing Linux ker-
nel. This module extends the functionality of the OS without
changing its source code or operations. Our design allows
platform operators to easily integrate performance isolation
with existing container platforms, thereby greatly increasing
their CPU utilization.

The key insight to our design is that we mimic the CPU
scheduling behavior when a latency-sensitive container runs
standalone: when threads become ready to run, they do not
wait in the dispatch queue of busy CPU cores, and are instead
immediately dispatched to idle cores with warm cache. When
cores are available for harvest, HarvestContainers holds some
in reserve as a buffer that allows latency-sensitive container
threads to run as soon as they become ready, mimicking stan-
dalone operation. Furthermore, it selects buffer cores that are
free from interrupt interference to provide better isolation.
The remainder of idle cores are shared with other containers
until the buffer needs to be replenished.

Harvesting cores from individual latency-sensitive contain-
ers has a multiplicative effect when operating at scale. When
HarvestContainers integrates with a container platform, it en-

ables awareness of harvested resources, increasing the ability
to make better use of CPU cores on each individual server.
This in turn increases efficient CPU utilization across entire
clusters of servers.

Our work makes the following contributions:

1. We demonstrate how performance isolation for contain-
ers can be achieved with non-invasive techniques. Our
solution does not require changing OS or application
source code, and supports sub-100 us 99th percentile
(P99) tail latency SLOs.

2. We identify and mitigate the impact of interrupt request
handling on latency-sensitive containers.

3. We present a lightweight heuristic that dynamically de-
termines (i.e., without profiling) how many CPU cores
can be safely harvested.

4. We integrate our solution with Kubernetes and evaluate
it empirically, and harvest up to 75% of unused cores
from a latency-sensitive container while keeping its tail
latency within 4% of standalone operation.

2 Limitations of Existing Mechanisms
2.1 OS Resource Controls

Linux cgroups. Container CPU resource controls are pro-
vided by the cgroups cpu subsystem [21] under Linux. These
controls are not comprehensive enough to share CPU and also
protect latency-sensitive containers from interference. They
partition CPU by time, whereas latency-sensitive containers
need exclusive use of entire cores during periods of peak
demand. Cgroups expresses CPU resources as shares (pro-
portion of CPU time relative to other containers) and quota
(limit on maximum amount of execution time during a given
period). Neither setting restricts the specific cores where a
container may be scheduled, only how long it can execute.
Furthermore, these constraints are only enforced during peri-
ods of resource contention. This enforcement occurs on the
order of milliseconds, which is too slow to meet the needs of
applications with microsecond tail-latency SLOs. To achieve
consistently low tail-latency, a container must have resources
available immediately upon request. Any delay dispatching
its ready threads that handle incoming requests greatly affects
its tail latency.

Figure 2 demonstrates the limitations of cgroups. A latency-
sensitive container running MySQL at Sk Requests Per Sec-
ond (RPS) is scheduled alongside a throughput-oriented con-
tainer that keeps cores fully utilized when executing. The
MySQL container is provisioned with 8§ cores needed to han-
dle peak demand. During periods of lower demand, idle cores
can be shared with the throughput-oriented container. We at-
tempt resource sharing via cgroups shares and quota settings.
The first setting restricts the throughput-oriented container to
1/9 shares of CPU time and gives 8/9 shares to the MySQL
container. The result is all cores are utilized but MySQL tail
latency (P99 response time) is 250% over standalone op-
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Figure 2: Latency-sensitive MySQL container tail latency (top) and CPU
core utilization (bottom) when running standalone and co-located with a
throughput-oriented container limited by cgroup resource controls. Our
solution “HarvestContainers” achieves the same latency as Standalone
MySQL while harvesting three CPU cores.

eration. If we restrict the throughput-oriented container to a
quota of 6/8 cores, MySQL latency improves, but is still 225%
higher than standalone. Restricting the throughput-oriented
container to both 1/9 shares and 4/8 quota further improves
MySQL latency, but it is still 19% higher than standalone.
We provide head-to-head evaluations of cgroups vs. Harvest-
Containers in Section 5.7. In our experience, no combination
of shares/quota can both improve CPU utilization and also
protect tail latency SLOs.

Realtime CPU Schedulers. Linux offers a realtime scheduler
class (RT) with two fixed priority scheduling polices named
SCHED_FIFO and SCHED_RR, and a deadline-based pol-
icy named SCHED_DEADLINE. These policies are useful in
embedded systems scenarios, but have major drawbacks for
the cloud systems targeted by HarvestContainers. Threads
scheduled with SCHED_FIFO do not execute within a time
slice and are only preemptible by other threads with higher
priority. Applications scheduled this way must be designed to
gracefully yield when not doing useful work since they can
dominate CPU resources indefinitely. Container orchestrators
manage server clusters with generic workloads, and opera-
tors cannot rely on deployed containers to be realtime-aware.
Making this assumption leads to platform instability [35].
SCHED_RR works in a round-robin fashion and has the same
limitation because its round-robin scheduling only applies to
tasks with the same priority. SCHED_DEADLINE can pro-
vide tasks with guaranteed timeslices for low response times
under predictable workloads, but the kernel forbids those tasks
from forking so as not to jeopardize admission control. This
limitation prevents it from working with containers since the
fork/exec paradigm is a cornerstone of most applications [7].

2.2 Orchestration Platforms

Container orchestration platforms like Kubernetes rely on
OS resource controls like cgroups, so the limitations of these
controls extend up the stack. For example, in Kubernetes CPU
resource requirements are expressed as requests and limits,
which map to cgroups shares and quota, respectively. They
are used to categorize containers into Quality of Service (QoS)
classes [4]. QoS classes can guarantee exclusive cores for a
latency-sensitive container, but prevent those cores from being
shared when unused. Since requests and limits are enforced
by cgroups, they cannot protect the tail latency of latency-
sensitive containers while harvesting spare CPU cores to run
latency-tolerant containers.

2.3 Interrupt Request Handling

Latency-sensitive containers cannot maintain low tail la-
tency with interrupt request (IRQ) activity on their cores. Ta-
ble | demonstrates the impact of interrupt interference on
latency-sensitive containers, which inflates the P99 latency
by up to 33% over standalone. Interference from IRQ han-
dling is a new problem for performance isolation and remains
unaddressed in related work. Handling interrupts for contain-
ers is difficult because container networking generates up to
3x more interrupts than bare metal or virtual machines. This
interrupt activity necessitates reserving an even larger buffer
to reduce the chance of disrupting the container, diminishing
the potential for harvest. We discuss this problem further in
Section 3.5.

P99 with

App RPS Standalone P99 IRQ Interference

Memcached 50k 49.1 us 65.5 us (+33%)
MySQL 4k 411 us 501 us (+22%)
Xapian 2.5k 2.8 ms 3.4 ms (+21%)

Table 1: Impact of interrupt interference on latency-sensitive applications.

Existing solutions can steer interrupt handling to different
cores but lack semantic awareness of latency-sensitive contain-
ers, and are unable to prevent interrupt handling interference.
The Linux kernel mechanisms Receive-Side Scaling (RSS)
and Receive Packet Steering (RPS) [19] target improving
network throughput by spreading interrupt handling across
multiple cores. The irgbalance [10] userspace tool distributes
interrupts across different cores to spread the burden of inter-
rupt handling. And Linux Receive Flow Steering (RFS) [19]
and proprietary hardware-specific tools like Intel FlowDi-
rector [23] place network traffic interrupts on the cores of
applications that generated the traffic. These tools work well
for processes on bare metal machines, but cannot track flows
across virtual Ethernet interfaces in container systems.
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3 HarvestContainers: Approach and Design

In this section, we present our approach to container perfor-
mance isolation. To aid in discussion, we refer to containers
hosting latency-sensitive applications as Primary and con-
tainers hosting latency-tolerant applications as Secondary.
We discuss scenarios involving a single Primary and single
Secondary, but note that HarvestContainers supports running
multiple Primaries and Secondaries simultaneously.

3.1 Design Objectives
A container-focused performance isolation system should
achieve the following objectives:

1. It must recognize the immediate state of a Primary’s CPU
cores. As the Primary runs, its cores change between
Active (currently executing tasks) and Idle (not currently
executing any task) states.

2. It must draw on CPU state information to determine
the resource needs of the Primary container. Workload
changes create a surplus or deficit of unused cores, which
determines whether resource sharing can occur.

3. It must modify the Secondary’s core assignments in re-
sponse to a surplus or deficit of cores. If there is a surplus,
some cores should be shared with the Secondary. If there
is a deficit, cores should be unshared and made exclusive
to the Primary.

4. It must communicate with the container orchestrator to
detect new container deployments to manage their re-
sources accordingly.

We distill these objectives into four types of operations.
First, we Monitor the system to track the immediate state of
Primary CPU cores. Monitoring must happen as quickly as
possible to recognize ephemerally available unused cores (a
surplus) or reclaim cores the Primary needs (a deficit). It must
also be comprehensive enough to include CPU usage from
sources both visible and invisible to the scheduler. Second,
we Balance cores shared between Primary and Secondary.
Balancing must take into account the historic resource needs
of a Primary to determine how many cores can be safely
shared. To absorb sudden bursts of activity, a Primary should
always hold some spare cores in reserve as a buffer. When
deciding which cores to keep exclusive and which to share
we take into account the locality of Primary threads to pre-
serve warm caches. After the Balance operation has identified
cores to share, we perform an Actuate operation to update
assignments for the Secondary. Actuate never modifies the
Primary’s assignments, so the Primary can behave as if it is
running standalone. Instead, we only grow the Secondary’s
core allocation when there is a surplus and shrink it when
there is a deficit. Finally, we Listen for messages from the con-
tainer orchestrator to know when a new container is deployed.
The Listen operation works with the orchestrator control plane

to determine the type of the container being deployed (Pri-
mary or Secondary) and what its resource needs are. In the
remainder of this section, we discuss how each of these four
operations fits into the design.

3.2 Monitoring the System

The Monitor operation continually records the instanta-
neous state of CPU cores. This state data is also accumulated
to include how often each core has been used by a Primary
or Secondary container, and how long the Primary demon-
strated a deficit or surplus of idle cores over a system-defined
period. Because the CPU scheduler is unaware of interrupt
activity, Monitor also gathers information on how often each
core handles interrupts. This state data is recorded histori-
cally and used to determine the resource needs of the Primary
during the Balance operation. Continuous monitoring is nec-
essary to quickly identify when and how unused cores should
be shared, increasing resource utilization and decreasing the
potential for disrupting the Primary. Many performance iso-
lation techniques achieve monitoring by modifying the ap-
plication [8,20] or OS [43]. We can avoid this overhead in
a container environment since all containers share the same
kernel. Instead, we perform monitoring from within kernel
space via a kernel module that allows us to recognize CPU
state changes on the order of nanoseconds.

3.3 Sizing Buffer Cores

When a Primary’s workload increases, its threads wake up
and need to be immediately scheduled on unused cores. To
ensure this condition, we reserve some unused cores as Buffer
to absorb sudden bursts in Primary workload. Using a buffer
allows the Primary to operate as if it is the only container
on the system by preventing delays in scheduling threads to
idle cores. The subset of unused cores not reserved as Buffer
is safely shared with the Secondary. We refer to these cores
as Harvest cores. They represent the set difference between
unused and Buffer cores.

Sizing buffer cores is critical to allowing the Primary to
behave as if it is the only container on the system. We dy-
namically determine this sizing via a heuristics-based ap-
proach. Existing approaches require OS/application changes
(e.g., through the use of green threads [20] and instrumen-
tation [8]) or result in sub-optimal decision making (e.g.,
over/underestimation via machine learning prediction [43]).
Our evaluations show that employing a lightweight heuris-
tic can achieve the same tail-latency guarantees as existing
approaches while minimizing overhead.

The Balance operation employs our heuristic and decides
which cores to use for Buffer and Harvest. The number of
cores that can be harvested depends on the amount of buffer
a Primary needs. The need for buffer changes as a Primary’s
workload changes. During periods of higher demand, more
buffer is required to absorb sudden bursts in activity. During
periods of lower demand, less buffer is required. The number
of idle cores available relative to the amount of buffer needed
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creates a surplus or deficit of cores. Cores that have been
historically used by Primary threads are preferred as Buffer to
preserve cache locality. Doing so improves the performance
of the Primary, especially when operating at microsecond-
scale latency. Cores that show heavy interrupt activity are
preferred as Harvest cores. Biasing these cores toward the
Secondary helps to shield the Primary from disruption.

How much Buffer a Primary needs depends on its bursti-
ness, which is the number of its threads that become active
over a short period of time and must be dispatched on idle
cores. Burstiness can be characterized by how often the Pri-
mary needs to use all of its available cores. We quantify this
property online using a system-defined sampling time (e.g., 1
second), where we record the fraction of the sampling time
that all of a Primary’s provisioned cores, as stipulated by the
developer as the container size, are utilized. We term this
value the All-Cores Busy Fraction (ACBF) since it is indica-
tive of a condition where the Primary’s utilization is at 100%.
ACBEF is specific to a given Primary for a specific workload.
To confirm this intuition, we plot the ACBF values for dif-
ferent Primaries as a function of request rate for different
workloads in Figure 3. The ACBF for the given Primaries is
small due to their bursty nature that results in very brief but
unpredictable periods where all threads wake up simultane-
ously and require the use of all cores. The ACBF for the peak
workload of a Primary represents the most difficult scenario
for harvest.

Memcached MySQL Xapian
0.015 0.09 0.12
é 0.010 0.06 0.08
< 0.005 0.03 0.04
0.000 0.00 0.00
ofofofoloy, 2K K Ok BK L0803 0% 0k

Figure 3: All-Cores Busy Fraction (ACBF) values for different Primaries
at different loads. Note that ACBF increases with increase in RPS.

As the workload decreases, the ACBF also decreases since
fewer resources are needed. For example, at 4k RPS Xapian’s
ACBF is 0.13 whereas at 2k RPS the ACBF is 0.01. Figure 3
shows this trend is consistent across all the Primaries we
tested (Memcached, MySQL, and Xapian). We refer to these
increases and decreases in ACBF as the waxing and waning of
the Primary, respectively. HarvestContainers reacts to waxing
and waning conditions through the use of an Observation
Phase and a Harvest Phase.

Observation Phase. Each workload a Primary handles has
a different waxing and waning pattern that varies the ACBF
over time. We employ an Observation Phase to capture these
patterns and use them to decide when to increase or decrease
buffer size. A Primary begins waxing when its workload con-
tinually increases, thereby increasing CPU utilization. It be-
gins waning when its workload continually decreases, in turn

decreasing CPU utilization. During the Observation Phase
of a Primary, harvesting is disabled (i.e., no cores are shared
with the Secondary) and its ACBF values are recorded at reg-
ular intervals (e.g., 1 second). The values collected during
the Observation Phase form the ACBF curve. The duration of
the Observation Phase is system-defined, and is set to 60 sec-
onds in our implementation. If the ACBF curve is bounded
by its ACBFyje, and ACBFy,,, values, a window is formed
that characterizes the CPU utilization of the Primary when
it is operating at a specific workload. We term this window
the Current Harvest Window (CHW). When a Primary is
deployed, it always begins in an Observation Phase.
Harvest Phase. Once an Observation Phase completes, the
system enters a Harvest Phase during which it dynamically
adjusts the Primary’s buffer size while allowing spare cores
to be harvested for the Secondary. These adjustments are
guided by computing ACBFcyrens and comparing this value
with ACBFyg, and ACBFL,,, to determine if the Primary is
waxing or waning.

Waxing: ACBFcyrrens > ACBFpig, indicates that the ACBF
has moved above the CHW and serves as a strong signal that
the Primary’s workload is waxing. Therefore, we increase
the Primary’s buffer size by 1 to protect tail latency while
maximizing harvested cores. A more conservative approach
would increase the buffer by multiple cores at a time, but in
our experience this is unnecessary due to our agility in recog-
nizing and reacting to changes on the fly.

Within the CHW: If a sampled ACBF¢yrens Value is within
the CHW, we continue to gather more samples over a system-
defined sampling period (e.g., 10 seconds) to build confidence
that the Primary’s workload is stable. This design protects
the Primary’s tail latency by reducing the risk associated with
shrinking the buffer core size.

Waning: The inequality ACBFcyyrens < ACBFp,, 1s a good
indicator that the Primary is waning. In this case, we imme-
diately reduce the buffer size since there is a high degree of
confidence that fewer buffer cores are needed.

The Harvest Phase performs two operations. First, it de-
termines the ideal buffer size based on the Primary’s ACBF
curve. It grows or shrinks the buffer size as the curve moves
above, within, or below the window. Second, it maintains this
buffer size by continually increasing or decreasing the number
of cores harvested. When the Primary uses one or more of its
buffer cores, the buffer is replenished by reclaiming harvest
cores from the Secondary.

When the Harvest Phase begins, the Primary’s buffer is set
to its maximum size and then gradually adjusted. Growing and
shrinking the buffer happens less frequently (on the order of
seconds) since the ideal buffer size for a Primary’s workload
does not change often. Conversely, increasing and decreasing
the number of harvested cores happens very frequently (on
the order of microseconds) since the Primary’s buffer must
be replenished as soon as it has been used.

Phase Transitions. HarvestContainers automatically tran-
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sitions between Observation and Harvest phases. When the
system is in a Harvest Phase, if ACBF¢y rens moves above the
CHW it will continually increase the Primary’s buffer size
by 1 until either the ACBF moves back within the CHW or
the Primary is using its maximum number of cores. When the
buffer size cannot be increased further, harvesting is disabled
and an Observation Phase is started to re-establish the new
CHW. After an Observation Phase, the system sets the CHW
bounds and transitions back into a Harvest Phase. Note that
re-establishing a new CHW is only required during waxing.
It is expected that the system will remain in Harvest Phase
most of the time and sporadically switch to an Observation
Phase as warranted by the ACBF sampling.

1k (observ.)  1k-1.5k (harvest) 1.5k (observ. <1.5k (harvest)

0.0016

0.0012

; PV RTENY:

g 0000811 AR () ® M\ (\J

0.0004 : J VAN
% 25 50 60 85 110120 145 170 180 205 230

Time (s)

Figure 4: The ACBF characterizes a Primary’s burstiness at a given
workload. HarvestContainers shifts between observation and harvest
phases to establish a Current Harvest Window (CHW) based on a
Primary’s current workload.

Figure 4 demonstrates how CHW works in practice. Here
we see a Primary running at 1k RPS in the Observation Phase
(@). During this phase the CHW is established based on
the activity of the Primary (blue line). After the Observation
Phase, the system transitions into a Harvest Phase where the
CHW is used to estimate the ideal buffer size for the Primary
running under a 1k RPS workload ((2)). While in the Har-
vest Phase, the Primary’s workload increases from 1k to 1.5k
RPS (red line in (2)). HarvestContainers notices this increase
due to ACBFcyyrens going above the CHW (@). HarvestCon-
tainers responds to this change by increasing the size of the
Primary’s buffer in an attempt to size it for the new workload.
After the buffer has been increased to its maximum size, the
ACBEF still remains above the window (red line) and it be-
comes necessary to trigger a new Observation Phase. This
new Observation Phase (@) establishes a new CHW that
matches the increase in Primary workload. After the new Ob-
servation Phase completes, the system returns to a Harvest
Phase. During this Harvest Phase (@, green line), the sys-
tem operates at or below 1.5k RPS and the ACBF remains
within or below the window. As a result, HarvestContainers is
able to safely decrease the buffer size to match the workload.
This continual adjustment of the buffer size and CHW allows
HarvestContainers to preserve the shape of scheduling, dy-
namically adapting to changes that arise due to a Primary, a
Secondary, or underlying systems effects.

3.4 Managing CPU Core Assignments

When a Primary has a deficit or surplus of cores, the system
must act immediately to either take advantage of the surplus or
correct the deficit. Delays in correcting a deficit increase the
potential to disrupt the Primary since it may not have enough
exclusive cores to handle sudden bursts in workload. Delays
in taking advantage of a surplus lead to underutilization of
harvest cores that are ephemerally available. The Actuate op-
eration applies decisions made by the Balance operation in
response to system state changes. A deficit is corrected by
immediately evicting Secondary threads from harvested cores
and making those cores exclusive to the Primary, thereby
replenishing its buffer. A surplus is taken advantage of by
moving Secondary threads to harvested cores as soon as they
are available. We refer to these operations as shrinking and
growing the Secondary’s core allocation, and they occur con-
tinually throughout the lifecycle of a Primary and Secondary
that share resources.

3.5 Managing Interrupt Activity

Interrupt activity is a significant source of disruption to
latency-sensitive containers for three reasons:

1. Container networking generates significantly more inter-
rupt activity than bare metal or virtual machines: each
container requires a pair of virtual Ethernet interfaces
(one inside the container and one on the host) and a
bridge connecting them to the outside world. Each traver-
sal of a virtual interface raises a software interrupt, so
there are up to 3 times as many interrupts for a container
vs. a hardware NIC [27,29].

2. Interrupt processing is invisible to the CPU scheduler:
from the CPU scheduler point of view, a CPU core would
appear idle even when busy processing an interrupt.

3. Existing system support to steer interrupt handling to
different cores makes no distinction between latency-
sensitive and latency-tolerant container locations. In ef-
fect they cannot protect latency-sensitive containers from
interrupt handling interference.

The Primary should be shielded from cores that handle
interrupts as much as possible. We address this requirement
in three ways. First, we directly manage where interrupt han-
dling occurs by affinitizing interrupts to a system-defined
subset of cores. Affinitization is not a new technique, but un-
like other tools our design guarantees some cores are always
available for interrupt handling while ensuring those cores do
not overlap with the Primary’s allocation. In our experience,
affinitizing interrupts to a subset of cores is not disruptive to
applications running in containers. Second, we dynamically
adjust the affinity of interrupts to use harvested cores. This
adjustment works similarly to how spare cores are shared
with Secondary containers. Third, we prioritize using cores
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with high interrupt activity as Harvest cores to bias them away
from the Primary.

3.6 Interfacing with the Cluster Orchestrator

Large scale container clusters rely on an orchestrator like
Kubernetes that deploys containers to servers. We integrate
with the orchestrator through the Listen operation. The Listen
operation runs on each server in the cluster. It informs the or-
chestrator of the number of exclusive cores that are available
for Primary containers and whether there are enough spare
resources for Secondary containers to use. The orchestrator
uses this information when deciding whether to place a con-
tainer on a particular server. When the orchestrator makes a
decision, it informs the Listen operation of its intent to deploy
a Primary or Secondary container so that it can be managed
by HarvestContainers.

3.7 Tradeoffs & Limitations

Although our design requires no underlying system modifi-
cation, there are tradeoffs to this black-box approach. Exist-
ing approaches that require application instrumentation have
a unique insight into workload dynamics, and can adapt to
changes based on near perfect knowledge. Our heuristics-
driven approach achieves strong performance, but requires
switching between Observation and Harvest Phases if the
Primary’s CPU activity changes significantly. This switching
can temporarily reduce harvest, but the cost is amortized over
the lifetime of the Primary. Approaches that modify the OS
also achieve near perfect knowledge, and place threads on
CPU cores by sidestepping the OS scheduler. Our approach
has to work alongside the scheduler, and accommodate its
mechanisms. Scheduler redesigns are rare, but if they occur
then our design would need to adapt in kind. Modifying the
OS/application also allows for better estimation and handling
of contention for resources like memory and cache. We do not
manage these resources directly, but since our design is non-
invasive it can work seamlessly alongside mechanisms that do
(e.g., Intel CAT [24]). Approaches that rely on syscalls do not
modify the OS or application, and have similar flexibility to
our design. However, their performance is constrained due to
syscall overheads, and thus they can only support millisecond-
scale applications with limited harvest. We consider our de-
sign to be a firm middle ground that performs on par with
contemporary solutions while avoiding the need for modifica-
tions that disrupt the underlying ecosystem.

4 Implementation

HarvestContainers is implemented as a Linux kernel module
and a complementary daemon that runs in userspace. Both
components are written in C and consist of 3,004 lines of code
in total. Our implementation does not require changing the
source code of the underlying OS or applications and supports
running multiple Primary and multiple Secondary containers
simultaneously. To reduce communications overhead, these

components read/write data and control signals via a shared
memory region. In this section, we describe the implementa-
tion. Although our discussion provides Linux-specific details,
the design principles apply universally. Increasing harvested
cores while protecting tail latency requires significant agility
in monitoring and assigning Buffer and Harvest cores, which
comes from working in tandem with OS kernel mechanisms.

Monitor. Monitor operations record the immediate state of a
Primary’s CPU cores. We recognize CPU core state changes
on the order of nanoseconds by running Monitor operations
inside of kernelspace via a kernel module. Running inside
the kernel is necessary because accessing CPU statistics from
userspace is too slow. Linux provides these statistics via its
/proc virtual filesystem [18]. Reading a virtual file requires
system call context switching, and when that call is made the
data exported to /proc is generated on demand. Each query
to /proc is on the order of milliseconds, exceeding the small
window of opportunity to act on state changes. Instead, we
query the idle_cpu() kernel function from within our kernel
module to determine the immediate state of each Primary core.
This function is also used by the OS scheduler, and provides a
strong indicator of CPU core state. Because interrupt handling
is a significant source of interference to containers, it is also
crucial to recognize when Primary cores spend time handling
interrupts. However, this interrupt activity is invisible to the
scheduler, and cannot be gathered through idle_cpu() queries.
Instead, we gather interrupt handling statistics from the ker-
nel_cpustat kernel data structure to infer how much time each
core spends handling interrupts.

Fast monitoring both increases protection for the Primary
and improves resource utilization. For optimal performance,
we run the kernel module pinned to a dedicated core, allowing
us to detect core state changes in under 60 ns. This imple-
mentation decision is most effective for several reasons. First,
recognizing when a Primary begins using its buffer cores al-
lows us to immediately begin replenishing that buffer. Second,
the small window of opportunity to harvest cores means they
must be used as soon as they are available to increase resource
utilization. Third, interrupt handling activity needs to be iden-
tified early prevent it from disrupting the Primary. Dedicating
a core to monitoring is a reasonable tradeoff since it results
in harvesting a significant number of otherwise unused cores.
Balance & Actuate. The Balance operation is responsible for
the logic that determines Buffer and Harvest core assignments.
It is implemented in userspace to reduce the footprint of code
running inside a privileged kernel context. The Balancer uses
information from the Monitor to answer two questions: (1)
how many unused cores the Primary has and (2) which of
those cores to keep as Buffer and which to share as Harvest.
The buffer is sized using the heuristic described in Section 3.3.
Cores recently used by the Primary are prioritized to become
Buffer cores, followed by cores with the least amount of in-
terrupt activity. Cores with the most interrupt activity are
prioritized as Harvest cores.
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The Actuate operation runs in kernelspace and applies the
core assignments made by the Balancer. Assignments are
modified by changing the CPU core affinity of a container.
When a container’s affinity changes, the Linux scheduler re-
balances its threads across the new set of cores. The sched-
uler’s rebalance algorithm chooses good thread-to-core place-
ments, but takes several milliseconds to complete a single
rebalance. This delay makes existing kernel affinity mech-
anisms too slow to use for Actuate. The limitation arises
from the sched_setaffinity() kernel function used for affinity
changes. When the affinity of a container is updated to include
new cores, sched_setaffinity() does not immediately migrate
threads to those cores. Instead, it waits until the periodic re-
balance algorithm is triggered. For example, if a container has
four threads on corel and its affinity is updated to corel-4, all
threads will remain on corel, even though that core is busy
and idle cores are available. The threads are only migrated
when the scheduler performs a rebalance, which occurs on
the order of milliseconds. Since harvest cores are ephemer-
ally available, by the time rebalance occurs the window of
opportunity to utilize them would have passed.

We introduce a novel method called Two-Phase Affinity
that immediately places work on idle cores, allowing us to
complete core assignments in 30 us. Two-Phase Affinity is
complementary to sched_setaffinity(). It works by splitting
Secondary container core reassignment into two phases. Dur-
ing Phase 1, we affinitize individual threads from Secondary
containers to the individual cores that have just been made
available for harvest. By setting the affinity directly to a single
core, we ensure a thread is immediately moved from its cur-
rent core to an idle core. For example, if a Secondary has two
threads running on core4 and the harvest grows to core4-5,
we remove core4 from one thread’s affinity and add core5.
The thread gets migrated to core5 immediately since core4
no longer exists in the affinity. Forcing migrations in this way
avoids the need to wait for the Linux scheduler to rebalance.
Phase 1 ends after threads have been assigned to new harvest
cores. During Phase 2, the “true” affinity of each thread is set.
In our previous example, Phase 2 would adjust the affinity of
each thread to include core4-5. This final phase is important,
since it allows the Linux scheduler to eventually achieve a
proper balance of threads over all harvest cores.

We balance interrupts similar to how we balance Secondary
containers across harvest cores. If Secondary containers have
their own NIC, we affinitize their interrupts to a system-
defined set of non-Primary cores using the irg_set_affinity()
kernel function. To ensure there is sufficient resource for in-
terrupt processing, interrupts can always run on these cores.
When the number of harvest cores changes, interrupt affin-
ity is increased or decreased depending on whether there is
a surplus or deficit, allowing Secondary interrupts to take
advantage of unused resources while protecting the Primary
from interference. If Primary and Secondary share a single
NIC, protection from interrupt interference is still provided

by prioritizing cores with heavy interrupt activity to act as
Harvest cores, biasing them away from the Primary.

Listen. We implement the Listen operation as a local
userspace agent that binds to a system-defined TCP port and
listens for incoming connections from the container orchestra-
tor. For our evaluations, we implemented a custom Kubernetes
scheduler with a QoS class that we denote as Harvest. The
Harvest class allows the system to dynamically switch be-
tween treating core allocations as “exclusive” when needed
and as “shared” otherwise. Our custom scheduler works as a
complementary component to the Kubernetes global sched-
uler. When a developer creates a container’s configuration
in Kubernetes, they specify the container type (Primary or
Secondary), the total number of cores it needs, and the max-
imum number of cores that can be shared for harvest. Our
scheduler decides where to place a container by comparing
its core allocation requests with the metadata from all servers
in the Kubernetes cluster. After a server has been chosen, the
scheduler contacts its agent and sends the container identifier
and configuration. Note that Listen is not specific to Kuber-
netes. Any orchestrator can interact with HarvestContainers
by requesting and sending the metadata necessary to make
scheduling decisions.

5 Evaluation

In this section, we perform a systematic evaluation to answer
key questions on HarvestContainers’ performance:

1. How much can it harvest from a Primary while still
meeting SLOs under different workloads? (Section 5.3)

2. Why is it effective at harvesting significant unused re-
sources while also protecting the Primary? (Section 5.4)

3. How effective is it at shielding a Primary from interrupt
interference? (Section 5.5)

4. Does it remain effective in a realistic scenario with mul-
tiple Primary and Secondary containers running side-by-
side? (Section 5.6)

5. How does it compare to existing resource controls
(cgroups, SmartHarvest)? (Sections 5.7 and 5.8)

5.1 Methodology

We evaluate HarvestContainers using a mix of latency-sensi-
tive Primary containers and throughput-oriented Secondary
containers. Our Primary containers run applications that were
chosen for their low, medium, and high CPU utilization and
SLO tail latency response times at the P99. They are listed in
Table 2. Our Secondary containers run throughput-oriented
applications that stress the CPU. They are listed in Table 3.
CPUBully allows us to create predictable synthetic work-
loads that demonstrate a worst-case scenario for managing
resource sharing between Primary and Secondary. The other
Secondary applications are used to gauge the performance of
HarvestContainers under realistic conditions.
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Figure 5: HarvestContainers performance while dynamically sharing cores from each of the three Primary containers with a CPUBully container. As RPS
decreases, buffer is decreased and more cores are harvested (bottom graphs) while maintaining P99 close to standalone operation (top graphs).

Primary Application Low RPS Mid RPS High RPS Baseline P99

Memcached 10k 50k 100k 96 us
MySQL 1k 4k 8k 715 ps
Xapian 0.5k 2.5k 4k 2.9 ms

Table 2: Primary applications.

Secondary Application Progress Metric Baseline (1 core, 60 s)

CPUBully Computations completed 64
x264 Frames encoded 364
Dedup Size of file deduped in MB 1086

Table 3: Secondary applications.

5.2 Experiment Setup

System. All experiments are run on servers from Cloud-
lab [16] configured with dual 16-core Intel Xeon Gold 6142
CPUs and 384 GB of RAM. Servers are interconnected by
10 GbE NICs in a Kubernetes cluster. To achieve stable, re-
peatable test results we disable c-states, p-states, turbo boost,
and SMT on all nodes and limit test containers to run on
cores within the same NUMA node where possible. CPU
frequencies are set to their maximum of 2.6 GHz.

Each Primary container is provisioned with 8 cores, such
that all Primary containers can run side-by-side on a single
server in the cluster. A Primary may only run on the 8 cores it
has been provisioned. Workloads are sized so that low-latency
SLOs can be met using 8 cores under peak demand. Reducing
the number of cores would result in P99 violations due to
application threads sharing core runqueues during periods
of bursty activity. This determination was made and verified
empirically. Each Secondary container is provisioned with 1
exclusive core and otherwise may only use harvest cores as
they become available. HarvestContainers components are
restricted to run on a single core.

Workloads. For our Primary Memcached workload, we use
the mutilate load generator [31] to perform queries with real-
world trace distributions published by Facebook [3]. For our
Primary MySQL workload we use YCSB [12] to perform a
Zipfian distribution of read-only scan queries, with each query
retrieving a range of 15 records, each 250 bytes. And for our
Primary Xapian workload we use TailBench [26] to perform
queries against a 15 GB corpus of entries from Wikipedia,
with request inter-arrivals sampled from an exponential distri-
bution and search queries uniformly sampled from an input
dataset.

For Secondary workloads, we configure CPUBully to per-
form enough work to fully utilize all available cores for the
entire duration of each benchmark; dedup to repeatedly com-
press a 20 GB data file with enough threads to occupy all
available cores; and x264 to continually encode a 1.5 GB
video file with enough threads to occupy all available cores.
The efficacy of our system is determined by its ability to al-
low Primary containers to maintain P99 tail latency response
times close to standalone operation and Secondary containers
to make progress relative to running standalone.

5.3 Performance of HarvestContainers

We first show that HarvestContainers can dynamically
determine the amount of buffer needed and harvest cores
by running each Primary alongside a CPUBully Secondary.
This setup represents harvesting in the most difficult sce-
nario where a Secondary always uses 100% of any core it
is given. Figure 5 shows the results of our evaluations. Note
that the figure depicts average number of cores used. Recall
that Primary workloads are bursty, resulting in a low average
core utilization but requiring all 8 cores when workload ac-
tivity bursts. This variability necessitates reserving a large
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number of buffer cores at higher RPS, and conversely also cre-
ates greater opportunities for harvest at lower RPS. Dynamic
buffer sizing capitalizes on this opportunity to significantly
improve harvest. The upper charts show the P99 response
times for Primary containers running different workloads.
The response times are within 4% of standalone while cores
are being harvested. Latencies remain stable during harvest
because we dynamically resize the buffer to match the Pri-
mary’s needs. As the workload of each Primary decreases, the
necessary buffer size also decreases and more cores become
available for harvest. The “Harvest” bars in the lower charts
show the number of cores (on average) that CPUBully gets to
use at different workloads. CPUBully’s progress is captured
by the number of computations it makes over the duration
of the experiment, and translates to between 0.2 to 6 cores
harvested. Without our solution, cores shown by the “Harvest”
bars would have otherwise remained unused.

5.4 Performance Analysis

There are two aspects to strong harvest: right-sizing the
Buffer and acting quickly to take advantage of Harvest cores.
HarvestContainers is effective at reclaiming unused resources
due to its two novel techniques:

Dynamic buffer core sizing allows us to quickly and ac-
curately determine the ideal amount of Buffer and Harvest
cores for a Primary under different workloads. To understand
why this is important, we re-ran our evaluations from Sec-
tion 5.3 using static buffer settings. The buffer for each Pri-
mary was set to a fixed size that matches its needs under peak
demand. Figure 6 compares the results of this experiment
to the dynamic approach. When a fixed buffer size is used,
an unnecessary amount of cores are kept in reserve as the
workload decreases. As a result, significantly fewer cores can
be reclaimed for harvest. Our novel heuristic presented in
Section 3.3 allows us to size the Buffer in a way that closely
reflects the needs of a Primary at any given time, increasing
harvest by up to 260% in our evaluations.

Two-Phase Affinity places Secondary threads directly on Har-
vest cores, allowing them to begin executing as soon as those
cores are available. HarvestContainers shows strong resource
utilization because it does not rely on OS mechanisms like
cpuset that are slow in migrating threads to cores. Section 4
discusses why this slowdown occurs. To demonstrate the im-
pact of slow migration, we repeat our Memcached benchmark
from Section 5.3 while using cpuset and Two-Phase Affin-
ity (2PA) to harvest cores. Figure 7 shows the results of this
experiment when Memcached is running at 80k RPS. Both
methods protect the P99 of the Primary, but cpuset reclaims
just 0.1 cores because it takes several milliseconds to move
Secondary threads to harvest cores. The window of oppor-
tunity to use those cores often passes before the migration
is even completed. Conversely, 2PA is able to harvest 2.4
cores because it allow Secondary threads to begin work im-
mediately instead of waiting for a costly rebalance operation.
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5.5 Handling Interrupt Interference

HarvestContainers shields Primary containers from inter-
rupt interference. Figure 8 demonstrates the impact of this
interference with and without our solution. In this experiment,
we run each of our Primary containers at low, medium, and
high workloads (Table 2) alongside NetworkBully: a version
of CPUBully that both consumes CPU and generates network
traffic to create IRQ activity. IRQ activity causes P99 to in-
flate by up to 41% over baseline if unaccounted for. When
we shield the Primary from IRQ interference, the number of
cores harvested is approximately the same while the P99 stays
within 4% of the baseline. These results indicate our method
introduces minimal overhead but provides significant benefit.
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Figure 8: Impact of IRQ interference on latency-sensitive containers.
When HarvestContainers IRQ shielding is enabled, tail latencies remain
within tolerance and harvesting remains high.
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5.6 Multiple Primaries and Secondaries
We now evaluate the efficacy of HarvestContainers when
multiple Primary and Secondary containers run simultane-
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ously. To simulate the bursty and unpredictable behavior of
real world applications, we select x264 and Dedup as our Sec-
ondary workloads. The baseline progress of both Secondaries
is measured as the amount of work they can perform using a
single core over the test duration (Table 3).

We deploy two Primary containers (MySQL and Xapian)
alongside the Secondary containers running simultaneously
on the same server. Each Primary is assigned 8 exclusive cores.
Each Secondary is assigned 1 exclusive core and is eligible
to use any cores harvested. The Primaries run under low,
medium and high workloads (Table 2). Figure 9 demonstrates
the results of this experiment. The latency of each Primary
is within tolerance of its baseline SLO, while Secondaries
make progress under low, medium, and high workloads due
to HarvestContainers reclaiming up to 50% of unused cores.

Primary Workload
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Figure 9: HarvestContainers supports running multiple Primary and
Secondary containers side-by-side.

5.7 Comparison to Cgroups

Existing resource controls for Linux cannot provide ade-
quate performance isolation since they focus on partitioning
CPU resources in terms of time instead of whole cores. To
demonstrate this limitation, we evaluate cgroups with a com-
bination of shares and quota settings that most closely match
the buffer core settings for workloads used to evaluate Har-
vestContainers.

Figure 10 demonstrates the results of our evaluations.
Cgroups fails to keep Primary tail latency within an acceptable
threshold at high workloads. Under less demand, P99 is stable
but harvest is negligible because of the need to place hard
limits on Secondary execution time via quotas, as discussed in
Section 2.1. Comparatively, HarvestContainers is able to re-
claim an acceptable number of cores for the Secondary while
ensuring increases to Primary tail latency response times re-
main close to standalone operation.

5.8 Comparison to SmartHarvest
SmartHarvest diverges from our work in four respects:

1. Its main core reassignment method takes 10 ms, dimin-
ishing the opportunity to harvest and necessitating a
large buffer to protect the Primary. We complete core
reassignments in 30 us.

2. It has a faster alternative core reassignment method, but
requires modification of the Windows hypervisor. We do

HarvestContainers [ cgroups
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Figure 10: Comparison of P99 of Primary containers when sharing CPU
resources via HarvestContainers and cgroups.

not require any modification to existing systems.

3. It uses an online learner that over-predicts the number
of buffer cores needed, significantly diminishing harvest.
Our agility allows us to use a heuristics-based method to
more accurately recognize the actual number of buffer
cores at any given time.

4. It does not recognize and handle interrupt interference,
a major source of disruption for containers.
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Figure 11: P99 and harvested cores when sharing resources between
Memcached and CPUBully via a simulated version of SmartHarvest.

Harvest Speed. SmartHarvest is closed-source, so we can-
not evaluate it directly. Instead, we simulate SmartHarvest
by modifying HarvestContainers to use cpuset, the Linux
equivalent to the cpugroups method SmartHarvest uses. Both
methods have similar overhead that necessitates the need for
our novel Two-Phase Affinity solution (Section 5.4). We re-
peat an experiment from the SmartHarvest paper that harvests
from Memcached under an 80k RPS workload. Figure 11
shows the results of repeating this experiment with different
buffer core sizes. When using 4 or 5 buffer cores, simulated
SmartHarvest is unable to protect tail latency, causing it to
spike up to 14% over baseline. At the same time, a maximum
of just 0.2 cores are harvested. SmartHarvest needs a large
buffer size due to its slow harvest speed, and as a result the
Primary is only protected when the buffer is sized to 6 out
of 8 cores. With a buffer of this size and a reaction time in
milliseconds, no cores can be effectively harvested.

Prediction vs. Heuristics. Because it is slow to reassign
cores, SmartHarvest needs an online learner to predict de-
mand ahead of time. This prediction overestimates the number
of cores needed, resulting in little to no harvest. To under-
stand why, we repeat the last experiment but estimate buffer
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Figure 12: SmartHarvest cannot harvest in the 2nd window because it
overestimates demand in the 1st window due to a transient burst in
Primary demand. HarvestContainers harvests more CPU in both windows
because it reacts to current demand instead of relying on estimates.

size with the Vowpal Wabbit [11] predictor SmartHarvest
uses. Figure 12 demonstrates the results of this experiment.
SmartHarvest predicts core demand over 25 ms windows.
During the first window, it correctly estimates a demand of
6 cores. Toward the end of this window, a transient spike in
CPU utilization causes the predictor to overestimate a demand
of 8 cores, and in the next window, SmartHarvest is unable to
harvest. The behavior was consistent when tested across other
workloads. Conversely, HarvestContainers leverages heuris-
tics that recognizes demand as it occurs, and harvests 30%
more cores over the same period (M lines) while providing
the same performance isolation guarantees.

6 Related Work

Performance Isolation. There are many existing approaches
to performance isolation. PerfIso [25] targets bare metal ma-
chines and relies on Windows kernel mechanisms to mon-
itor core utilization and assign harvest cores. They access
these mechanisms in userspace via system calls, which in-
troduces overhead that limits them to millisecond-scale op-
eration. Further, they use a static set of buffer cores sized for
peak demand that is determined by offline profiling, limit-
ing the amount of harvest and the agility of the solution in
adapting to changing workloads. SmartHarvest [43] improves
on Perflso by bringing performance isolation to VMs and
using machine learning to predict CPU demand. However,
it still relies on slow hypervisor mechanisms that limit its
potential for harvest and prevent it from supporting ultra-low-
latency workloads. Techniques requiring detailed application
metrics [8, 17,22,32,33,37] approach performance isolation
from the perspective of the application instead of the OS. This
approach provides strong insight into application dynamics,
but requires extensive modification to the application. Other
approaches focus on reclaiming CPU cycles (as seen with
MSH [34]) or enabling hardware support for harvesting (as
seen with HardHarvest [42]), but also modify the underlying
system. We avoid offline profiling and deliver strong perfor-
mance isolation for co-located and unmodified applications.

Resource Efficiency. There is significant interest in improv-

ing the efficiency of myriad datacenter resources for cost
savings. Iron [27] and Falcon [30] focus on improving net-
work throughput by mitigating deficiencies in the network
stack and are complementary to HarvestContainers. Similarly,
work that targets isolating other resources such as memory,
storage, GPU, and networking [36,44-47] cover aspects of
isolation that HarvestContainers does not and are also com-
plementary to the functionality it provides.

Scheduling Systems. Many scheduling systems [22,38,39]
rely on custom thread libraries to control the scheduling of ap-
plications. Although performant, their design decisions come
at additional cost, requiring invasive instrumentation of Pri-
mary and Secondary applications and context switching be-
tween user- and kernel- spaces to manage their threads. Cal-
adan [20] iterates on this method by using a kernel module
to more rapidly manage thread-to-core allocations, but still
requires a custom application thread library. We also leverage
a kernel module for agility, but require no modification to
any part of the system to manage containers from within that
module. Scheduling systems that focus on container scaling
and cluster-level orchestration, such as AutoPilot [40] and
Escra [13], attempt to right-size container resources instead
of safely sharing them, and are complementary to our work.

7 Conclusion

We present HarvestContainers, a system that provides per-
formance isolation to latency-sensitive containers while har-
vesting their spare CPU resources to run latency-tolerant con-
tainers. When a latency-sensitive container has spare cores,
we hold some in reserve as a buffer to absorb sudden bursts
of activity and harvest the rest. This buffer ensures latency-
sensitive threads can be dispatched as soon as they become
ready. Our system dynamically determines the ideal buffer
size as the latency-sensitive container’s workload increases
and decreases, protecting tail latency response times while
increasing the number of cores that can be harvested. It also
protects latency-sensitive containers from being disrupted by
interrupt handling, a significant source of interference unique
to container systems. HarvestContainers exists as a comple-
mentary solution to the Linux scheduler, and does not require
changing the source code of the OS, kernel, or applications
that it manages. We implement and integrate it with Kuber-
netes and verify its performance empirically. Our evaluations
show that HarvestContainers is able to harvest up to 75% of
a latency-sensitive container’s unused cores while keeping its
P99 tail latency responses within 4% of standalone operation.
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