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Cryptocurrency — The future of Money?
Built on Blockchain Technology

Top 100 Cryptocurrencies By Market Capitalization

Market Cap Price Volume (24h) Circulating Supply Change (24h) Price Graph (7d)




Blockchain Technology
Unprecedented Security Challenges

D \Q/ A verified transaction
can involve
‘ cryptocurrency cryptocurrency
- contracts, records

Someone requests Validation

a transaction. The requested
transaction is
broadcast to a P2P
network consisting
of computers
known as nodes.

or other information

The network of nodes
validates the transaction
and the user's status
using known algorithms

Has no Intrinsic
value in that is not
redeemable for
another commodity
such as gold.

Once verified, the
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form and exists only
to create a new in the network.
block of data for

the ledger,

The transaction The new block is then added to the
is compiete, existing blockchain, in a way that is
permanent and unalterable

Its supply is not
determined by

a central bank
and the network is
completely
decentralized.
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Bloc Transaction is broadcast, then
‘validated” by re-executing it on
U nprecede many “nodes”, using agreed upon
languages (virtual machines)
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can be invoked by anybody, and
can irreversibly change the

\_history (e.g., steal your money).
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Smart Contract Snippet (ERC20)
(one of the ~40,000 Ethereum ERC20s)

Written in Solidity:

function transfer(address to, uint256 value) returns (bool success) {
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uint256 fromBalance

bool sufficientFunds = fromBalance >= value;

bool overflowed = balances|[ to] + value < balances| to];

if (sufficientFunds && !overflowed)
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Smart Contract Snippet (ERC20)
(one of the ~40,000 Ethereum ERC20s)

Written in Solidity:

function transfer(address to, uint256 value) returns (bool success)

ERC20 does not
if (_value == @) { return false; ] state that...

uint256 fromBalance = balances[msg.sender];

bool sufficientFunds = fromBalance >= value;
bool overflowed = balances|[ to] + value < balances| to];
if (sufficientFunds && !overflowed)

balances[msg.sender] -= value;

balances|[ to] += value




Smart Contract Snippet (ERC20)
(one of the ~40,000 Ethereum ERC20s)

Written in Solldlty

function transfer(address to, uint256 value) returns (bool success) {

ERC20 does not
if (_value == @) { return false; ] state that...

uint256 fromBalance = balances[msg.sender];

bool sufficientFunds = fromBalance >= value;

There should be
no overflow when
8& loverflowed) { self-transfer...

bool overflowed = balances| to] + _value < balances|[_to];

if (sufficientFund




Attacks Happened. Many.

BatchOverflow Exploit | x
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BatchOverflow Exploit Creates Trillions of
Ethereum Tokens, Major Exchanges Halt ERC20
Deposits

batchTransfer(address([] _receivers, uint256 _value) whenNotPaused
nt cnt ~ receivers. length;
uint256 amount - uint256(cnt) ~ _value;
(cnt v cnt 20);
(_value @ balances[msg.sender] amount);
balances[msg.sender] balances [msg.sender] .sub(amount);
(uint 1 = 0; 1 < cnt; 1i++) {
balances|[_receivers[i]] - balances|[_receivers([i]].add(_value);
Transfer(msg.sender, _receivers([i], _value);

e
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Attacks Happened. Many.

E BatchOverflow Exploit | x
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CRYPTO

BatchOverflow Exploit Creates Trillions of
Ethereum Tokens, Major Exchanges Halt ERC20
Deposits

batchTransfer(address|[] _receivers, uint256 whenNotPaused
uint cnt - receivers. length;
1int256 amount - uint256(cnt) + _value;

(cnt ~ © cnt 20);

(_value - 0 balances[msg.sender] amount) ;

balances[msg.sender] balances [msg.sender] .sub(amount);
(uint 1 = 0; 1 < cnt; i++) {
balances|[_receivers[i]] - balances|[_receivers([i]].add(_value);
Transfer(msg.sender, _receivers([i], _value);

Ethereum sn

f
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That’s larger than $S107°!




Attacks Happened. Many.
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BatchOverflow Ex;

Srboleaiilais Analysis of the DAO exploit

Deposits

Phil Dailan jJune 18, 2016 at 01:11 AM
balances [m: & Older Newel
('J';;"!f 1
balanceg
FLens1o So I'm sure everyone has heard about the big news surrounding
true the DAO getting taken to the tune of $150Mppy a hacker using the
recursive Ethereum send exploit.

Etk

This post will be the first in what is potentially a series,

deconstructing and explaining what went wrong at the technical
level while providing a timeline tracing the actions of the attacker

back through the blockchain. This first post will focus on how

' tod exactly the attacker stole all the money in the DAO.




Attacks Happened Many.

L’C7/ Ser s P 1
. e uU//ty ar’t b
. VUlne
trigeo f
| “'188ered op 6th N cravility j, Parit y Ug',
20+ [o]V, Y Multj-g;
“O“h/my Yember— Y Multi-sjg vall
f d/a/yzlng wall S et oot
S YWallets crg N
\S VO C@,ted 7’%“ &
U may | “ILert
C ](]\’t; I-G .
N 1d. Pay-:
users -  fariny
| O dl S Y 1SSue e
resy] ‘ dud”l’t’ls bout €da SECULity ayi
2Sulted : “POUT a byo ¢ ——0ryt
lited jn [reezine mor- | b“f* lha(gor “ =] ‘Oday (o 11 U()n
belongine S *H0re thy, (udc””//" ri s
Woods 7> lounder & Ethere TH, “Kluchn« < -
€um t(”-mm. core %)()VI
e develop €I: Gavip
resulted in the ger{;r‘;;——‘,__\___‘ o —
wchanaes 1o tel dec'éhStrum...‘,_ =
level while providing a tifienmess..

back through the blockchain. This first pcsgt'\_[\ﬁ"mtu)wm_

' t0d exactly the attacker stole all the money in the DAO.




| r«.-xactlg the attacker stole all the money in the DAO




Attacks Happened Many.

L’C7/ Ser s P 1
. e uU//ty ar’t b
. VUlne
trigeo f
| “'188ered op 6th N cravility j, Parit y Ug',
20+ [o]V, Y Multj-g;
“O“h/my Yember— Y Multi-sjg vall
f d/a/yzlng wall S et oot
S YWallets crg N
\S VO C@,ted 7’%“ &
U may | “ILert
C ](]\’t; I-G .
N 1d. Pay-:
users -  fariny
| O dl S Y 1SSue e
resy] ‘ dud”l’t’ls bout €da SECULity ayi
2Sulted : “POUT a byo ¢ ——0ryt
lited jn [reezine mor- | b“f* lha(gor “ =] ‘Oday (o 11 U()n
belongine S *H0re thy, (udc””//" ri s
Woods 7> lounder & Ethere TH, “Kluchn« < -
€um t(”-mm. core %)()VI
e develop €I: Gavip
resulted in the ger{;r‘;;——‘,__\___‘ o —
wchanaes 1o tel dec'éhStrum...‘,_ =
level while providing a tifienmess..

back through the blockchain. This first pcsgt'\_[\ﬁ"mtu)wm_

' t0d exactly the attacker stole all the money in the DAO.




| r«.-xactlg the attacker stole all the money in the DAO




What Can We Do About This?

* More specifically, what can we do about the
execution environment, to increase security?

— Unacceptable to build this complex and disruptive
technology with poorly designed VMSs and languages!

* |deal scenario feasible, stop compromising!

— Everything must be rigorously designed, using formal
methods. Implementations must be provably correct!
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What Can We Do About This?

* More specifically, what can we do about the
execution environment, to increase security?

— Unacceptable to build this complex and disruptive
technology with poorly designed VMSs and languages!

* |deal scenario feasible, stop compromising!

— Everything must be rigorously designed, using formal
methods. Implementations must be provably correct!
* Nodes: provably correct VMs or interpreters

* Smart contracts: use well-designed programming languages,
with provably correct compilers or interpreters

* Verification: Smart contracts provably correct wrt their specs
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Our Attempt: the K Framework
http://kframework.org

* We tried various semantic styles, for ~15y

— Small-/big-step SOS; Evaluation contexts; Abstract
machines (CC, CK, CEK, SECD, ...); Chemical abstract

machine; Axiomatic; Continuations; Denotational:;...
 But each of the above had limitations

— Especially related to modularity, notation, verification

K framework initially engineered: keep advantages
and avoid limitations of various semantic styles

— Then theory came




Complete K Definition of KernelC




Complete K Definition of KernelC

Syntax declared using annotated BNF

SYNTAX Exp ::= .
| Exp = Exp [strict(2)]




Complete K Definition of KernelC

Configuration given as a nested cell structure.
Leaves can be sets, multisets, lists, maps, or syntax
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Complete K Definition of KernelC

Semantic rules given contextually

jenv |
) X— —
rule

<k> X =V =YV . .</k>
<env>. X |-> (_ => V) .</env>
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Complete K Definition of KernelC

Semantic rules given contextually

jenv |
) X— —
rule

<k> X =V =YV . .</k>
<env>. X |-> (_ => V) .</env>




K Scales

Several large languages were recently defined in K:

* JavaScript ES5: by Park etal
— Passes existing conformance test suite (2872 programs)
— Found (confirmed) bugs in Chrome, IE, Firefox, Safari

* Java 1.4: by Bogdanas etal
* x86: by Dasgupta etal

e C11: Ellison etal

— 192 different types of undefined behavior
— 10,000+ program tests (gcc torture tests, obfuscated C, ...)
— Commercialized by startup (Runtime Verification, Inc.)

+ EVM , Solidity, IELE, Plutus, Vyper, ...




K Configuration and Definition of C




K Configuration and Definition of C

... plus ~5000 rules ... . 120 Cells!
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OCAML backend: K -> OCAML

1. Translate K lang def to OCAML
2. Compile OCAML code natively
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1. Translate K lang def to OCAML ’ runtime

2. Compile OCAML code natively verification
match

RV-Match: Commercial tool

* |nstance of K -> OCAML with ISO C11 language

* an automatic debugger for subtle bugs other
tools can't find, with no false positives

* seamless integration with unit tests, build
infrastructure, and continuous integration

* a platform for analyzing programs, boosting
standards compliance and assurance
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1. Translate K lang def to OCAML ’ runtime
2. Compile OCAML code natively verification

match
Code (6-int-overflow.c) RV-Match: Commercial tool
* |nstance of K -> OCAML with ISO C11 language
e i Ao * an automatic debugger for subtle bugs other
faE 1: ' tools can't find, with no false positives
£or (8 = 00 & € 187 1HE) * seamless integration with unit tests, build

a*:

) infrastructure, and continuous integration
return a; * a platform for analyzing programs, boosting
} standards compliance and assurance




OCAML backend: K -> OCAML

1. Translate K lang def to OCAML
2. Compile OCAML code natively

7 verification
match

Code (6-int-overflow.c) RV-Match: Commercial tool

* |nstance of K -> OCAML with ISO C11 language
e e * an automatic debugger for subtle bugs other
int i; tools can't find, with no false positives

int main() {

for (1 = U; 1 < 157 1+4) | * seamless integration with unit tests, build

o W= .
e infrastructure, and continuous integration
return a; * a platform for analyzing programs, boosting

} standards compliance and assurance

S gcc 6-int-overflow.c
S ./a.out
9
S kcc 6-int-overflow.c
S ./a.out

Error: IMPL-CCV2
Description: Conversion to signed integer outside the range that can be represented.
Type: Implementation defined behavior.
See also: C11 sec. 6.3.1.3:3, J.3.5:1 item 4
at main(6-int-overflow.c:29)




RV-Match on Toyota ITC Benchmark
- Comparison with Static Analysis Tools -

Toyota Benchmark RV-Match |GrammaTech| MathWorks MathWorks GCC Clang
ISSRE 15 (1276 tests) CodeSonar | Code Prover Bug Finder

DR FPR PM |[DR FPR PM [DR FPR PM DR FPR PM |DR FPR PM DR FPR PM
Static memory 100 100 100 ({100 100 100 |97 100 98 |97 2100 98 |0 100 O 15 100 39
Dynamic memory 94 100 97 |89 100 94 |92 95 93 go 100 95 |0 100 O 0O 100 O
Stack-related 100 100 100|0 100 0 |60 70 65 |15 85 36 |0 100 O 0 100 O
Numerical g6 100 98 |48 100 69 |55 99 74 |41 100 64 |12 100 35 |11 100 33
Resource management |93 100 g6 |61 100 78 |20 g0 42 55 100 74 |6 100 25 3 100 18
Pointer-related 98 100 99 |52 96 71 |6g 93 8o |69 100 83 |9 100 30 |13 1200 36
Concurrency 67 100 82 |70 77 73 |o 100 o o 100 0 |0 100 O 0O 100 O
Inappropriate code 0O 100 0 |46 99 67 |1 97 10 |28 94 51 |2 100 13 |O 100 O
Miscellaneous 63 100 79 |69 100 83 |83 100 91 |69 100 83 |11 100 34 |11 12100 34

AVERAGE (Unweighted) |79 100 89 |59 97 76 |53 94 71 52 98 71 [4 |100 20 |6 100 24
AVERAGE (Weighted) 82 100 91 |68 98 82 |53 |95 71 62 99 78 |5 |100 |22 |7 100 26

DR: Percent of programs with defects where defects are reported
FPR: Percent of programs without defects, with defects incorrectly reported; FPR = 100 - FPR

PM: Productivity metric: \/DR X (100 — FPR)




RV-Match on Toyota ITC Benchmark
- Comparison with Other Analysis Tools -

Toyota Benchmark RV-Match Valgrind + UBSan + TSan + Frama-C (Value | Compcert
ISSRE 15 (1276 tests) Helgrind (GCC) | MSan + ASan (Clang) | Analysis Plugin) | Interpreter

DR FPR PM |[DR FPR PM |DR FPR PM DR FPR PM DR FPR PM
Static memory 100 100 100 |9 100 30 79 100 89 82 gb 89 97 82 89
Dynamic memory 94 100 97 80 95 87 16 95 39 79 27 46 29 80 48
Stack-related 100 100 100 |70 8o 75 |95 75 84 45 65 54 35 |70 |49
Numerical g6 100 98 |22 100 47 |59 100 77 79 47 61 48 79 62
Resource management 93 100 96 57 100 76 47 96 67 63 46 54 32 83 52
Pointer-related g8 100 99 |60 100 77 58 97 75 81 40 57 8 73 8o
Concurrency 67 100 82 72 79 76 67 72 70 7 100 26 58 42 49
Inappropriate code 0 100 0O 2 100 13 |o 100 O 33 63 45§ 17 83 38
Miscellaneous 63 1200 79 |29 100 &3 |37 100 61 83 49 63 63 71 67
AVERAGE (Unweighted) |79 100 89 |44 95 65 |[51 93 69 61 59 60 62 |74 |62
AVERAGE (Weighted) 82 100 S /2 '97 65 |47 '95 467 66 55 60 51 '76 '63

DR: Percent of programs with defects where defects are reported
FPR: Percent of programs without defects, with defects incorrectly reported; FPR = 100 - FPR

PM: Productivity metric: \/DR X (100 — FPR)




From RV-Match to Blockchain

* RV-Match currently commercialized within

V4
@ 7\ #oE/NG DENSO |0%,.....

Crafting the Core CENTER Co., LTD.

* The same technology, K, used for defining
blockchain languages: EVM, |ELE, Plutus, ...
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State-of-the-Art

* Redefine the language using a different semantic
approach (Hoare/separation/dynamic logic)

* Language specific, non-executable, error-prone

HE{WAe#0}s{y
H+ {Y}while(e)s{y A e = 0]

H U {¢}proc) {¢'} + {¢} body {¢')
H + (W) proc() (¢}




What We Want [J

Formal Language Definition

* Use directly the trusted {Symiatend Seroancis)

Symbolic
execution

executable semantics! [

* [anguage-independent proof system
— Takes operational semantics as axioms
— Derives reachability properties
— Sound and relatively complete for all languages!
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Matching Logic Models

ps = & € Vars
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Matching Logic Proof System

13 Proof rules. Sound and complete

(PROPOSITION)
(PROPOSITION>)
(PROPOSITION3)

(Mobpus PONENS)

¢1 — (@2 = ¢1)
(01 = (@2 = @3)) = (@1 = @2) = (@ = @3)
(5@ = —@2) = (92 — ¢1)

(/)._)

(VARIABLE SUBSTITUTION)
(V)

(UNIVERSAL GENERALIZATION)
(PROPAGATION ;)
(PROPAGATIONY )
(PROPAGATIONS)

(FRAMING)

Vx> oly/x]
Vx.(¢; — @) = (@ — Vx.02) 1ifx & FV(p)
7

Colgr V 921 = Col@1] V Colg2)
Col3x.@0] = Ix.Csole] ifx ¢ FV(Cy|3x.0])

(/)l e ({);_’

(\ﬁl‘/’ll o ; (\GI‘I’ZI

(EXISTENCE)
(SINGLETON VARIABLE)

dx.x
-(Cy|x A @] A Colx A —e))
where C; and C, are symbol contexts.




Matching Logic Proof System

First-Order Logic

13 Proof rules. Sound and complete

f (l”R()I’()SI'I‘I()Nl) P — (@2 — @) \

(PROPOSITION;) (=@ = =¢y) = (@3 = @)

(r’)l (r(’)] —_ ({-’;’

(Mopus PONENS) P>
~ (VARIABLE SUBSTITUTION) Vx.¢ — ¢ly/x]

(V) Vx.(@1 — ¢2) — (@ — Vx.0) 1ifx & FV(gp,)

('/)
\ (UNIVERSAL GENERALIZATION) Vx.p /

(PROPAGATION | ) ColLl] — L

(PROPAGATIONY)) Coler V @21 = Coler] V Colo:]

(PROPAGATIONS) ColIx.@] = Ix.Csle] ifx ¢ FV(Cy|3x.0))

(/)l — (,');»

(FRAMING) Coloi] = Colo2]

(EXISTENCE) > b o o

(SINGLETON VARIABLE) =(Ci|x A @] A Calx A =g))

where C; and C, are symbol contexts.




Matching Logic Proof System

13 Proof rules. Sound and complete

(PROPOSITION,) 01 — (@2 — @)
(PR(’)P(E)SITION:) ((/)] — (@2 = @3)) = (@1 — @2) = (@1 — @3)
(PROPOSITION3) (=, — =¢y) — (@ — @)
(/)] (/)l — (/.):
(Mobpus PONENS) P>
~ (VARIABLE SUBSTITUTION) Vx.p — ¢ly/x]|
(V) Vx.(p; — @2) — (@ — Vx.02) 1t x & FV(gy)
P \
(UNIVERSAL GENERALIZATION)  Vx.¢ ( Co =0(Wg,ems Wiy O, Wiggseeer W)
2 (PROPAGATION ) ColLl] — L
(PROPAGATIONY)) Color V @2] = Cole1] V Co 2]
. (PROPAGATION3) Co|3x.0] = Ix.Cole] ifx & FV(Cy|3x.0]) 5
(/)l — (f');-'
(FRAMING) Color] = Colo:]
(EXISTENCE) =X
(SINGLETON VARIABLE) =(Ci|x A @] A Calx A =g))

where C; and C, are symbol contexts.




Matching Logic Proof System

13 Proof rules. Sound and complete

(PROPOSITION,) 01 — (@2 — @)
(PROPOSITION>) (01 = (@2 = @3)) = (@1 — @2) = (@1 — @3)
(PROPOSITION3) (=, — =¢y) — (@ — @)
(/)] (/)l — (/);_v
(Mobpus PONENS) P>
(VARIABLE SUBSTITUTION) Vx.p — ¢ly/x]
(V) Vx.(p; — @2) — (@ — Vx.02) 1t x & FV(gy)
(,/)

(UNIVERSAL GENERALIZATION) Vx.¢
(PROPAGATION | ) ColLl] — L
(PROPAGATIONY)) Coler V @2] = Coler] V Cole2]
(PROPAGATIONS) Col3x.@] = Ix.Cslep] ifx & FV(Cs|3x.@))

P — @2 )
(FRAMING) Colo1] — Colo:] )
(EXISTENCE) Jx.x \( ol )
(SINGLETON VARIABLE) -(Cy|x A @] A Colx A —e)) OCal 1€as0MNg |

where C; and C, are symbol contexts.




Matching Logic Proof System

13 Proof rules. Sound and complete

(PROPOSITION)
(PROPOSITION>)
(PROPOSITION3)

(Mobpus PONENS)

¢1 — (@2 = ¢1)
(01 = (@2 = @3)) = (@1 = @2) = (@ = @3)
(5@ = —@2) = (92 — ¢1)

(/)._)

(VARIABLE SUBSTITUTION)
(V)

(UNIVERSAL GENERALIZATION)
(PROPAGATION ;)
(PROPAGATIONY )
(PROPAGATIONS)

(FRAMING)

Vx> oly/x]
Vx.(¢; — @) = (@ — Vx.02) 1ifx & FV(p)
7

Colgr V 921 = Col@1] V Colg2)
Col3x.@0] = Ix.Csole] ifx ¢ FV(Cy|3x.0])

(/)l e ({);_’

Csle1] = Cole2) [Technical (completeness)

(EXISTENCE)
(SINGLETON VARIABLE)

dx.x
—‘((‘1 [.\' AN (,f)l A (-‘._'I.\' A _1(./)|)
where C; and C, are symbol contexts.
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Matching Logic Models
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Matching Logic Proof System

13 Proof rules. Sound and complete

(PROPOSITION)
(PROPOSITION>)
(PROPOSITION3)

(Mobpus PONENS)

¢1 — (@2 = ¢1)
(01 = (@2 = @3)) = (@1 = @2) = (@ = @3)
(5@ = —@2) = (92 — ¢1)

(/)._)

(VARIABLE SUBSTITUTION)
(V)

(UNIVERSAL GENERALIZATION)
(PROPAGATION ;)
(PROPAGATIONY )
(PROPAGATIONS)

(FRAMING)

Vx> oly/x]
Vx.(¢; — @) = (@ — Vx.02) 1ifx & FV(p)
7

Colgr V 921 = Col@1] V Colg2)
Col3x.@0] = Ix.Csole] ifx ¢ FV(Cy|3x.0])

(/)l e ({);_’

(\ﬁl‘/’ll o ; (\GI‘I’ZI

(EXISTENCE)
(SINGLETON VARIABLE)

dx.x
-(Cy|x A @] A Colx A —e))
where C; and C, are symbol contexts.




Matching u-Logic
* Adding support for recursion / induction

Qs = ... | X:s € SVAR;
| uX:s.og it @y is positive in X:s

(PRE-FIXPOINT) oluX.p/X| — uX.p

ol /X =¥

(KNASTER-TARSKI)
puX.p — Y




Expressiveness

* Important logics for program reasoning can be
framed as matching logic theories / notations

— First-order logic
* Equality, membership, definedness, partial functions
— Lambda / mu calculi (least/largest fixed points)

— Modal logics

— Hoare logics

— Dynamic logics
— LTL, CTL, CTL*

— Separation logic
— Reachability logic
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Expressiveness

* Important logics for program reasoning can be
framed as matching logic theories / notations

— First-order logic
* Equality, membership, definedness, partial functions
— Lambda / mu calculi (least/largest fixed points)

— Modal logics

— Hoare logics

— Dynamic logics
— LTL, CTL, CTL*

— Separation logic
— Reachability logic




Reachability Logic (Semantics of K)

» “Rewrite” rules over matching logic patterns:

o = ¢

e Patterns generalize terms, so reachability rules
capture rewriting, that is, operational semantics

* Reachability rules capture Hoare triples

{Prej Codeq Post} Code \ Pre = € A Post

* Sound & relative complete proof system
— Now proved as matching logic theorems




Reachability Logic (Semantics of K)

* “Rewrite” rules over matching logic patterns:
/ Can be expressed in matching logic:
p=¢ ¢ — 0(p")  Ois “weak eventually”

e Patterns generalize terms, so reachability rules
capture rewriting, that is, operational semantics

* Reachability rules capture Hoare triples

{ Pre} Code{ Post} Code N Pre = ¢ A Post

* Sound & relative complete proof system
— Now proved as matching logic theorems




K = (Best Effort) Implementation of RL

* Reachability logic implemented in K, generically

Program Specifications (reachability rules)
Program Verifier
K Semantics
- Theorem
K Verification | Provers

W1 " Infrastructure 73

JavaScript ~ - —
—




K = (Best Effort) Implementation of RL

* Reachability logic implemented in K, generically

Program Specifications (reachability rules)
Program Verifier
K Semantics
- Theorem
K Verification | Provers
el 22 " Infrastructure 73
JavaScript ~ - —
— ‘ \ .. /
s /
EVM
IELE
Plutus

Solidity




OK Performance

Time (seconds) spent on
domain reasoning (matching
logic + querying Z3)

Time (seconds) spent on
applying semantic steps
(symbolic execution)

KERNEI C JAVA JAVASCRIPT

Programs Execution | Reasoning Execution ' Reasoning Execution Reasoning |  Execution | Reasoning

Time #Step | Time #Query | Time #Step | Time #Query | Time #Step | Time #Query | Time #Step | Time #Query
BST find 06 192 | 12 95| 104 1,028 | 36 246 | 19 322 28 244 | 45 1736 | 18 93
BST insert 0.8 336 2.9 160 23.0 248I 1.2 414 4.1 691 4.5 342 54 3,394 2.8 158
BST delete 1.4 582 5.6 420 55.1 4,540 16.6 038 98 1,274 15.1 1,125 15,6 5,052 5.6 373
AVL find 0.6 192 1.2 95 99 1,028 3.1 214 2.2 322 2.7 244 45 1,736 1.9 93
AVL insert 6.2 1,980 42.1 1,133 210.7 12,616 70.6 1,865 424 3,753 628 2,146 | 1025 26977 32.5 1,22]
AVL delete 9.5 2933 454 1,758 5148 26,003 | 1189 3,883 | 1222 8,144 | 1494 4866 | 1843 38,591 55.3 2,233
RBT find 0.6 192 1.1 95 1.5 1,064 3.0 214 2.1 322 2.9 244 49 1,736 1.9 93
RBT insert 7.6 2,331 48.1 1,392 7220 30924 | 181.8 4,394 399 4240 715.7 2,547 84.9 28,082 296 1,381
RBT delete 10.6 3,891 33.7 2,033 | 15938 50,389 | 308.3 15429 958 8312 754 4460 | 1442 51,356 394 2009
Treap find 0.6 200 1.4 118 1.2 1,064 3.2 214 2.0 322 2.9 244 46 1,736 1.9 116
Treap insert 1.4 753 4.5 247 524 4954 15.3 724 12.7 1,469 10.4 563 13.7 7,738 5.2 243
Treap delete 2.0 831 94 509 739 5,512 16.5 656 120 1,694 164 1,021 248 8,333 8.4 460
List reverse 0.4 142 0.3 21 6.6 815 4.8 76 £ 222 2.6 46 50 1,162 0.5 20
List append 0.4 171 0.5 45 7.4 909 7.4 128 1.8 239 5.5 106 45 1,392 0.8 46
Bubble sort 0.9 391 26.8 190 284 2401 38.0 357 34 589 354 345 56 2,688 25.7 145
[nsertion sort 1.1 468 24.5 300 26.6 2,555 35.3 451 4.1 731 27.0 371 83 3,119 36.5 213
Quick sort 1.1 604 31.6 269 31.0  3.601 48.2 518 7.1 958 40.0 413 15.0 5,046 33.1 252
Merge sort 1.7 970 55.0 478 31.6 6,589 89.0 1,070 14.1 1,566 12.9 7137 228 7,021 43.2 480
Toal | 47.7 17.159 | 3352 9,358 | 3470.5 158473 | 970.6 31,791 | 3793 35,170 | 604.5 20,064 | 654.9 196,895 | 326.3 9.629

* Properties very challenging to verify automatically. We only found
one such prover for C, based on a separation logic extension of VCC

— Which takes 260 sec to verify AVL insert (ours takes 280 sec; see above)




OK Performance

Time (seconds) spent on
domain reasoning (matching
logic + querying Z3)

Time (seconds) spent on
applying semantic steps
(symbolic execution)

KERNEI C JAVA JAVASCRIPT

Programs Execution | Reasoning Execution ' Reasoning Execution Reasoning |  Execution | Reasoning

Time #Step | Time #Query | Time #Step | Time #Query | Time #Step | Time #Query | Time #Step | Time #Query
BST find 06 192 | 12 95| 104 1,028 | 36 246 | 19 322 28 244 | 45 1736 | 18 93
BST insert 0.8 336 2.9 160 23.0 248I 1.2 414 4.1 691 4.5 342 54 3,394 2.8 158
BST delete 1.4 582 5.6 420 55.1 4,540 16.6 038 98 1,274 15.1 1,125 15,6 5,052 5.6 373
AVL find 0.6 192 1.2 95 99 1,028 3.1 214 2.2 322 2.7 244 45 1,736 1.9 93
AVL insert 6.2 1,980 42.1 1,133 210.7 12,616 70.6 1,865 424 3,753 628 2,146 | 1025 26977 32.5 1,22]
AVL delete 9.5 2933 454 1,758 5148 26,003 | 1189 3883 | 1222 8,144 | 1494 4866 | 1843 38591 55.3 2,233
RBT find 0.6 192 1.1 95 1.5 1,064 3.0 214 2.1 322 2.9 244 49 1,736 1.9 93
RBT insert 7.6 2,331 48.1 1,392 7220 30924 | 181.8 4,394 399 4240 715.7 2,547 84.9 28,082 296 1,381
RBT delete 10.6 3,891 33.7 2,033 | 15938 50,389 | 308.3 15429 958 8312 754 4460 | 1442 51,356 394 2009
Treap find 0.6 200 1.4 118 1.2 1,064 3.2 214 2.0 322 2.9 244 46 1,736 1.9 116
Treap insert 1.4 753 4.5 247 524 4954 15.3 724 12.7 1,469 10.4 563 13.7 7,738 5.2 243
Treap delete 2.0 831 94 509 739 5,512 16.5 656 120 1,694 164 1,021 248 8,333 8.4 460
List reverse 0.4 142 0.3 21 6.6 815 4.8 76 £ 222 2.6 46 50 1,162 0.5 20
List append 0.4 171 0.5 45 7.4 909 7.4 128 1.8 239 5.5 106 45 1,392 0.8 46
Bubble sort 0.9 391 26.8 190 284 2401 38.0 357 34 589 354 345 56 2,688 25.7 145
[nsertion sort 1.1 468 24.5 300 26.6 2,555 35.3 451 4.1 731 27.0 371 83 3,119 36.5 213
Quick sort 1.1 604 31.6 269 31.0  3.601 48.2 518 7.1 958 40.0 413 15.0 5,046 33.1 252
Merge sort 1.7 970 55.0 478 31.6 6,589 89.0 1,070 14.1 1,566 12.9 7137 228 7,021 43.2 480
Toal | 47.7 17.159 | 3352 9,358 | 3470.5 158473 | 970.6 31,791 | 3793 35,170 | 604.5 20,064 | 654.9 196,895 | 326.3 9.629

* Properties very challenging to verify automatically. We only found
one such prover for C, based on a separation logic extension of VCC

— Which takes 260 sec to verify AVL insert (ours takes 280 sec; see above)
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OK Performance

Time (seconds) spent on
domain reasoning (matching
logic + querying Z3)

Time (seconds) spent on
applying semantic steps
(symbolic execution)

KERNEI C JAVA JAVASCRIPT

Programs Execution | Reasoning Execution ' Reasoning Execution Reasoning |  Execution | Reasoning

Time #Step | Time #Query | Time #Step | Time #Query | Time #Step | Time #Query | Time #Step | Time #Query
BST find 06 192 | 12 95| 104 1,028 | 36 246 | 19 322 28 244 | 45 1736 | 18 93
BST insert 0.8 336 2.9 160 23.0 248I 1.2 414 4.1 691 4.5 342 54 3,394 2.8 158
BST delete 1.4 582 5.6 420 55.1 4,540 16.6 038 98 1,274 15.1 1,125 15,6 5,052 5.6 373
AVL find 0.6 192 1.2 95 99 1,028 3.1 214 2.2 322 2.7 244 45 1,736 1.9 93
AVL insert 6.2 1,980 42.1 1,133 210.7 12,616 70.6 1,865 424 3,753 628 2,146 | 1025 26977 32.5 1,22]
AVL delete 9.5 2933 454 1,758 5148 26,003 | 1189 3883 | 1222 8,144 | 1494 4866 | 1843 38591 55.3 2,233
RBT find 0.6 192 1.1 95 1.5 1,064 3.0 214 2.1 322 2.9 244 49 1,736 1.9 93
RBT insert 7.6 2,331 48.1 1,392 7220 30924 | 181.8 4,394 399 4240 715.7 2,547 84.9 28,082 296 1,381
RBT delete 10.6 3,891 33.7 2,033 | 15938 50,389 | 308.3 15429 958 8312 754 4460 | 1442 51,356 394 2009
Treap find 0.6 200 1.4 118 1.2 1,064 3.2 214 2.0 322 2.9 244 46 1,736 1.9 116
Treap insert 1.4 753 4.5 247 524 4954 15.3 724 12.7 1,469 10.4 563 13.7 7,738 5.2 243
Treap delete 2.0 831 94 509 739 5,512 16.5 656 120 1,694 164 1,021 248 8,333 8.4 460
List reverse 0.4 142 0.3 21 6.6 815 4.8 76 £ 222 2.6 46 50 1,162 0.5 20
List append 0.4 171 0.5 45 7.4 909 7.4 128 1.8 239 5.5 106 45 1,392 0.8 46
Bubble sort 0.9 391 26.8 190 284 2401 38.0 357 34 589 354 345 56 2,688 25.7 145
[nsertion sort 1.1 468 24.5 300 26.6 2,555 35.3 451 4.1 731 27.0 371 83 3,119 36.5 213
Quick sort 1.1 604 31.6 269 31.0  3.601 48.2 518 7.1 958 40.0 413 15.0 5,046 33.1 252
Merge sort 1.7 970 55.0 478 31.6 6,589 89.0 1,070 14.1 1,566 12.9 7137 228 7,021 43.2 480
Toal | 47.7 17.159 | 3352 9,358 | 3470.5 158473 | 970.6 31,791 | 3793 35,170 | 604.5 20,064 | 654.9 196,895 | 326.3 9.629

* Properties very challenging to verify automatically. We only found
one such prover for C, based on a separation logic extension of VCC

— Which takes 260 sec to verify AVL insert (ours takes 280 sec; see above)




K for the Blockchain




»
Parser

\.

\

K framework vision

J

(

.

Interpreter

\

J

(

& _J

\

Compiler

_ )
(semantic)

(Deductive\

program

o verifier y

checker
Y

- R
Model

J

(

| Debugger)

.

>

Symbolic
execution

J




KEVM: Semantics of the Ethereum
Virtual Machine (EVM) in K

Complete semantics of EVM in K

— https://github.com/kframework/evm-semantics

— Passes 60,000+ tests of C++ reference implementation
— 8x (only!) slower than the C++ implementation

— Adoption by the Ethereum Foundation




What Can We Do with KEVM?

1) Generate and deploy correct-by-construction
EVM client! IOHK has just done that, in
collaboration with RV, as a Cardano testnet:

CARDANO TESTNETS

&




What Can We Do with KEVM?

2) Formally verify Ethereum smart contracts! RV
Is doing that, commercially. RV also won first
Ethereum Security grant to verify Casper.

w ! runtmevenhicator n AW v O ® 4 @ 2

runtime verification

e Formal Smart Contract Verification

Comprehensive. End-to-end. Faithful. Knowing the unknown. We provide cutting-edge formal assurance

Comprehensive. We specify and verify the full functional correctness of the smart contract. This gives the

smart contract owner the strongest possible functional correctness guarantee

End-to-end. We start with the high-level specification of the smart contract and refine it down to the virtual

machine level. The last step is to verify the executable bytecode

B Faithful. We communicate with the smart contract owner to confirm the high-level specification correctly

captures the intended functionality. We then prove the soundness of the specification refinements, We will

soon generate correctness certificates as formal proof objects to be checked by independent proof checkers




What Can We Do with KEVM?

2) Formally verify Ethereum smart contracts! RV
Is doing that, commercially. RV also won first
Ethereum Security grant to verify Casper.

.......

| Awardee List Announcing Beneficiaries of the Ethereum Foundation Grants

I S
Comprehensive. End-to-end. Faithfu
u de t
Comprehensive. We specify and ver Scalabllity Grant - $50K. Sharding simulation
smart contract owner the strongest ‘ i ‘
> s |
End-to-end. We start with the high-
machine level. The last step is to ver Scalability Grant - $25K. Geth optimization
: DevEx Grant - $10K. Solidity static analyzer

m Faithful. We communicate with the

captures the intended functionality Jesign Grant - S10K, Key management UX study

soon generate correctness certificats (Anonymous) - Hackternshij $10K. Deterministic V




Smart contract verification workflow

Transfers _value amount of tokens to address _to , and MUST fire the Transfer event. The function SHOULD throw if
the _from account balance does not have enough tokens to spend.

Note Transfers of O values MUST be treated as normal transfers and fire the Transfer event.

function transfer(address _to, uint256 _value) returns (bool success)

ERC20 Informal

5 A [transfer]
rule <k> transfer(To, Value) => | BUSlneSS LOrgAlC A callData: #abiCallData("transfer", #address(TO _ID),
true ...</k> #uint256(VALUE))
<caller> From </caller> gas: {GASCAP} =>
<account> . refund: =>
b P o Refinement bebico e
<balance> BalanceFrom => andBool 0 <=Int TO_ID andBool TO _ID  <Int
BalanceFrom -Int Value A
(2 Aint 160)
</b8|8'nCe> " andBool 0 <=Int VALUE andBool VALUE
</account> ERCZO-K Refmement <|nt (2 *Int 256)
<account> andBool 0 <=Int BAL_FROM andBool
<id> To </ldB> o formal BAL_FROM <Int (2 Alnt 256)
<balance> Balancelo => andBool 0 <=Int BAL TO andBool BAL TO
BalanceTo +Int Value </balance> exeCUtable : <Int (2 *nt 256) = -
</account> high-level spec ERC20-EVM
<log> Log => Lo
Transfe?(Frongm To, V%Iue) </log> formal [transfer-success]
: S k: #execute => (RETURN RET ADDR:Int 32 ~>
requires To =/=Int From /I executable ‘ (: Sy 5 )
sanity check localMem: .Map => ( .Map[ RET_ADDR :
ARSI N falia st 6 low-level SPEC | #asByteStackinWidth(1, 32)] _:Map )
andBool Value <=Int i log: _:List ( .List =>
T il tAtCONMAINS || | \ic abiEventLog(ACCT ID, "Transfer”,
andBool BalanceTo +Int Value all EVM TgeXeTaoaesCALLER I
<=Int MAXVALUE details




EVM Not Human Readable
(among other nuisences)

PUSH(1, 0) ; PUSH(1, O0) ; MSTORE
, PUSH(1, 10) ; PUSH(1, 32) ; MSTORE
; JUMPDEST
; PUSH(1, 0) ; PUSH(1, 32) ; MLOAD ; GT
; ISZERO ; PUSH(1, 43) ; JUMPI
; PUSH(1, 32) ; MLOAD ; PUSH(1, O0) ; MLOAD ; ADD ; PUSH(1, O0) ; MSTORE

s PUSH(1, 1) , PUSH(1, 32) ; MLOAD ; SUB ; PUSH(1, 32) ; MSTORE
; PUSH(1, 10) ; JUMP
; JUMPDEST

, PUSH(1, O0) ; MLOAD ; PUSH(1, 0) ; SSTORE




EVM Not Human Readahls

f it must be

(among other nuiser™ |ou-jevel, then
prefer this:
7
seenco o) define public @sum(%n) { -
. PUSH(1, 10) ; PU %result =0 £
. JUMPDEST condition:
; PUSH(1, 0) ; PUSH %cond =cmp le %n, 0 |
; ISZERO ; PUSH(1, br %cond, after loop
. PUSH(1, 32) ; MLO %result = add %result, %n USH(1, 0) ; MSTORE
. PUSH(1, 1) S meh K 1 USH(1, 32) ; MSTORE
. PUSH(1, 10) ; JUM ’
. JUMPDEST br condition

. PUSH(1, 0) ; MLop after loop:
ret %result

\_ 4




(,ELE A New Virtual Machine (and
Language) for the Blockchain

* Incorporates learnings from defining KEVM and
from using it to verify smart contracts

* Register-based machine, like LLVM; unbounded*

* |ELE was designed and implemented using formal
methods and semantics from scratch!

* Until [ELE, only existing or toy languages have
been given formal semantics in K
— Not as exciting as designing new languages

— We should use semantics as an intrinsic, active
language design principle, not post-mortem




(,ELE A New Virtual Machine (and
Language for thes ockchain

* Incorpc .M and
fre~|ELE testnet (with IOHK):
a e End of July’18 sed”
' 'rEEE " e With tool ecosystem e
- until IELE, | 1 nave
been give!  .in: anc <
— Not as exciting as gning n anguages

— We should use se.  ntics as an i trinsic, active
language design p nciple, not post-mortem




K Semantics of Other
Blockchain Languages

WASM (web assembly) — in progress, in
collaboration with the Ethereum Foundation

Solidity — in progress, collaboration between RV
and Sun Jun’s group in Singapore

Plutus (functional) — in progress, by RV following
Phil Wadler’s (@IOHK) design of the language

VVyper —in progress, by RV in collaboration with
the Ethereum Foundation




1. Fast LLVM (and IELE) Backend for K
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1. Fast LLVN d |ELE) id for K

* Current OCAML backend of K: ‘

* Fast enough to power RV-Match product and the
KEVM and IELE VMs in testnets

e But still one or two orders of magnitude slower than
hand-crafted interpreters

" * LLVM backend for K under development:
* Take advantage of LLVM’s optimizations / pipeline
* Expected to compete with hand-written interpreters
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2. Semantics-Based Compilation
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Semantics-Based Compilation (SBC)

K Semantics of
Language L

Semantics-Based K Semantics of

Compilation Language L,

Program P in
Language L

Goals
— Execution of P in L equivalent to executing L, in a start configuration

— L, should be “as simple as possible”, only capturing exactly the
dynamics of L. necessary to execute program P




Semantics-Based Compilation (SBC)
Experiments with Early Prototype

// start

3 1 8 & PRI & (R ¢ QUi A
b-=:1 3 =1 5 Xx-=:0; 3
// outer
while (b <= 27) {
n =>»,b;
// inner
while (2 <= n) {
if (n <= ((n / 2) * 2))
{
n=n/2;
} else {
n= {3 *n +1;

¥ = x+* 1 3

}
b=b+ 1 ;

N
Mmoo
& ab b

s compiles to —>

2€Nn,Tniseven

C/v

n=3n+1

n=n/2




Semantics-Based Compilation (SBC)
Experiments with Early Prototype

// start

3 1 8 & PRI & (R ¢ QUi A
b-=:1 3 =1 5 Xx-=:0; 3
b=
// outer -
while (b <= 27) { o
n =>b ;

// inner

while (2 <= n) { :
if (n<= ((n/2) *2)) | === compilesto mmmp>

n=ny/ 2 ;
} else {
n= (3 *n +1;

¥ = x+* 1 3

é = b + 1 ;
} Frogram TIEIT
// end sum.imp 70.6
collatz.imp 34.5
collatz-all.imp 77.4

krazy-loop.imp 67.6



3. Proof Object Generation
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Formal Methods for Blockchain

Research Center T ILLINOIS

Computer Science




Formal Methods for Blockchain

Research Center T ILLINOIS

Computer Science

e \ision:

Develop end-to-end technology for future blockchains
* Objective

Provably correct and secure blockchain programs




K — A Universal Blockchain Language

* We want to be able to write (provably correct)
smart contracts in any programming language!

1. Write contract P in any language, say L (unique address)
2. SBC[L] your P into L, ; verify P (or L;) with K prover
3. Generate binary from L, using LLVM (?) backend




K — A Universal Blockchain Language

* We want to be able to write (provably correct)
smart contracts in any programming language!

Ll
iy Each node runs

CI/>CI1~/—°E a K VM client

W




Conclusion: It Can Be Done!
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