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Abstract

Symbolic reasoning of large programs is bound to be impeecis
How to deal with this imprecision is a fundamental problerpiio-
gram analysis. Imprecision forces approximation. Tradgi static
program verification builds “may” over-approximations bétpro-
gram behaviors to check universal “for-all-paths” projgstwhile
automatic test generation requires “must” under-apprakions to
check existential “for-some-path” properties.

In this paper, we introduce a new approach to test generation
where tests are derived fromalidity proofsof first-order logic for-
mulas, rather thamsatisfying assignmentsf quantifier-free first-
order logic formulas as usual. Two key ingredients of tiigher-
order test generatiorare to (1) represent complex/unknown pro-
gram functions/instructions causing imprecision in sylitbex-
ecution byuninterpreted functionsand (2) recorduninterpreted
function sample€apturing input-output pairs observed at execu-
tion time for those functions. We show that higher-ordet ¢gn-
eration generalizes and is more precise than simplifyingptex
symbolic expressions by using their concrete runtime wlag
done in DART [11]. We present several program examples where
our approach can exercise program paths and find bugs migsed b
previous techniques. We discuss the implementability qpdica-
tions of this approach. We also explain why dynamic test geitn
is more powerful than static test generation.

1. Introduction

Automatic code-driven test generation aims at provingterisal
properties of programs: does there exist a test input thatega
ercise a specific program branch or statement, or follow aifipe
program path, or trigger a bug? Test generation dualizdgitaal
program verification and static program analysis aimed av-pr
ing universal properties which holds for all program pattsch
as “there are no bugs of type X in this program”).

Symbolic reasoning of large programs is bound to be impeecis
After all, if perfect bit-precise symbolic reasoning wassgible,
static program analysis would detect standard programesirays
without reporting false alarms. How to deal with this impsémn
is a fundamental problem in program analysis. Traditionalics
program verification builds “may” over-approximations bétpro-
gram behaviors in order to prove correctness, but at the afost
reporting false alarms. Dually, automatic test generatauires
“must” under-approximations in order to drive program exems
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and find bugs without reporting false alarms, but at the cogbs-
sibly missing bugs.

Most of the program analysis literature discusses program v
ification for universal properties. Yet, paradoxicallyethiggest
practical impact of program analysis so far has been bugrfindi
not proving the absence of bugs (especially since mostipaact
scalable tools are unsound for this). The study of effeqinagram
verification techniques for existential properties (akautsd bug
finding”) has recently experienced quite a resurgence. Alysitis
arguably recent work on systematic dynamic test generdtibh
and related extensions and tools (e.g., [5, 14, 19]). Overlakt
few years, these techniques have been made more scalahle [13
and have been used to found many new security vulnerabilitie
Windows [8] and Linux [18] applications.

Work on automatic code-driven test generation can rougaly b
partitioned into two groupsstatic versusdynamictest generation.
Static test generation [15] consists of analyzing a progFastat-
ically, by reading the program code and using symbolic execution
techniques to simulate abstract program executions irr ¢odat-
tempt to compute inputs to drivB along specific execution paths
or brancheswithout ever executing the progra@n the other hand,
dynamic test generatiof16] consists of executing the prograf
starting with some given or random input, gathering syntbodin-
straints on inputs at conditional statements along thewgimt and
then using a constraint solver to infer variants of the masiin-
puts in order to steer the next execution of the program tdsvan
alternative program branch; this process can be repeatédtive
goal of systematicallyexecuting all (or as many as possible) feasi-
ble program paths, while checking each execution usingime-
checking tools (like Purify, Valgrind or App\Verifier) for tecting
various types of errors [11].

Itis argued in [7, 11] that dynamic test generation is mong-po
erful than static test generation because imprecision mbsyic
execution can be alleviated using concrete values and nasizee
tion: whenever symbolic execution does not know how to geteer
a constraint for a program statement depending on somesingmg
can always simplify this constraint using the concreteirnatval-
ues of those inputs. To illustrate this point, consider thiing
program example [7]:

int obscure(int x, int y) {
if (x == hash(y)) return -1;
return O;

}

Assume the constraint solver cannot “symbolically reason
about the functiorhash. This means that the constraint solver
cannot generate two values for input&ndy that are guaranteed
to satisfy (or violate) the constraint == hash(y). (For instance,
if hash is a hash or cryptographic function, it has been mathe-
matically designed to prevent such reasoning.) In this,cstsgic
test generation cannot generate test inputs to drive theutza
of the progranmobscure through either branch of the conditional

// error

// ok
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statement: static test generatiorh&lplessfor a program like this.
Note that, for test generation, it is not sufficient to knowttthe
constraints == hash(y) is satisfiable fosomex andy, it is also
necessary to generate sospecific valuesor x andy that satisfy
or violate this constraint.

In contrast, dynamic test generation can easily generatey f
fixed value ofy, a value ofx that is equal tthash(y) since the
latter is known at runtime. By picking randomly and then fixthe
value ofy, we can, in the next test execution, set the value of the
other inputx either tohash(y) or to something else in order to
force the execution of the then or else branches, respbgiféhe
test in the functiorobscure.

In summary, static test generation is unable to generate tes

inputs to control the execution of the prograshscure, while
dynamic test generation cagasily drive the executions of that
same program through all its feasible program paths. Iristeal
programs, imprecision in symbolic execution typicallyepe in in
many places, and dynamic test generation allows test gémera
to recover from that imprecision. Dynamic test generatian be
viewed as extending static test generation with additionatime
information, and is therefore more general and powerful.

But how much more powerful? How often can this concretiza-
tion trick be used? It would not work in the case of a constriéie
hash (x)==hash(y)+1. Does there exist an algorithm to determine
for which constraints concretization “works” and when iedmot?
Can concretization be modeled symbolically and therefareis
lated by static symbolic execution and test generation®, Ifvhat
is the fundamental difference between static and dynamtaqen-
eration? Can one formalize both apcbve (and clarify how and
why) they are different? Is it possible to deal with imprémisin
symbolic reasoning differently, in order to enable evenermow-
erful test generation?

The purpose of this paper is to answer all these questiorishwh
are central to test generation and program analysis. We tstar
carefully formalizing “concretization” as introduced ][], and
show that it may or may not generate sound path constraiets (S
tion 3). We then introduce (Section 4) a new more general form
of test generation, which we cdfligher-orderbecause it uses a
higher-order logic representation of program paths. Higinder
test generation usesinterpreted functionso represent unknown
functions or instructions during symbolic execution, nefsanin-
terpreted function samplesapturing input-output pairs observed
at execution time for those functions, and generates nevinfass
from validity proofsof first-order logic formulas with uninterpreted
functions. We then show (in Section 5) that higher-order ges-
eration can not only fully “simulate” concretization wheretlatter
is done in a sound manner, but that it is also more general @ame p
erful. We discuss how to implement this approach in pradtice
Section 6, and present an application (in Section 7) whighires
the power of higher-order test generation: parsers withtitgxers
using hash functions for fast keyword recognition. We codel(in
Section 9) by clarifying in what sense dynamic test genenais
more powerful than static test generation.

2. Background: Systematic Dynamic Test
Generation

Dynamic test generation (see [11] for further details) tsinsof
running the progranP under test both concretely, executing the
actual program, and symbolically, calculating constsaon values
stored in program variablasand expressed in terms of input pa-
rameters. Side-by-side concrete and symbolic executimnper-
formed using a concrete stofd and a symbolic storé&, which
are mappings fronmemory addresse@vhere program variables
are stored) to concrete and symbolic values respectivelsyr-

bolic valueis any expressior in some theoryZ where all free
variables are exclusively input parameters. For any prograri-
ablev, M (v) denotes theoncrete valueof v in M, while S(v)
denotes thesymbolic valueof v in S. For notational convenience,
we assume thaf(v) is always defined and is simply/ (v) by de-
fault if no symbolic expression in terms of inputs is asstedavith

v in S. WhenS(v) is different fromM (v), we say that that pro-
gram variablev is “symbolic”, meaning that the value of program
variablev is a function of some input(s) which is represented by the
symbolic expressioy(v) associated with in the symbolic store.
We also extend this notation to allaW/ (e) to denote the concrete
value of symbolic expressionwhen evaluated with the concrete
store M. The notation+ for mappings denotes updating; for ex-
ample,M’ = M + [m s e] is the same map ak/, except that
M'(m) =e.

The programP manipulates the memory (concrete and sym-
bolic stores) through statementspommandsthat are abstractions
of the machine instructions actually executed. A commamdbea
anassignmenbf the formwv := e (wherev is a program variable
ande is an expression) de1] := ez (Where[e:] is a memory ad-
dress dereference at the address defined by evaluatingssiqre
e1 andes is an expression), eonditional statemenof the form
if e then O’ else C” wheree denotes a boolean expression,
andC’ andC" denote the uniquienext command to be evaluated
whene holds or does not hold, respectively,safop corresponding
to a program error or normal termination.

Given an input vectod assigning a concrete value to the i-
th input parameter, the evaluation of a program defines aueniq

finite? program executiorsg =z 81 ... Cn s, that executes the
finite sequencé€; ... C,, of commands and goes through the finite
sequence; ... s, of program states. Eagitogram statds a tuple
(C, M, S, pc) whereC'is the next command to be evaluated, gnd

is a special meta-variable that represents the currentpastraint.
For a finite sequence of commands (i.e., a control path), a
path constraintpe,, is a formula of theoryZ that characterizes
the input assignments for which the program executes alonip
simplify the presentation, we assume that all the programabies
have some unique initial concrete value in the initial ceteistore
Moy, and that the initial symbolic stor§, identifies the program
variablesv whose values are program inputs (for all those, we have
So(v) = z; wherex; is the symbolic variable corresponding to the
input parameter;). Initially, pc is defined totrue.

Systematic dynamic test generation [11] consists of syatiem
cally exploring all feasible control-flow paths of the pragr under
test by using path constraints and a constraint solver. Bgtcac-
tion, a path constraint represents conditions on inputsrtbed be
satisfied for the current program path to be executed. Giyao-a
gram statdC, M, S, pc) and a constraint solver for theo®, if C'
is a conditional statement of the forif e then C’ else C”,
any satisfying assignment, orode| to the formulagpc A e (respec-
tively pc A —e) defines program inputs that will lead the program to
execute thehen (resp.else) branch of the conditional statement.
By systematically repeating this process, sudirected searcltan
enumerate all possible path constraints and eventuallyuéxell
feasible program paths.

The search is exhaustive provided that the generation gfatie
constraint (including the underlying symbolic executi@md the
constraint solver for the given theofy are bothsound and com-
plete that is, for all program paths, the constraint solver returns
a satisfying assignment for the path constraiat, if and only if
the path is feasible (i.e., there exists some input assighteading

1We assume program executions are sequential and detetfminis

2\We assume program executions terminate. In practice, atitgrevents
non-terminating program executions and issues a runtinoe er
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evalSymbolice) =
match (e):
casewv: // Program variablev
return S(&wv)
case +€1, ez): // Addition
f1 = evalSymbolicer)
f2 = evalSymbolices)
if f1 and f» are constants
return evalConcrete)
else
return createExpressiod+{’,f1,f2)
etc.
default: // default for unhandled expression
II'pe=pch Ny cel®i =14)
return evalConcrete)

Figurel. Symbolic expression evaluation.

Procedure executeSymbolicP,I) =
initialize My and So
path constraintpc = true
C = getNextCommand ()
while (C # stop)
match (C):
case p:=e):
M = M + [&v —evalConcretée)]
S =S+ [&v —evalSymbolide)]
case (ife then C’ else C"):
b=evalConcretée)
c =evalSymbolide)
if b then pc=pcAc
else pc = pc A —c¢
C = getNextCommand () // end of while loop

Figure2. Symbolic execution.

to its execution). In this case, in addition to finding errsugh as
the reachability of bad program statements (likeert (false)),
a directed search can also prove their absence, and thedddtain
a form of progranverification

THEOREM1. (adapted from [11]) Given a progran® as defined
above, a directed search using a path constraint generadiwh a
constraint solver that are both sound and complete exescidle
feasible program paths exactly once.

In this case, if a program statement has not been executed whe
the search is over, this statement is not executable in amyxd
In practice, path constraint generation and constraintirsplare
usually not sound and complete.

Note that the above formalization and theorem do apply to
programs containing loops or recursion, as long as all progr
executions terminate. However, in the presence of a simaglp |

whose number of iterations depends on some unbounded input,

the number of feasible program paths becomes infinite. Icticea
search termination can always be forced by bounding induega
loop iterations or recursion, at the cost of potentiallysitig bugs.

Figure 1 illustrates how to evaluate symbolic expressioirs
volved when symbolically executing individual programtis-
tions, while Figure 2 shows how to generate a path constrdiite
symbolically executing a whole program. The notatfon denotes
the address at which the value of program variahie stored.

3. Sound and Unsound Concretization
3.1 Concretization and Must Abstraction

When a program expression cannot be expressed in the geeryth
T decided by the constraint solver, it can be simplified using
concrete values of sub-expressions, or replaced by theretenc

value of the entire expression. This case corresponds ¢olith
of Figure 1. Let us caltoncretizationthe process of replacing a
symbolic expression by its current concrete value duringgadyic
symbolic execution.
In the presence of concretizations, path constraint géoaris
in general no longer “sound and complete” since constrdints
come approximate and path constraints no longer captung- acc
rately program path feasibility. (In the original DART akibm
of [11], some completeness flag would then be set off and ttex ou
loop in Figure 2 of [11] would run forever.) Moreover, Theord
no longer holds since its assumptions are no longer satisfied
Loosely speaking, concretizing a symbolic expression unde
approximates its set of possible values by a singleton se¢azong
its unique current runtime value. In that sense, concriizaan be
viewed as &must abstraction”which issound for bug-finding].
Must abstractions capture existential reachability priogethat
are guaranteed to hold e@emeprogram executions. Formally, must
transitions are usually [9] defined as follows:

there exists anust transitiorfrom an abstract state, to an
abstract state; if, for every concrete stat@ abstracted by
a1, there exists a program execution framto a concrete
statec such that; is abstracted by..

Must transitions can be chained together to prove existierach-
ability properties of programs, i.efind bugs in a sound man-
ner[9, 14].

Similarly, we can definenustpath constraints that aseund for
bug finding

DEFINITION 1. A path constrainpc,, is soundif every input as-
signment satisfyinge,, defines a program execution following
pathw. H

In other words, if a sound path constraint is satisfiathlenthe cor-
responding program path is feasible. But the converse dutetec-
essarily hold: an algorithm for generating sound path cairgs
may fail to generate path constraints for some feasiblerpmg
paths, and hence may fail to exercise some code and may ngiss bu

3.2 Unsound Concretization

Strictly speaking, however, concretization alone doegnatantee
a sound path constraint generation. Consider the followingram
example.

int foo(int x, int y) {
if (x == hash(y)) {

if (y == 10) return -1; // error

}

Assume that the functiohash is “unknown”, that the program
is run with the input values=567 and y=42, thathash(42) is
567, and hence that the execution takes then branch of the
conditional statement. The path constraint generated doP&RT
algorithm of Figures 1 and 2 (i.enithoutline 14 of Figure 1) is

r =567 Ay # 10

Indeed, the expressiohash(y) which (we assume) is outside
T is replaced by its concrete value 567 by line 15 of Figure 1.
But the algorithm does not “record” this concretizationfa first
conditional statement, and allow a symbolic constrgigt 10 to

be generated on later on. This path constraint correctly captures
the current concrete execution (singeis indeed 567 and; is
indeed different from 10 for this run), but it isot sound for x
equal to 567 and all values gfdifferent from 10, we do not know
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whetherhash (y)=567 and therefore whether the same execution
path would be taken.

By negating the last constraint of this unsound path coimstra
and solving the new path constraint

z =567 Ay =10

one gets a new test input that should drive the program tantéied
error, but results instead indivergence[11], i.e., an unexpected
program path being takentiash (10) is different from 567.

The risk of divergences in the presence of unsound path con-

straints is not a new observation: it is discussed in [11] fauadi-
vates the need for comparing the actual path taken by thearog
under test with the expected pathderived from each path con-
straintpc,,. When additional constraints are automatically injected
in path constraints for checking additional program prtpsisuch

as the absence of buffer overflows [12], every new test inpneg
ated violating such injected constraints should be execateon-
firm the bug before reporting it to the user, in order to avejdart-

ing false alarms due to divergences from unsound path @ntsr
(unlike [17]).

3.3 Sound Concretization

To generate sound path constraints, we propose the folipnémw
variant of the DART algorithm: whenever a symbolic expressi
is concretized during symbolic execution, for all symbefciables
x; Occurring ine, a newconcretization constraint; = I is added
to the path constraint, as illustrated in line 14 of Figurevhjch

Sound concretization generates sound path constrainediamd
inates divergences. But in practice, sound concretizagiont nec-
essarily “better” than DART's default unsound concreiizat for
two reasons.

First, a drawback of sound concretization is that it redubes
ability to generate new tests. For instance, in the prevéxasple,
sound concretization generates the sound path constraint

y=42 Nx =567 Ay # 10
After negating the last constraint, the resulting conatrai
y=42ANx =567 Ay =10

is not satisfiable, and no new test is generated to try to cineer
then branch of the second conditional statement.
Consider now this program using the sahagh function:

int foo-bis(int x, int y) {
if (x != hash(y)) {

if (y == 10) return -1; // error

, ..
Unsound concretization would now generate a path constrain
r # 567 Ay # 10
After negating the last constraint, a constraint solver ld@asily

we now assume is un-commented. This implies that the value of solve the (unsound) path constraint

each such symbolic variable is fixed to a constant equal to the
corresponding current input value belowin the path constraint.
Let us call this procedursound concretizatian

Indeed, we now show that sound concretization results indou
path constraints.

THEOREM 2. The algorithm of Figures 1 and @ith sound con-
cretization, i.e., including line 14 of Figure 1, generasesind path
constraints.

Proof: The proof relies on the assumption that all sources of impre-
cision in symbolic execution are detected and triggerdidtault
case in the procedurevalSymbolic shown in Figure 1. In ev-
ery such case, line 14 is executed and a concretizationreamss
injected in the path constraint. Otherwise, in all otheresasym-
bolic execution of individual instructions (assignmentscondi-
tional statements) is assumed to be precise, i.e., bothdsand
complete.

Consider a path constrainic,, generated by this algorithm
during the execution of a program path with an input vector
I = (I;|Vi). For every symbolic variable; (generalizing program
input I;) occurring inpc,,, two cases are possible. Either there
is a concretization constraint forcing to be equal tal;. Or all
constraints one; in pc,, are both sound and complete (symbolic
execution is precise so far for all individual instructidnsolving
x;). Either way, all values of; satisfyingpc,, satisfy all the tests
on inputs alongu and hence lead to a program execution following
the same patlw. Since the same argument holds for all symbolic
variablesz;, pc,, is soundll

Note that, unlike ordinary constraints derived from coiodial
statements executed by the program under test, concretizain-
straints should not be negated later in the directed sebetause
these constraints do not correspond to conditional statenoé the
program, and therefore may not exercise new program paths.

Consider again the example of functidgeo shown in Sec-
tion 3.2. With sound concretization, a concretization t@isty =
42 would be generated when symbolically evaluatirgh (y) in
the first conditional statement.

r # 567 Ay =10

and generate a new test thatikely (but not guaranteed) to hit the
error, assuminghash (10) is likely different from the value ok
whatever its value is. This is an example dfy@od divergence’

Second, and perhaps most importantly, sound concretizatio
much harder to implemerthan unsound concretization, since it
requires detecting explicithall sources of imprecision in sym-
bolic execution — including conservatively estimating pts-
sible inputs and outputs of all individual instructions aati
unknown/library/operating-system functions used by tregmm
under test —, while unsound concretization can simply beemp
mented by handling some program instructions and ignottieg t
others.

Finally, note that adding line 14 of Figure 1 is just one wainto
ject concretization constraints and that other variargspassible.
For instance, the injection of concretization constrafotssym-
bolic variablesr; occurring in a concretized expressieould be
delayed during symbolic execution untilis actually being used
in some constraint (if any) in the path constrajnat,. This way,
examples such as

x := hash(y);
if (y == 10) return -1; // error

could be handled with sound concretization by postponing in
jecting a concretization constraint fgr from whenhash(y) is
computed to when program variahteis being tested (if at all),
and a constraint to cover the other branch of the ¢gst= 10)
could be generated and solved.

4. Higher-Order test Generation

We now introduce a more general form of test generation, liivie
call higher-orderbecause it uses a higher-order logic representation
of program paths. Higher-order test generation requineetsteps:
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1. uninterpreted functions are used to represent unknowo- fu
tions or instructions during symbolic execution;

2. new test inputs are derived from validity proofs of firstier
logic formulas with uninterpreted functions;

3. concrete input-output value pairs need be recorded aseuni
preted function samples that are used when generating new co
crete test inputs.

We now discuss these three steps in detail one by one.

4.1 Symbolic Execution with Uninterpreted Functions

Another well-known approach for reasoning about unknowrcfu
tions is to represent those usinginterpreted functionsFigure 3
presents a more general algorithm for dynamic symbolicuti@t
where unknown functions or instructions are represeasgicitly
using uninterpreted function symbols. This algorithm egtethe
standard symbolic execution procedure of Figure 2 with e n
lines marked withx. Whenever an unknown function or instruction
£ is encountered during symbolic execution (line 10 of FigBye
an uninterpreted function symbgluniquely representing the func-
tion/instruction is used to represent the symbolic retaln® of the
function call, which is defined as the application of the fimtto
its symbolic input arguments (line 12).

By unknown function, we mean any function whose code is not
available or not precisely representable by a symbolicesgion of
the theoryZ handled by the constraint solver for whatever reason
(such as hash or crypto functions, operating-system fonstien-
vironment/library functions outside of the main scope ddlgsis,
etc.). Similarly, by unknown instruction, we mean any atogrio-
gram instruction not handled by the symbolic evaluatiorcpdure,
i.e., involving some symbolic expression previously cetized in
line 13 of Figure 1. For simplicity, we represent such unknan+
structions by uninterpreted functions as well; line 13 afife 1 is
thus no longer reachable, by construction, with the newriilgn 2

In Figure 3,args denotes a list of arguments. Each argument
is a variablev whose value is an input to the function call (we
consider a call-by-value function model here, for simpyigi

Consider again the example of functigeo shown in Sec-
tion 3.2. When symbolically executing the conditional staént
(x == hash(y)), afresh uninterpreted function symbois intro-
duced to represent the unknown functigcash. If the then branch
of the conditional statement is taken, the path constranegated
is then

z = h(y)

The new symbolic execution performed by the algorithm of Fig
ure 3 typically generates more symbolic values than thedstain
symbolic execution procedure of Figure 2, since it represan-
known functions with “symbolic” uninterpreted functionsstead
of using concretization and falling back on concrete valliére-
fore, the new algorithm typically generates more symbotia-c
straints in the path constraipt (lines 17 and 18). We can prove
that those path constraints are always sound.

THEOREM 3. The algorithm of Figure 3 generates sound path con-
straints.

Proof: The proof relies on the assumption that all sources of im-
precision in symbolic execution are detected in line 10 eftho-
cedureexecuteSymbolic in Figure 3 and are representable by un-
interpreted functions (line 12), i.e., that every unknanstfuction
function/instruction is deterministic and with a known utgutput

3 Any symbolic expression including an unknown function/instruction ap-
plication f(args) as sub-expression is equivalentt .4, := f(args)
followed bye where f(args) is replaced by ¢ (4y.gs)-

signature. For all other cases, symbolic execution of iddil in-
structions (assignments or conditional statements) isasd to be
precise, i.e., both sound and complete.

Consider a path constrainic,, generated by this algorithm
during the execution of a program path with an input vector
I = (I;|Vi). At any time during the symbolic execution along
all direct dependencies on inputs are tracked preciseltheigym-
bolic store, either in sound and complete manner via thegohae
evalSymbolic of Figure 1, or using uninterpreted function appli-
cations. Therefore, at every conditional statentéeecuted along
w, if a constraint involving some symbolic variable; is added in
C'to the path constrainic,,, all input values of:; satisfyingc take
the same branch as the current concrete vajusf x;. Since the
same argument holds for all symbolic variabtesand all symbolic
constraints ipc.,, pc,, is soundll

By default, free variables are existentially quantifiedtia tef-
inition of satisfiability. Thus, uninterpreted functionseamplic-
itly quantified existentially in the previous proof. Foriasce, “an
assignment(z 1,y = 2) for inputsz andy satisfies a path
constraintz = h(y)” means thatl h(2). This implies that
Jh,x,y : * = h(y), whereh is the specific unknown function
being called by the current program.

4.2 Generating Tests from Validity Proofs

Test generation from path constraints with uninterpreteattions
is performed from validity proofs as will be described shofThis
requires path constraints to Ip@st-processedefore calling the
validity checker: every ordinary symbolic variable renesng a
program input isexistentially quantifiedresulting in a first-order
logic formula of the form

Jz: ¢(f, )

while every uninterpreted function symbglis implicitly left uni-
versally quantifiedn the validity check. Remember that first-order
logic does not allow explicit quantification over functionmiver-
sal function quantification is implicit when checking vatidwhile
existential function quantification is implicit when chéog satis-
fiability.

We emphasize that representing unknown functions by urinte
preted function symbols in validity queriesnst new in program
verification. Indeed, fowerification the set of possible behaviors
of unknown functions needs to lwver-approximatedo guaran-
tee amayabstraction that can be used to prawgrectnesshence
the use of (implicituniversal quantificationHowever, what is new
here (to the best of our knowledge) is our use of (impligitjver-
sal quantificationfor uninterpreted function symbols foest gen-
eration, instead of (implicit)existential quantificationwith satisfi-
ability queries as usual in the context of test input gemanaiVe
discuss this further in Section 8.

We now illustrate this important difference, and why we need
it. Consider again the example of thescure function used in the
introduction:

int obscure(int x, int y) {
if (x == hash(y)) return -1;
return O;

}

Let us assume again that the functiossh is “unknown”, that
the program is run first with the input values33 and y=42,
and thathash (42) is 567 and hence that the first execution takes
the else branch of the conditional statement. With the standard
(DART) symbolic execution of Figure 2, the single consttaip-
pearing in the path constraipt is

x # 567

// error

// ok
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/I f is an unknown function or instruction

1 Procedure executeSymbolicP,I) =

2 initialize My and S

3 path constraintpc = true

4 C = getNextCommand ()

5 while (C # stop)

6 match (C):

7 case p:=e):

8 M = M + [&v —evalConcretée)]

9 S =S+ [&v —evalSymbolide)]

10 = case (:= f(args)):

11 = M = M + [&v —evalConcretéf(args))]

12 x S =S+ [&v +—createExpression’(’,evalSymbolic@rgs))]
13 x Record (M (&v),createExpression’(’,evalConcretegrgs)));
14 case (ife then C’ else C"):

15 b =evalConcretée)

16 c =evalSymbolige)

17 if b then pc=pcAc

18 else pc = pc A —c

19 C = getNextCommand () // end of while loop

Figure3. Symbolic execution with uninterpreted functions.

Next, thesatisfiabilityof the negation of this constraint, namely
x = 567

is checked by the constraint solver. Since it is satisfiable sat-
isfying assignment returned by the constraint solver issiermed
into a new input vector, namek=567 andy=42, that will drive the
next execution of the program along ttieen branch of the condi-
tional statement. Note how input variahtas existentially quanti-
fied in thesatisfiability checlperformed by the constraint solver.
In contrast, with the new symbolic execution procedure gf Fi
ure 3, the single constraint appearing in the path constisaimow

x # h(y)

whereh denotes the uninterpreted function symbol representiag th
unknown functiorhash. After post-processing, thealidity of the
formula

S,y = h(y)

is checked by the constraint solver (i.e., for/gl If the formula is
valid, atest-generation strategg derived from thevalidity proof
of the formula, viewed as a strategy for making the formuleasts
true. In this case, the formula is valid and the strategy is

“fix y, then setr to the valueh(y)”.

In other words, with the new algorithm, new tests are derfvech
validity proofs instead ofatisfying assignmengs usual.

4.3 TheNeed for Uninterpreted Function Samples

However, the above test strategyniscessary but not sufficietd
compute precise input vectors, as required in test geperdfor
instance, with the above test strategy, the “valg)” is not de-
rived from the validity proof: precise values farcan be obtained
only when some values far andh(y) are known. In general, the
value ofh(y) for a giveny can only be known at runtime. (Unless
the functionh is completely known and not too complex to be rep-
resented as a logic formula; then a constraint solver usingtant
propagation starting from some concrete input valwauld simu-
late the execution ok with valuey as argument and compute the
valueh(y); however, even in this case, constant propagation is or-
ders of magnitude slower and less scalable than simply mgrthie
actual code implementing the functiarwith valuey as argument.)

In the above example, we need to know thay ifs set to 42,
thenh(y) is 567 in order to set to that value following the test-
generation strategy derived from the validity proof.

In other words, the new symbolic execution algorithm using u
interpreted functions also needsrexord runtime concrete values
to allow for test generation of specific concrete input valuet us
call this stepuninterpreted function sampling

Specifically, we can record the concrete value of any functio
application such a&(y) during dynamic symbolic execution as
well as the concrete value of each of its arguments, as shown i
line 13 of Figure 3: a paifc, f(evalConcretéurgs))) is recorded
for each function application where evalConcfete;s) denotes
the list of concrete values of each function argumentadenotes
the concrete return value of the function applied to thosee
argument values. In the above example, the record pair s thu
(567, h(42)), meaning thab67 = h(42).

These pairs(c, f(evalConcretgurgs))) of recorded values
have two purposes.

e They are used tanterpret a test generation strategy derived
from a validity proof in order to assign concrete values to
function applications (such dg(y)) appearing in the strategy
and generate concrete values to new input tests.

e They can also be used to generate additional constraints of
the forme = f(evalConcretturgs)) as anantecedento the
path constraint that is passed to the constraint solverh Suc
constraints restrict the possible interpretations fonterpreted
function symbolf, and increases the chance of validity.

The latter can be more powerful and is necessary for higiasro
test generation to always subsume sound concretizationi)lds
shown in the next section. Therefore, we adopt this optionhat
follows.

To sum up, given a path constraipt using a setX of sym-
bolic variables, a sef’ of uninterpreted functions and a seDr
of recorded input-output function samples, the post-ssed for-
mulaPOST (pc) obtained by post-processimpg in high-order test
generation is the first-order logic formula defined by

POST(pc) =3X : S = pc

where 3X denotes that all symbolic variables € X are exis-
tentially quantified, and is the conjunction of equality constraints
c = f(evalConcret&rgs)) for all (c, f(evalConcretgurgs))) €
I0F. In what follows, we callS theantecedenof POST (pc).

For instance, consider again our running example with a path
constraintpc containing a single constraint= h(y) and a single
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recorded paif567, h(42)), POST (pc) is
Jz,y : (567 = h(42)) = (z = h(y))

Sometimes, the antecedent does not help the validity pteof i
self, as in the previous example, and only helps for germayatc-
tual concrete test values. But sometimes, the antecedeetes-
sary to prove validity, as shown in Section 5.3.

In practice, recordingll concrete arguments and return values
of all uninterpreted function applications used in a path coimtra
can be prohibitively expensive for long program executidhsre-
over, it is unfortunately hard to predict which concreteuea will
be needed later in the path constraint, i.e., which conwedtees are
concretizations of symbolic expressions with unintemuefunc-
tions on which there are test&lowin the path constraint. How-
ever, it is possible to track onlyomesources of imprecision and
only represent those using uninterpreted functions, atrét and
represent onlgomeanput-output pairs for tracked functions. Imple-
mentability issues will be discussed further in Section 6.

5. Comparison

In this section, we compare the test-generation power digrmig
order test generation (Section 4) with sound and unsound con
cretization (Section 3).

5.1 Higher-Order Test Generation and Unsound
Concretization are Incomparable

Given a path constrainic = A, _,_, ¢, let ALT (pc) denote
the newalternatepath constraint defined by the conjunction of the
negation of the last constraint of pc with all previous constraints
¢j with j < 4 in pc. We thus have

ALT(pc) = —¢n A /\ ci

1<i<(n—1)

Remember that, as explained in Section 2, all nonempty ik
a path constraint are also path constraints (except thakegwith
a concretization constraint).

Letpc© denote a path constraint generated for a program path
w with sound concretization (Section 3.3) and whose lasttcains
is not a concretization constraint. Let’. " be the path constraint
generated with higher-order test generation (Section #érljhe
same program pattv. Given any theoryZ, let7 U Tgu r denote
the theory combining with the theory of equality with uninter-
preted functions (EUF). Ipc5 and ALT (pc5,©) are quantifier-
free formulas ovefl, thenpc " and ALT (pcY¥) are quantifier-
free formulas ovefl U Tz r, while POST(ALT (pc ")) is a
first-order logic formula ove? U 7y, by construction.

THEOREMA4. (Simulation Theorem)
If ALT (pciC) is satisfiable, thedOST(ALT (pclF)) is valid.

Proof:

As discussed at the end of Section 3.3, sound and unsound cone show how to derive a validity proof fdPO.ST(ALT (pc$*))

cretization are incomparable in general, since unsoundretina-
tion can lead to (bad or good) divergences that will not owuitin
sound concretization. Similarly, by Theorem 3, highereortest
generation generates sound path constraints and is trarmjraca-
ble to unsound concretization in general, for the same resaso

ExAamMPLE 1. Consider the function

int bar(int x, int y) { // x,y are inputs
if ((x == hash(y)) AND (y == hash(x))) {
... // error

}
L

Given random inputse = 33 andy = 42 and assuming
hash(42)=567 andhash(33)=123, unsound concretization will
generate an unsound path constraint

T # 567V y # 123

whose negation = 567 A y = 123 is satisfiable and generates a
new test input paifxz = 567, y = 123) which will likely lead to a
divergence. In contrast, higher-order test generatiohgsiterate a
sound path constraint

x # hiy) Vy # hiz)

After post-processing, the validity of the formula,y : = =
h(y) Ay = h(z) will be checked. But no new test will be generated
since this formula is invalid (i.e., in general, unless warfesome
additional property ofh such as there exists ansuch asz =
h(h(z)), for instance)l

5.2 Higher-Order Test Generation isas Powerful as Sound
Concretization

In the remainder of this section, we will therefore resttie com-
parison of higher-order test generation to sound coneiibiz.
Both algorithms generate sound path constraints (see &meso2
and 3). We now show that high-order test generation is mone po
erful than test generation with sound concretization.

from any satisfying assignment fafL T (pc5©).

Whenever a complex/unknown expressigix;) ¢ 7 occurs

during symbolic execution with sound concretization, accetiza-
tion constraint:; = I; is introduced impc5©, e(z;) becomes(1;),
and all future expressions(z;) depending onz; becomee’(I;).
In contrast, in higher-order test generation, every oenge of a
complex/unknown expressiar(z;) ¢ 7 becomesf.(z;) where
fe is an uninterpreted function symbol representingnd the pair
(evalConcretée(1;), fe(1;)) is being recorded.

Consider any symbolic variable; € X for which there is a
concretization constraink; = I; in ALT (pcaC). Consider any
expressione(z;) ¢ 7 concretized intoe(Z;) and occurring in
ALT (pci®). In POST(ALT (pcSF)), e(x:) is represented by
fe(zi) and evalConcrete(I;)) = fe(I;) is in the antecedent.

In POST(ALT (pcY")), repeat the following process for
all the symbolic variables:; with a concretization constraint in
ALT(pc©) and for all the functionsf. using those variables as
arguments: substitute all the occurrences.dfy I; and then all the
occurrences of any functiofi.(;) by evalConcretg:(1;)). (Note
that this last step would not be possible if evalCondigtg)) =
fe(I;) was not present, i.e., known and recorded, in the antecedent
of POST(ALT(pcY)).)

At the end, we are left with a formula(X") where all remain-
ing symbolic variables; € X’ do not have concretization con-
straints inALT (pcsC). Therefore, we know that all expressions
of the forme(z}) in ¢(X}) are in7, that they did not introduce
imprecision in symbolic execution, and that they are regmged in
the exact same way IH LT (pcC).

Thus, by construction, the consequentdfX’) is syntacti-
cally equivalent toALT (pc5) when all its concretization con-
straints are removed. Since all occurrences of all uningéed
function symbolsf. have been eliminated from the consequent of
#(X"), the universal quantification over those functiongiiX’)
becomes void intuitively. The same holds for the existémfigan-
tification for all symbolic variablesr; ¢ X that no longer ap-
pear ing(X"). Since the consequent ¢{ X;) is logically equiv-
alent to ALT (pci©), if the latter is satisfiable, theRX’ : S =
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ALT (pcs©) is valid. This implies thaBX : S = ALT(pch") is
valid (by setting the value of each variabhlee X \ X' to ;).

We emphasize that the previous theorem haldly if uninter-
preted function samples are used. Otherwise, higher-tedegen-
eration may not be able to simulate sound concretizatioiluas
trated by the following example.

ExAMPLE 2. Consider the function

int pub(int x, int y) { // x,y are inputs
if ((hash(x) > 0) AND (y 10)) return -1 // error

.

Given random inputse 1 andy = 2 and assuming
hash(1)=5, sound concretization will generate a sound path con-
straint

r=1Ay#10
(after simplifying5 > 0 to true). The alternate path constraint
x = 1 Ay = 10 is satisfiable and generates a new test input
pair (z = 1,y = 10) to cover the then branch of the conditional
statement. In contrast, higher-order test generatitimoutuninter-
preted function samples will generate a sound path constrai

h(z) >0Ay # 10

However, after post-processing of the alternate path cainstat-
tempting to cover the then branch, the validity of the foranul

Jz,y: h(z) >0Ay =10

will be checked. But no new test will be generated since this
formula is invalid (to see this, consider the functibrsuch that
h(z) = 0 for all z, for instance). If instead we consider higher-
order test generatiowith uninterpreted function samples, we then
obtain after post-processing the formula

dz,y : (h(1) =5) = (h(z) > 0Ay = 10)
which is valid (by settindz = 1,y = 10)). H

An important remark is that Theorem 4 only compares the path-
constraint generation capabilities of higher-order testegation
and sound concretization. But it doeet state that if there exists
a constraint solver that can prove the satisfiabilityddf7 (pci©),
then there exists a constraint solver that can prove thelitsali
of POST(ALT (pc$¥)). Thus, when we say that “higher-order
test generation is as powerful as sound concretization'asgeme
we are givenperfectconstraint solvers for both satisfiability and
validity checking.

5.3 Higher-Order Test Generation is M ore Powerful Than
Sound Concretization

The previous theorem states that higher-order test generatat
least as powerful as sound concretization. Is it more paweifhe
answer is yes, and for three reasons.

First, since higher-order test generation uges 7gu r, it can
infer test strategies thanks to axioms included in the thexdr
equality with uninterpreted functions (EUF), which are awail-
able to sound concretization, which only uses

Second, higher-order test generation can sometimes @gvera
concrete input-output pairs that are part of the antecedért
post-processed path constraint in order to prove valid Gdemthat
would otherwise be invalid.

ExAamMPLE 4. Consider the post-processed path constraint

Jz,y: f(x) = fly) +1

This formula is in general invalid (to see this, consider iaction

f that always returns 0). However, assume that it is dynaigical
observed thaff(0) = 0 and f(1) = 1. Then these record pairs
can be part of the antecedent of the post-processed pattraiohs
which becomes

Jz,y: (f(0)=0Af(1)=1)= f(z)= f(y)+1

This formula is valid (solution strategy: set= 1 andy = 0). In
either case, sound concretization would force the corzatidin of
x,y, f(z) and f(y) and would not be able to generate new tdlits.

Third, higher-order test generation can sometimes gemézat
strategies that involvessequence of new testghose purpose is to
collectadditional function sampleis a targeted manner, instead of
a single new test as usual. Let us call this new type of tesirg¢ion
multi-step test generation

ExXAMPLE 5. Consider again the example of functibso of Sec-
tion 3.2, reproduced here for convenience:

int foo(int x, int y) {
if (x == hash(y)) {

if (y

}
.

Starting withxz = 33 andy = 42 and assuming again
hash (42)=567, this first test takes the else branch of the first con-
ditional statement. After negating the last constraintob&in the
post-processed alternate path constraint

Jz,y : (h(42) = 567) = = = h(y)

This formula is valid and we generate a new input vector=
567,y = 42). We run this new test and we now take the then branch
of the first conditional statement followed by the else blraoicthe
second conditional statement. After negating the lasttcains, we
obtain the post-processed alternate path constraint

Jz,y : (h(42) = 567) = (z = h(y) ANy = 10)

This formula is valid, and a test strategy derived from thigdits
proof is “sety = 10, setz = h(10)". However, since the value of
h(10) has never been sampled, it is currently unknown!

A new intermediatetest with, say,(x = 567,y = 10) is
necessary to learn the value bf10), say 66. Only then can a
second input vectofz 66,y 10) be generated to finish
interpreting the previous test strategy, and be run to éeeithe
then branch of the second conditional statement and hé:ther!
|

10) return -1; // error

ExAMPLE 3. Higher-order test generation can generate tests from This is an example of two-step test generation. Of courseh su

validity proofs of post-processed path constraints such as

Jz,y: f(z) = f(y)

thanks to the theory of equality with uninterpreted funesio(So-
lution strategy: set = y). In contrast, sound concretization would
force the concretization of, y, f(z) and f(y), and would not be
able to generate atest to cover a path with such a path condlla

examples can easily be generalizedktstep test generation for
any k bounded by the number of program inputs.

Another related yet orthogonal suggestion would be to oelu
in the antecedent of post-processed alternate path cotsiganer-
ated with higher-order test generation, not only all theutrputput
value pairs observed for the current run, but also all valaiesp
observed duringll previousruns.
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6. Discussion: mplementability

As explained in the introduction, the main purpose of thipgra
is to carefully study the power of recent test generatiohri@pies
such as DART which are quickly gaining popularity. It is ateo
understand the fundamental difference between static amahaic
test generation. In the process, we proposed higher-oedegén-
eration as a powerful test generation technique genearglsdund
concretization. How practical is higher-order test getien®

For large realistic applications such as those targetedHitew
box fuzzing [13], exhaustively trackingll sources of imprecision
during symbolic execution is problematic. Such imprecisgian be
due to unhandled individual instructions (for instance,¢bmplete
x86 instruction set contains hundreds of instructions iilesd
in a 1,000+ page manual with exotic bit-manipulations, ftast
point/SSE2 instructions, etc.), operating-system calt®(ld ker-
nel execution be symbolic and if so up to what depth?), coxple
functions (for hashing, encrypting, compressing, enapd®RC-
ing data), etc. Moreover, some of this imprecision is harchjature
using uninterpreted functions because the real functiceg look
nondeterministic and/or with complex or unknown inputpuit
signatures (such as malloc, rand, fork, etc. which take pstén
large/unknown parts of the operating-system state and raeg h
many hidden side effects). Finally, capturing at executiore all
observed input-output value pairs is problematic as welt.|1&ge
applications, all this would slow down an already slow sytitho
execution and generate gigantic path constraints thatdvowgr-
whelm even the best engineered constraint solvers.

Therefore, we envision a moifecused rolefor higher-order
test generation, targeted at reasoning about specifiddesetified
complex or unknown functions that must be dealt with in ortder
properly test an application. One such application is preskin
the next section.

Another obstacle to the implementability of higher-ordestt
generation is the relative lack of support for generatintiditst
proofs by existing constraint solvers such as SMT solveideéd,
a first-order logic formuladX : ¢(F,X) can be proved valid
by checking whether its negationX : —¢(F, X) is unsatisfi-
able with aSatisfiabilityModulo-Theories solver. (In the applica-
tion described the next section, we used the Z3 SMT solvey [6]
For first-order logic formulas like those considered herajdv
ity (equivalently unsatisfiability) is usually proved ugisaturation
techniques [2]. Better tool support for generating saionabased
proofs (not just models for satisfiable instances) that arsgble
by other tools would help extracting a test generationefsafrom
such proofs. In fact, our paper could be viewed as a “requerem
specification” for next-generation SMT solvers for testeyation,
a growing application area for those, by presenting higitder test
generation as a new possible application for those tools.

7. Application

In this section, we present an application which requiresptiwer
of high-order test generation: test generation for pansélsinput
lexers using hash functions for fast keyword recognition.

As observed in [10], dynamic test generation can be ineffect
when testing applications with highly-structured inpuEgamples
of such applications are compilers and interpreters. Tlapgd-
cations process their inputs in stages, such as lexingingaasid
evaluation. Unfortunately, lexers often detect languaggnords
by comparing their pre-computed hash values with the hakh va
ues of strings read from the input. This effectively pregesym-
bolic execution and constraint solving from ever genegatinput
strings that match those keywords since hash functionsotdre
inversed (i.e., given a constraint== hash(y) and a value fok,
one cannot compute a value fptthat satisfies this constraint). In

those cases, test generation is defeated already in thprficstss-
ing stages.

A typical code pattern is shown in Figure 4 in the appendix.
This C code is an excerpt from the open-source flex lexerallyit
the functionaddsym is called with every input-language keyword
so that each of those are hashed (with functi@aehfunct) and
stored in a hash tableable. Once the hash table is populated, the
parsing of the input starts. The input is being divided intortks
delimited by blank-spaces/tabs/etc. Each of those churgk¢han
parsed and the functidhindsym is called to check whether a chunk
matches a keyword.

Because of the presence of functisishfunct, dynamic test
generation cannot generate input strings (“chunks”) niagchpe-
cific keywords. In [10], it is shown how such a problematicdex
can be bypassed altogether for test generation of the sudasieq
input-processing stages by (1) instrumenting the lexehab its
returnsymbol values become symbolic inputs during symbolic ex-
ecution, and (2) lifting the input space from charactemsfsi to
sequences of symbols (token ids) using a grammar speaificati
of the input language being parsed. Unfortunately, insémting
a lexer this way can be problematic for complex lexers, aml th
approach requires a user-supplied input-grammar speafica

In contrast, higher-order test generation provides a fally
tomatic solution to test generation through such lexerg iy
thing the user is required to specify is the name of the hasb-fu
tion hashfunct, whose calls are then tracked during symbolic ex-
ecution and represented using an uninterpreted functiactigxas
described in Section 4. During the hash table initializatall the
pairs( hashvalue, hashfunct (keyword)) are being recorded to
be included in the antecedent of post-processed path edntstr
Whenever test generation needs a specific symbol to drive the
parser through a new specific program branch, the theoryuafleq
ity with uninterpreted functions combined with all the itgutput
value pairs recorded farashfunct makes it possible to effectively
“inverse” this hash function for the finitely many keywordstioe
input language, which is sufficient for test generation foctsap-
plications. For instance, for a conditional statement effdrmif
(symbol == 52) ..., observing thahashfunct(’while’) =
52 is sufficient for higher-order test generation to generataput
chunk equal tashile in order to exercise the then branch of the
conditional statement.

Note that, in some lexers, hash values are pre-computed and
hard-coded in the source code. Then, it is not possible terebs
at execution time all relevant input-output value pairssioch hash
functions at the beginning of each execution. However, sujoht-
output pairs could still be “learned” over time by startihg testing
session with a representative set of well-formed inputsepbing
the hash values of all the language keywords those inputsioon
and then using all pairs recorded in all previous executions
subsequent symbolic executions.

We have performed preliminary experiments with highereord
test generation in such a targeted manner in conjunctiom tlvi
whitebox fuzzer SAGE [13], and using the Z3 SMT solver [6]- Ex
periments with a simple parser including a lexer similarigue 4
show thatwhen used in such a targeted manngigher-order test
generation does not overwhelm at all the constraint soRegu-
lar dynamic test generation with symbolic execution ancbund
concretization is not better than blackbox random testiecphse
it is not able to drive executions passed the hash functiorkd
lexer and triggers many divergences. In contrast, highéeraest
generation can accurately drive program executions aneéases
overall test coverage significantly.

In summary, higher-order test generation extends thecgiplt
ity of whitebox fuzzing to structured parsers using hastcfioms.
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8. Other Related Work

Abstracting program functions using uninterpreted fumtdiis a
well-known technique in verification-condition generatior pro-
gram verification of universal properties (e.g., [3]). laticontext,
the set of all program behaviors is over-approximated iisgmee
of program-analysis imprecision, and verification is elsshled by
checking the validity of a logic formula representing thérempro-
gram (or module). Uninterpreted function symbols in therfola
are therefore implicitly universally quantified as in ournko

In the context of test generation, uninterpreted functioage
been used for representing symbolic test summaries in ceimpo
tional symbolic execution [1, 14]. There, a function sumynir
represented by a first-order logic formula using an unimetgal
function symbol representing the function. A function suamynis
defined as a disjunction (i.e., a set) of intraprocedurah gain-
straints expressed in terms of the function inputs and asitpuinc-
tion summaries can be computed incrementally, to includeemo
and more intraprocedural path constraints as they are \dised
during a directed search. Test generation with functionrsaries
is performed as usual by a satisfiability check, where alhtami
preted functions are therefore implicitly existentiallyagtified.
This use of uninterpreted functions for function summaisethus
different from their use in higher-order test generatiorerehun-
interpreted functions represent imprecision in symbakiecaition

in individual path constraints. Both types of uninterpreted func-

tions could actually be used simultaneously, as they an@ganal,
for “higher-order compositional test generation”. Notattfunction
summaries do not have to be represented using unintergrated
tions, and can be encoded directly in propositional logstéad [7].

We do not know of any other work where tests are derived from

validity proofs, or where uninterpreted functions are usechodel
imprecision in symbolic executidfor test generation

The (implicit) alternation of universal function quantifieand
existential variable quantifiers in our post-processec pin-
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/* addsym— add symbol and definitions to symbol table

*

* —1 is returned if the symbol already exists, and the change natde.
*/

static int addsym (sym, stdef, int.def, table, tablesize)
register char sym[];
char xstr_def;
int int_def;
hashtable table;
int table_size;

int hashval = hashfunct (sym, tableize);
register struct hashentry xsym.entry = table[hashval];
register struct haslentry xnew_entry;

register struct haslentry xsuccessor;

while (sym.entry) {
if (!strcmp (sym, symentry—>name)) { /« entry already existssx/
return —1;
}

sym_entry = symentry—>next;

}

/% create new entrysx/
new.entry = (struct hashentry x)
flex_alloc (sizeof (struct haslentry));

if (new_entry == NULL)
flexfatal (-("symbol table memory allocation failed”));

if ((successor = table[hashkal]) != 0) {
new_entry—>next = successor;
successof>prev = newentry;

else
new_entry—>next = NULL;

new_entry—=>prev = NULL;
new.entry—>name = sym;
new_entry—>str_val = str.def;
new_entry—int_val = int_.def;

table[hashval] = new.entry;

return O;

}

/% findsym — find symbol in symbol tablex/

static struct hashentry «findsym (sym, table, tablesize)
register const charksym;
hashtable table;

int table_size;
{
static struct hashentry emptyentry = {
(struct hashentry «) 0, (struct hashentry %) O,
(char %) 0, (char x) 0, O,
i
register struct hashentry xsym_entry = table[hashfunct (sym, tableize)];
while (sym.entry) {
if (Istrcmp (sym, symentry—>name))
return symentry;
sym_entry = symentry—>next;
¥
return &emptyentry;
}

Figure4. Code excerpt from the flex lexer (file sym.c, flex-2.5.35, keaby 2008).
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